
INFORMATION & SECURITY. An International Journal, Vol.15, No.2, 2004, 165-180. 

++ 

  I&S 

PRIVACY-PRESERVING ELECTRONIC VOTING 

Justin ZHAN, Stan MATWIN, and Li-Wu CHANG 

Abstract: Privacy is an important issue in electronic voting. Several electronic 

voting schemes have been developed in the past and some of them provided meth-

ods for dealing with privacy protection in the electronic voting system. To further 

enhance the privacy level, in this paper, we propose a new approach to tackle the 

privacy problem inherent in the electronic voting system. A privacy measure is pro-

posed and extensive privacy analysis is conducted for the proposed scheme. It is 

shown via experiments that the proposed method is effective in electronic voting 

systems. 
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Introduction 

Election is a very important process that allows citizens to choose their government 

representatives. Paper-form elections have been traditionally used. People normally 

go to certain places, show their valid identification cards to obtain ballots, then write 

down their preferences and finally cast their ballots into voting boxes. In this process, 

election officers have to know the real identification of each person who participates 

in the vote. To prevent a person from voting multiple times, the officers record all 

persons’ IDs. When new people come to vote, the officers have to check whether they 

have already voted. This process is not only very inefficient but it also violates the 

voter’s privacy. 

The rapid developments in computer and network technologies alter the whole elec-

tion process. Electronic voting has been developed, where computers are used in the 

election process enabling greater effectiveness. Especially, on-line voting is the trend 

in voting system development. Voters do not need to go to a central place to cast their 

ballots; instead they can stay at home or at any other place with Internet connection to 

cast their ballots. Obviously, electronic voting or on-line voting
1
 is desirable since it 

is convenient for voters and speeds up the whole election process. However, privacy 

and security requirements may hinder this desirable election approach from being im-

plemented. 
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A list of privacy and security requirements were proposed by Neumann.
2
 In this pa-

per, we mainly deal with privacy requirements. As pointed out by Neumann,
3
 voting 

privacy means that neither election authorities nor anyone else can link any ballot to 

the voter who has cast it, and all ballots remain secret while the voting is not com-

pleted. Voter anonymity can be achieved by hiding the identity of each voter from her 

ballot and reverse engineering cannot be made. Although various anonymous 

schemes have been proposed in the past, no completely satisfactory scheme exists to 

guarantee voter’s anonymity in current electronic voting system. On the other hand, 

the disclosure of ballots after voting is finished also impairs voter’s privacy. There-

fore, a stronger privacy requirement not only guarantees the voter’s privacy before 

voting is completed but also after its completion. 

Aiming at enhancing voter’s privacy, we propose a new scheme. The basic idea of 

our scheme is to somehow mask the vote before each voter casts her ballot, so that 

even if an election officer can match the identity of each voter with the actual vote, 

and divulge the votes after voting is finished, the election officer will still not exactly 

know the real vote of each voter. 

The remainder of this paper is organized as follows. First related work is presented. 

Next, the authors present their privacy enhancing approach. Then, in the section that 

follows, the privacy achieved by the proposed method is measured. Experimental re-

sults are presented in a further section. This is followed by a discussion of other ran-

domization schemes. Finally, conclusions and future research directions are outlined. 

Related Work 

In the early work on electronic voting, Chaum proposed the first multi-party secure 

election protocol, where a technique based on public key cryptography was pre-

sented.
4
 However, it cannot prevent someone able to break RSA from tracing ballots 

back to particular voters. In another publication, Chaum proposed a protocol where a 

voter’s privacy can be ensured if all other voters do not cooperate;
5
 voters can 

guarantee that their ballots can be counted; and voters wishing to disrupt an election 

can cause only a limited delay before being disenfranchised, unless RSA is broken. 

Iversen
6
 presented a cryptographic scheme that fully conforms to the requirements of 

holding large scale general elections. By ensuring independence between the voters in 

that they do not have to be present at the same time or go through several phases to-

gether, the scheme preserves the privacy of the voters against any subset of dishonest 

voters and against any proper subset of dishonest candidates, including the govern-

ment. Robustness is ensured in that no subset of voters can corrupt or disrupt the 

election. Benaloh and Tuinstra proposed the first verifiable secrete-ballot election 

protocols in which participants are unable to prove to others how they voted.
7
 Sako 

and Kilian
8
 then proposed a receipt-free voting scheme based on mix-type anony-
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mous channel,
9
 with an assumption that there exists a private channel through which 

the center can send the voter a message without fear of eavesdropping. 

Recently, Nguyen, Naini and Kurosawa proposed a formal model for security of veri-

fiable shuffles.
10

 The model is general and can be extended to mix-nets and verifiable 

shuffle decryption. A new efficient verifiable shuffle system based on Paillier en-

cryption scheme was developed and its security was proved. Acquisti presented a 

voting protocol that protects voters’ privacy and achieves universal verifiability, re-

ceipt-freeness, and uncoercibility without ad hoc physical assumptions or procedural 

constraints.
11

 The proposed scheme allows voters to combine voting credentials with 

their chosen votes applying the homomorphic properties of certain probabilistic 

cryptosystems. A cryptographic randomized response technique
12

 is developed by 

Ambainis, Jakobsson, and Lipmaa
13

 to guarantee unconditional privacy for respon-

dents to polls.  

In this paper, we propose a flexible randomization scheme for multiple candidate 

elections. 

Privacy Enhancing Approach 

Since its introduction, electronic voting has received a great deal of attention. It is 

believed to be the major voting method in electronic government. Briefly, electronic 

voting is the process where voters submit their electronic ballots at a certain location 

or via Internet; the ballots are transmitted to a back-server where they are collected. 

After obtaining all valid ballots or the voting day has passed, the back-server counts 

the number of votes for each candidate. Finally, the candidate who receives certain 

sufficient amount of votes wins the election. 

Problem 

We consider the case where there are n political parties participating in the election 

campaign and there are totally N voters who will cast their vote. Without loss of gen-

erality, let us assume that there is only one candidate from a particular party. In other 

words, there are n candidates and N voters. Since voters are concerned about their 

ballot’s privacy, they do not want to reveal their real votes to anyone including the 

back server. It is desirable to use some technique to mask the real vote of each voter, 

but we can still compute the accurate number of counts for each candidate. Based on 

the above requirement, we propose an estimation scheme. The basic idea of the pro-

posed approach is that each voter randomizes the vote before sending it to the back-

server. After the back-server receives the randomized votes, the number of total votes 

can be estimated with sufficient accuracy. 
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Two-Candidate Randomization Scheme 

In this scheme, let us assume that there is an even number of candidates in the cam-

paign. We randomly separate all the candidates into 2/n  groups where each group is 

composed of two candidates. For example, suppose there are four candidates: 1C , 

2C , 3C , and 4C . We then randomly partition them into two groups, e.g., 1C  and 4C  

in one group; and 2C  and 3C  in the other group. When voters cast the ballots, they 

will keep their original votes with a certain probability  ; they will alter their origi-

nal vote to the other candidate in the same group with probability of 1 . For exam-

ple, if Alice wants to vote for 1C , she generates a random number; if the number is 

not greater than a certain value  , she sends vote for 1C  to the back-server; if the 

number is greater than  , she then sends vote for 4C  to the back-server. If Alice 

wants to vote for 2C , she generates a random number again, if the number is not 

greater than , vote for 2C  will be sent to the back-server; otherwise vote for 3C  will 

be sent to the back-server. 

Let us assume that candidates iC  and jC  belong to the same group. For conven-

ience, we use the following notation: 

 Let Pr(i) denote the real proportion of votes for candidate i; 

 Let Pr(j) be the real proportion of votes for candidate j; 

 Let )(Pr i  be the proportion of votes for candidate i in terms of randomized 

votes; 

 Let )(Pr j  be the proportion of votes for candidate j in terms of random-

ized votes. 

)(Pr i  is contributed by )Pr(i  with a probability   and by )Pr( j  with a probability 

1 . )(Pr j  is contributed by )Pr( j  with a probability   and by )Pr(i  with a 

probability 1 .  

We can obtain then the following estimation model: 

 

           (1) 

 

What we want to compute from this estimation model is )Pr(i  and )Pr( j . We know 

that  , )(Pr i  and )(Pr j  can be calculated from the randomized votes. Solving the 

above equations, we can obtain )Pr(i  and )Pr( j . Once we get )Pr(i  and )Pr( j , the 
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number of votes for iC  and jC , denoted by )(_ iCcountVote  and )(_ jCcountVote  

respectively, can be computed as follows: 

 

 

 

where N is the total number of voters. 

To get )Pr(i  and )Pr( j , we have to apply the estimation model presented by Equa-

tion 1. How close are the estimated probabilities )Pr(i  and )Pr( j  to the original ones 

is critical for the election process. In a consequent section, a set of experiments will 

be conducted to test the proposed scheme. 

Measuring Privacy 

In a two-candidate scheme, even if an election officer somehow knows the vote (e.g., 

that it is for candidate iC ) of a particular voter (e.g., Alice), he/she is not sure that 

the true vote of Alice is for candidate iC  and only knows that Alice votes for iC  

with probability of  . In this section, we develop a privacy measure for the proposed 

two-candidate scheme. To preserve a fair treatment of all groups, the same   values 

are used for all groups, and the privacy measure will be the same for different groups. 

For a vote, the original value can be for candidate i, )( iC , or candidate j, )( jC ; the 

randomized vote can be for candidate i, )( iC , or for candidate j, )( jC , as well. The 

privacy comes from the uncertainty about each voter’s original vote given a random-

ized vote. There are four possible randomization results: 

 Original vote is for iC , but the vote after randomization is for iC ; 

 Original vote is for iC  but the vote after randomization is for jC ; 

 Original vote is for jC  but the vote after randomization is for iC ; and 

 Original vote is for jC , however, the vote after randomization is for jC . 

Let us adopt the following notation: 

 Let mX  be the original vote; 

 Let mY  stand for the vote after randomization; 

 Let mW  be the probability that the original vote is iC , that is )Pr( im CX  . 

The probability that the original vote is jC  will be )1( mW , that is 

mjm WCX  1)Pr( . 
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The privacy measure for a two-candidate scheme denoted by twoP _  can be derived 

as follows: 

The first component contains three parts: 

 )Pr( im CX   is the real probability that a voter votes for iC , which is mW . 

 )|Pr( imim CXCY   is the probability that a randomized vote is for iC  

given the original vote is for iC , which is  . 

 )|Pr( imjm CYCX   is the probability that an original vote is for jC  

given that the randomized vote is for iC . Applying Bayes’ rule, we obtain 

)Pr(/)Pr(*)|Pr( imjmjmim CYCXCXCY  . )Pr( jm CX   is the 

probability that the original vote is for jC , which is mW1 . 

)|Pr( jmim CXCY   is the probability that a randomized vote is for iC  

given that the original vote is for jC , which is 1 . As for )Pr( im CY  , 

we can expand this term and details for that are shown below: 
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Similarly, the other components can be computed as follows: 

 

 

 

 

 

 

We then obtain: 

 

 

 

              (2) 

 

 

 

From Equation (2) can be seen that twoP _  is determined by two parameters: a 

control parameter  and the original vote distribution mW . What else we can observe 

from Equation (2) is that twoP _  is symmetric with respect to  0.5 and 

5.0mW . For instance, for a given  , twoP _  when mW 0, 0.1, 0.2, 0.3, and 0.4 

is the same as the privacy when mW 1, 0.9, 0.8, 0.7, and 0.6; for a given mW , 

twoP _  when   0, 0.1, 0.2, 0.3, and 0.4 is the same as the privacy when  1, 

0.9, 0.8, 0.7, and 0.6. 

To get a better idea of our privacy measure, we conducted a set of experiments on the 

original data with various distributions. Specifically, we conducted experiments when 

mW 0.1, 0.2, 0.3, 0.4, and 0.5. For each data distribution, we compute privacy value 

for the cases when  0, 0.1, 0.2, 0.3, 0.4, and 0.5. 

As we can see from the results (see Figure 1): 

 For a given mW , when  0, the original votes are all changed to the other 

value in the same group. The original votes are entirely disclosed since an 
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adversary can change all the randomized votes to the original ones. Privacy 

value is 0; when   is away from 0 and approaches 0.5, the randomization 

probability increases. The level of privacy enhances. 

 For a given  , the privacy level increases with the distribution of the 

original vote approaching 0.5. The privacy level is at its highest point when 

5.0mW . 

We see how privacy changes with varying   and mW . In practice, an important issue 

is how to select a proper value for  . It cannot only be determined by the privacy 

level. Accuracy of the results is another critical factor for choosing  . In the next 

section, we will conduct a set of experiments and show the relationship between the 

accuracy and  . 

Figure 1: Results from Experiments on the Original Data Set. 

Experimental Results 

To evaluate the effectiveness of the proposed scheme, we have conducted a number 

of experiments on data sets with various distributions. The data sets are randomly 
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generated according to different distributions. In the two-candidate scheme, there are 

only two candidates 
iC  and 

jC  in one group. What we want to know is how close is 

the estimated proportion of votes to the true proportion of votes for each candidate. 

Experimental Steps 

1. Data Generation 

The data sets used in the experiments are randomly generated according to the given 

distribution. The authors evaluate the proposed scheme on nine data sets whose dis-

tributions are as follows: 

Data Sets )Pr( iC  )Pr( jC  

1D  0.1 0.9 

2D  0.2 0.8 

3D  0.3 0.7 

4D  0.4 0.6 

5D  0.5 0.5 

6D  0.6 0.4 

7D  0.7 0.3 

8D  0.8 0.2 

9D  0.9 0.1 

2.   Selection 

For  0, 0.1, 0.2, 0.3, 0.4, 0.51, 0.6, 0.7, 0.8, 0.9, and 1, the following steps are 

performed on data set 
1D : 

 Step I. Randomization. For each value in 
1D , we generate a random number 

r )10(  r according to an uniform distribution. If r , the value re-

mains the same; otherwise, the value of r will be changed to its opposite. For 

example, assume that the original value is )( ji CC , if r , the value 

after randomization will still be )( ji CC ; otherwise, the value after 

randomization will be changed to )( ij CC . We perform this randomization 

step for all the values in 
1D . The data set after the randomization process is 

denoted by 
1G . 

 Step II. Estimation. The model shown by Equation 1 is estimated on the ran-

domized data set 
1G . We then obtain )Pr( iC  and )Pr( jC . Due to the fact 
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that )Pr(1)Pr( ji CC  , we only record )Pr( iC  in the resultant tables. 

 Step III. Repeating. Steps I and II are repeated 50 times, and 50 sCi )Pr(  

are obtained. 

 Step IV. Mean, Variance and Error. The mean, variance and error percent-

age of these 50 sCi )Pr(  are computed. 

3. Compute Mean, Variance and Error for Other Data Sets 

Step 2 is performed on 
2D , 

3D , …, and 
9D . 

Results Analysis 

Tables 1, 2, ..., and 9 show the experimental results on data sets 
1D , 

2D , 
3D , …, 

and 
9D , respectively. First, the results are presented followed by a detailed analysis. 

Table 1: Results on Data Set 
1D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.1 0.1 0.1 0.1 0.1 0.0995 0.0998 0.1 0.1 0.1 0.1 

Var )10( 3  0 0 0.0001 0.0004 0.0016 0.1489 0.0015 0.0004 0.0001 0 0 

Error (%) 0 0 0 0 0 0.05 0.02 0 0 0 0 

Table 2: Results on Data Set 
2D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.2 0.2 0.2 0.2 0.2 0.1996 0.2 0.2 0.2 0.2 0.2 

Var )10( 3  0 0 0.0001 0.0003 0.0012 0.1264 0.0013 0.0002 0.0001 0 0 

Error (%) 0 0 0 0 0 0.04 0 0 0 0 0 

Table 3: Results on Data Set 
3D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.3 0.3 0.3 0.3001 0.3 0.2995 0.2999 0.3001 0.3 0.3 0.3 

Var )10( 3  0 0 0.0001 0.0002 0.0012 0.1244 0.0012 0.0002 0.0001 0 0 

Error (%) 0 0 0 0.01 0 0.05 0.01 0.01 0 0 0 
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Table 4: Results on Data Set 
4D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.4 0.4 0.4 0.4001 0.4001 0.3988 0.4 0.4 0.4 0.4 0.4 

Var )10( 3  0 0 0.0001 0.0002 0.0010 0.1498 0.0010 0.0002 0.0001 0.0001 0 

Error (%) 0 0 0 0.01 0.01 0.12 0 0 0 0 0 

Table 5: Results on Data Set 
5D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.5 0.5 0.5 0.5 0.4999 0.5010 0.5 0.5 0.5 0.5 0.5 

Var )10( 3  0 0 0.0001 0.0002 0.0011 0.1316 0.0013 0.0003 0.0001 0 0 

Error (%) 0 0 0 0 0.01 0.1 0 0 0 0 0 

Table 6: Results on Data Set 
6D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.6 0.6 0.6 0.6 0.5998 0.6020 0.6001 0.6 0.6 0.6 0.6 

Var )10( 3  0 0 0.0001 0.0004 0.0021 0.2469 0.0017 0.0003 0.0001 0 0 

Error (%) 0 0 0 0 0.02 0.2 0.01 0 0 0 0 

Table 7: Results on Data Set 
7D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.7 0.7 0.7 0.6999 0.6999 0.7015 0.7 0.7001 0.7 0.7 0.7 

Var )10( 3  0 0.0001 0.0001 0.0003 0.0018 0.144 0.0016 0.0004 0.0001 0 0 

Error (%) 0 0 0 0.01 0.01 0.15 0 0.01 0 0 0 

Table 8: Results on Data Set 
8D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.8 0.8 0.8 0.8 0.7999 0.8018 0.8 0.8 0.8 0.8 0.8 

Var )10( 3  0 0 0.0001 0.0002 0.0010 0.1498 0.0010 0.0002 0.0001 0.0001 0 

Error (%) 0 0 0 0 0.01 0.18 0 0 0 0 0 
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Table 9: Results on Data Set 
9D . 

  0 0.1 0.2 0.3 0.4 0.51 0.6 0.7 0.8 0.9 1.0 

Mean 0.9 0.9 0.9 0.9 0.9 0.9010 0.9 0.9 0.9 0.9 0.9 

Var )10( 3  0 0 0.0001 0.0004 0.0020 0.2500 0.0022 0.0004 0.0001 0.0001 0 

Error (%) 0 0 0 0 0 0.1 0 0 0 0 0 

Analysis of Mean and Variance 

It can be seen from the tables with the results that when  0 and  1, the esti-

mated proportion of votes is exactly the same as the original proportion, and the vari-

ance is 0. This is due to the fact that the randomization process for these two cases 

does not hide the original votes. When   deviates from 1 and 0 and approaches 0.5, 

the level of randomization increases, and as a result the original information is better 

disguised. Therefore, the mean of the estimated proportion may deviate from the 

original proportion and the variance has a trend of becoming larger. Note that 

when  0.5, the estimation model cannot be applied since Equation (1) does not 

have a solution in this case. Therefore a value  0.51, instead of 0.5, is used in the 

experiments. 

Error Rate Analysis 

Estimation error is an important factor in electronic voting. The estimated proportion 

should not differ very much from the true proportion. Otherwise, the proposed 

scheme cannot be applied in real electronic voting. Let us use the upcoming (for the 

time of writing) presidential elections in the United States for illustration. Assume 

that the true vote proportion for Kerry is 55% and he should be elected as the new 

president, but the estimated proportion is 45% and he loses the campaign in result. 

Obviously, it leads to a serious problem. Therefore, the estimated proportion has to 

be very close to the original proportion. And the most desirable case is when they are 

the same. As we can see from the results, for most of the   values, the estimated pro-

portion is the same as the true proportion. From accuracy point of view, the proposed 

two-candidate scheme is efficient in these cases. 

There are also some limitations in the proposed scheme. Before election, a threshold 

needs to be agreed among all candidates. Since there are error rates for some cases, 

we need to find a threshold that is significantly greater than the possible error rates. 

The error rate reaches its highest point when  0.51 for all data sets. As we can see 

the highest error rate for 
1D  is 0.05%, for 

2D  is 0.04%, for 
3D  is 0.05%, for 

4D  is 

0.12%, for 
5D  is 0.1%, for 

6D  is 0.2%, for 
7D  is 0.15%, for 

8D  is 0.18%, and for 
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9D  is 0.1%. The threshold has to be significantly higher than the highest possible er-

ror rate, e.g., 0.2%. 

Accuracy and privacy are complementary goals. Given mW , the best privacy is 

achieved when the control parameter   is 0.5; however, the accuracy will be worst in 

this case. The best accuracy is attained when the control parameter   is 0 or 1, how-

ever, the privacy is at its lowest level then. Trade-offs are also applied when   has a 

value between 0 and 1. In practice, how to select   depends on our primary goal. If 

we want the results to be very precise, we have to choose values near 1 or 0; in con-

trast, if privacy is the primary goal, we choose values near 0.5. 

Extension of the Randomization Scheme 

Three-Candidate Scheme 

In the two-candidate scheme, the randomization process is applied between two can-

didates since each group contains two candidates. The number of candidates within 

each group can be increased. In this section, the case when the number of candidates 

within each group is three is considered. Without loss of generality, let us assume that 

n can be perfectly divided by 3. We randomly separate all the candidates into n/3 

groups where each group contains three candidates. Suppose that iC , jC  and kC  be-

long to the same group. When voters cast their ballots, they keep their original votes 

with a probability 1 , they alter their original vote to other candidate with probability 

2  and 3 , respectively. For instance, if Alice’s original vote is for iC , instead of 

directly sending the vote for iC  to the back-server, she generates a random number 

1r . If 11 r , she sends a vote for iC  to the back-server. If 211  r , she sends a 

vote for jC  to the back-server. If 21 r , she sends a vote for kC  to the back-server. 

In other words, she keeps her original vote for iC  with a probability 1 , modifies her 

original vote to jC  with a probability 2  and to kC  with a probability 

)1( 213   . 

Let us use the following notation: 

 )Pr(i  is the real proportion of votes for candidate i )( iC . 

 )Pr( j  is the real proportion of votes for candidate j )( jC . 

 )Pr(k  is the real proportion of votes for candidate k )( kC . 

 )(Pr i  is the proportion of votes for candidate i in randomized votes. 

 )(Pr j is the proportion of votes for candidate j in randomized votes. 
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 )(Pr k  is the proportion of votes for candidate k in randomized votes. 

)(Pr i  is contributed by )Pr(i  with probability 1 , )Pr( j with probability 3 , and 

)Pr(k  with probability 2 . )(Pr j  is contributed by )Pr( j  with probability 1 , )Pr(i  

with probability 2 , and )Pr(k  with probability 3 . )(Pr k  is contributed by )Pr(k  

with probability 1 , )Pr( j  with probability 2 , and )Pr(i  with probability 3 . 

The estimation model can be built as follows: 

 

           

    

  (3) 

 

 

In the above model 1 , 2  and 3  are known. )(Pr i , )(Pr j  and )(Pr k  can be 

computed directly from the randomized votes. We can then solve the above model 

and obtain )Pr(i , )Pr( j  and )Pr(k . The total number of votes for candidate i is 

Ni )Pr( , for candidate j is Nj )Pr(  and for candidate k is Nk )Pr( . 

n-Candidate Scheme 

In general, we can treat all the candidates in one group. We call it n-candidate 

scheme. Voters keep their true votes with a probability 1  and alter the vote to the 

other candidates with probabilities 2 , 3 , …, and n , respectively.  

Let us assume the following notation: 

 ) , ,2 ,1(  )Pr( nmCm  : the real proportion of votes for candidate m )( mC . 

 ) , ,2 ,1( )(Pr nmCm  : the proportion of votes for candidate m in 

randomized votes. 

Then the estimation model will look as follows: 
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In the above estimation model, we can estimate ) , ,2 ,1(  )Pr( nmCm   since 

) , ,2 ,1( nmm   are known and ) , ,2 ,1( )(Pr nmCm   can be directly computed 

from the collected randomized votes. The total number of votes for candidate m is 

then ) , ,2 ,1( )Pr( nmNCm  . 

We see that the number of equations in the estimation model of the n-candidate 

scheme is equal to the number of candidates participating in the campaign. Although 

the two-candidate scheme is much simpler, other candidate schemes can certainly be 

used. In practice, different schemes can be combined together. For instance, since the 

number of candidates may not be perfectly divided by two or three, we can combine 

two- and three-candidate schemes. One possibility is to separate all the candidates 

into g groups with g-1 groups containing two candidates and with 1 group containing 

three candidates. 

Conclusions and Future Work 

Electronic voting is an efficient way of performing governmental elections. Espe-

cially, the controversial year 2000 elections in the United States of America made 

people realize the importance of electronic voting. Although electronic voting or on-

line voting systems can significantly improve the efficiency of voting, security and 

privacy violations may prevent them from being implemented. To preserve privacy in 

electronic voting, a privacy protection method has been introduced in this paper. In 

the proposed technique, voter’s vote is randomized before sending it to back-server. 

The performed experiments have illustrated that the election results are still very ac-

curate although the original votes have been hidden. A privacy measure has been de-

veloped and a privacy analysis conducted. Trade-offs between privacy and accuracy 

have been discussed. In the future, the authors intend to combine the proposed tech-

nique with other privacy and security protection techniques for electronic voting. The 

approach will also be extended to other e-government services. 
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