Information & Security: An International Journal

Zhukovyts’kyy & Ostapec, vol.35, 2016, 81-97 https://doi.org/10.11610/isij.3504

DEVELOPMENT OF TOOLS FOR PRACTICAL
RESEARCH ON CYBERSECURITY IN MSC THESES

Igor ZHUKOVYTS’KYY and Denis OSTAPEC

Abstract: The article analyses methods of creating and implementing practical
courses on cybersecurity, including distance learning courses. It outlines a number
of methodologies and corresponding hardware/firmware structures of the organiza-
tion of such courses. Next, the authors consider the possibility of tying the courses
in the standard program complexes of distance learning. It is proposed to use the
interactive simulation models for practical skill training in the area of cybersecurity.
For teaching the skills of server setting, the creation of client-server simulation
models is proposed. The paper considers the proposed methodologies for develop-
ment of such educational complexes in the master’s theses of students of the spe-
cialty “Security of Information and Communication System” in Dnipropetrovsk
National University of Railway Transport named after Academician V. Lazaryan,
and provides a number of recent examples.

Keywords: Practical courses on cybersecurity, cybersecurity training methodology,
interactive simulation models, client-server complexes, distance learning systems.

Introduction

The modern development of society is determined by the rapid increase in the rate of
knowledge aging. Therefore, the need to update this knowledge increases. According
to general statistics, nearly 50% of professional knowledge is acquired by the spe-
cialists after graduating. So they are often forced to improve their knowledge on-the-
job. The latter is the front most for employees of large companies. This is a classic
problem for the companies to let the employees for examination period, as well as for
those who live in remote regions. Within the framework of the project Tempus
SEREIN (Modernization of Postgraduate Studies on Security and Resilience for Hu-
man and Industry Related Domains) it is developed the training programs, corre-
sponding courses in the area of cyber security for both the students of different edu-
cation levels (masters, Ph.D. students) and for post-graduate studies.
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Work Related Analysis

There is number of formation and implementation mechanisms of courses on cyber
security. Full-time courses are offered in a number of well-known universities. It
proposed a number of part-time distant learning courses.>*® As a rule, the courses in-
clude a lecture and practical material. The lecture material located on educational
sites is a text material with graphic illustrations. Practice offers a discussion, decision
of some problem. Some courses provide independent program complexes, which
make it possible to simulate the operation of equipment (for example, the Cisco
PacketTracer complex ® simulates the setup and operation of computer network with
the Cisco equipment).

The use experience of competitions in the area of cyber security, organized by the
Lincoln Laboratory of Massachusetts Institute of Technology ® to increase the profes-
sional level of students is of some interest. In these competitions the participants are
provided with the special area (laboratory) equipped by servers and clients. The con-
testants attack the servers from the client places. Servers are set either by professional
staff of the Lincoln Laboratory, or the participants of the competition.

One of the forms of knowledge gaining is distant education, which is becoming wide-
spread.

In the area of modern distant education the systems using web technologies became
widespread. Among these the most common are:

« IBM Lotus Learning Management System ’;

« IBM Lotus Workplace Collaborative Learning ®;

e WebCT Campus Edition ®;

e Prometheus **;

 Moodle.™
Such systems are omni-purpose and can be used for training in many areas, including
the field of cyber security. These systems are aimed primarily at supplying the stu-

dents with the lecture material in the traditional form (text with illustrations), and the
testing of students according to the results of the lecture material studying.

Purpose and Structure of the Work

The purpose of the article is to discuss the experience of fulfilment and use of mas-
ter's theses of students of the Dnipropetrovsk National University of Railway
Transport in the area of development of the program complexes for interactive and
distant practical research in the field of cyber security.
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The article observes the proposed methodology of practical research implementation,
the optional versions of hardware/firmware complexes used for this purpose. As we
go forward we consider the specific examples of developments. The research results
and their practical use are analysed at the end.

The Empirical Research Procedure

During development of the empirical research procedure, the following was consid-

ered.

The first task:

detailed study of algorithms and protocols in the field of cryptography, ste-
ganography, security of networks and servers;

the students should be provided with the illustrative material of the studied
entity in the multimedia, animation format with the ability of step by step
detailed examination of algorithm, protocol;

the algorithmic interactive testing of the student (both the trial and the con-
trol one) should be possible: interrogation of each step of the algorithm,
protocol; selection of the steps sequence; interactive fulfilment of the sepa-
rate steps, etc.

The second task:

the research of security methods in the network (correct server setting, coun-
teracting the attacks on the server);

students should be provided with the test area, where they can explore the
mechanism of server settings and check the setting during the various attacks
on the server.

For each task:

students should be provided with a detailed reference material on the studied
entity in the classic text format with illustrative material;

it should be possible to test the student; the testing methods, both the tradi-
tional (interrogation) and the additional one (the interrogation for each step
of the algorithm, protocol, the choice of the step sequence, the interactive
fulfilment of the separate steps, etc.);

the testing can be both the trial and the control one;

personalized control testing results should be available to teacher, students
cannot change the result of this test.
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To implement the possibility of demonstration and study of functioning of the studied
entity in multimedia and animation format it was decided to develop a number of
simulation models.

To implement interactive fulfilment by the student of the separate steps of the algo-
rithm, protocol the same simulation model set to test mode can be used. A separate
simulation model for testing purposes can be also developed.

Since the Moodle system is taken in the university as the base one for the distant edu-
cation, it is advisable to conduct the part of the functions of practical research
(providing the reference and the lecture material in the traditional format, the tradi-
tional testing on the subject) in the framework of Moodle system, which is tied in the
simulation models.

Implementation Variations of the Automated System of Practical
Research

The practice of automated systems development for the practical research (laboratory
works) implementation in the area of cyber security in the master’s theses in
Dnipropetrovsk National University of Railway Transport have long been develop-
ing. In the beginning, it was autonomous program complexes that were run on each
computer. The next step is the association of autonomous program complexes in the
local area network of the laboratory, decollation of the student’s and teacher’s com-
puters, the location of the database on the server.

Currently, the development of systems for distant performance of laboratory works
that are tied in the Moodle system (the system taken by the University as the base for
distant education) is the common practice in the University. The structure of such
hardware/firmware complex is shown in the Figure 1.

The system of distant laboratory work performance includes the following main
functional blocks:

e server’s computer,

e student’s computer,

e teacher’s computer;

e mail server.

The above mentioned components interact using the Internet protocol HTTP (Hyper-
text Transfer Protocol).
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Figure 2: General structure of the system for distant performance of laboratory works.

Simulation models make up the bulk of the program complex. They show (demon-
stration model) the sequence of the one or another protocol, algorithm or device step
by step. In the test mode, interactive models require that the separate steps should be
performed by students. Models check the correctness of these steps and the number of
errors. Models form reports on the laboratory work implementation that are sent to

the mail server.

Server Operating System organizes interaction of the programs connected to the
server, the resources with the hardware component and the user.
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HTTP-server processes the HTTP-requests that are received by the server computer,
and generates HTTP responses containing the requested resources or service mes-
sages.

Databases are set of related tables that contain information for the simulation models,
as well as the data about working students and teachers.

The PHP interpreter realizes the possibility of server to perform the code of PHP lan-
guage, which is contained in the files of the Moodle platform and in the simulation
models.

The Moodle platform includes the lecture material, the educational methodical mate-
rial, test questions, and service components that implement the platform functionality.

The difference between the student’s and the teacher’'s computers is only the access
rights to the system components that are located on the server.

The teacher’s computer cooperates with the mail server for viewing reports. The re-
ports are the emails that are generated and sent by the simulation models. The emails
report on the results of work of students with the simulation models.

Thus, the general algorithm for the study of some entity (in this case it is the encryp-
tion algorithm and breaking the ciphers, the security protocol of network operation,
the algorithms of formation and password breaking, etc., that is the first task) using
the proposed hardware/firmware complex will be as follows:

1. Student is registered in the system.

2. The student has the opportunity to study the theory (if it has not been studied
before) concerning the entity functioning.

3. The student activates the simulation model in the mode of "Demonstration™.
The model demonstrates the operation of studied protocol, algorithm step by
step. Each step is commented.

4. The student activates the simulation model in the mode “Pretesting.” In the
interactive mode, the student performs certain steps of the algorithm, proto-
col. In case of an error the model indicates the error and gives the corre-
sponding explanations of the error reason. The student can perform such
pretesting for several times.

The teacher gives task to the student.

The student activates the simulation model in the mode “Testing.” In the
interactive mode, the student performs the certain steps of the algorithm,
protocol. In case of an error the model indicates this error, but it does not
give the explanation. The student has the opportunity of the step retry. Each
error is fixed and calculated by the program.
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7. At the end of testing the program evaluates the result. The mark is displayed
and recorded in database.

8. The teacher has the opportunity to analyse the work of the student in the
mode “Testing.”

Some master’s theses include quite difficult simulation models in the form of exe-
files that are loaded to the student’s computer from the server.

To implement the second task of the study (study of the network security methods,
i.e. the correct server setting, counteracting the attacks on the server, etc.) students
should be provided with the testing area. However, to provide a real testing area, like
for example in the Lincoln Laboratory of Massachusetts Institute of Technology is
not always possible. Therefore, in a number of master's theses the educational sys-
tems that make it possible to simulate the actions of the network security manager are
developed. Such systems have the client and server sides. On the client side one can
simulate the actions of the violator. The server side of the system in the research pro-
cess should be set up in such a way as to counteract the violator's attacks. During re-
search the client and the server are activated on the same computer.

Examples of the Specific Developments Performed under the Supervi-
sion of the Authors

In the master's thesis of O. Govor *? it was developed a program complex to study the
operation principles of some cryptographic generators of pseudorandom sequences,
in particular, the BBS and the LFSR ones.*®

Figure 2 represents the basic form of this complex. The complex may be in the
learning or the testing mode. In the testing mode, all the objects of the basic form are
blocked except the mode button.

The panel “Step by step review of the key generation™ allows one selecting the en-
code mode with step by step review of all the actions from the key generation to the
enciphering process. In this case, there appears the schematic diagram of the selected
generator. The generator changes each time you press the "Next step” button. The
changed blocks are highlighted.

Figure 3 represents schematic diagrams of the generators that appear on the form. In
the testing mode, the student should fill the separate fields on his own. The windows
that should be filled at this stage are highlighted with turquoise. If the data are incor-
rect it is opened the window with the word "Error ", The incorrect fields are high-
lighted with red.
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Figure 2: The basic form of the complex to study the operation principles of crypto-
graphic generators of pseudorandom sequences.
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Figure 3: Representation of the generators BBS and LFSR on the form of the complex.

After completion of the enciphering process the number of errors and student’s mark

are shown. These data are recorded into database and can be viewed by the teacher.

In the master's thesis of V. Shushpan ** a program complex for studying the operation
principle of the AES cipher * was developed. The complex can operate in the fol-

lowing modes:
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e interactive training mode, i.e. step by step encoding of the entered message
using the selected key with the corresponding comments;

e interactive testing mode, i.e. displaying the blocks of the message encryption
process with the corresponding questions to each block and sending an email
to the teacher with the results of successful testing.

The work with the program in training mode is illustrated in the Figure 4.

When working with the program in testing mode a modal window is opened. It shows
the test questions with the corresponding encryption step in turn. The student should
choose the answer (Figure 5).

Baok BxoasbIx JaEEBIX
(nmiHa nocTogHHa 1 paeHa 128 ouT)

Bxopueie nauuere: Shifr AES
Input bits:

53 68 69 66

72204145

53 00 00 00

00 00 00 00

CHETVEOINIIL MAr HASAT EEINOO

Figure 4: The next step of the simulation model of the AES cipher operation.

Bompoc Ne 1
Qnepannsa RotWord seaserca gacTeio:
) AnropuTMa COBNTA BENISEO HA OOMH DaliT BX0OHOTO coobmeHna.
() AnTopHTMa cOEWTA EMpaBo Ha OBa DaiiTa BXxomHOro coobmeHMA.
) Tlpotienvpsl 3aMemMeHNa KIE04A.
@ TTpotienvpel pacIIMpeHa KIE0Ya.

RotWord()=15 42 0d 49
CHeNVEOMME BONPOC OPEIBITVIMHET BOMPOC 3aKOHYHTE TECTHPOR AHHe

1234567891011121314151617181920

Figure 5: Example of the modal window in the testing mode.
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After answering all the test questions the results are sent to the teacher.

The master's thesis of R. Teterin ® contains the research and development of evalua-
tion tools of re-usable passwords resistance to major attacks. Guessing attacks (a
method of trial and error or brute force technique) and the dictionary attack (if the
password is meaningful) can be considered the main kinds of attacks on re-usable
passwords. To study the resistance and generation of re-usable passwords a special
training program complex "Password Work" (see Figure 6) was developed. Its main
functions are to create (generate) a re-usable password and the password test (for ran-
domness, resistance to dictionary and guessing attacks).

Using the password generation mode of training program complex a student can
freely choose the length and the alphabet and can create a pseudo-random password
according to the BBS algorithm or Delphi Random.

The mode of passwords test for randomness (Figure 7) allows one performing ex-
periments on assessing the randomness of the received password using the statistical
NIST tests."’
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Figure 6: The main window of the training complex.



lgor Zhukovyts ’kyy and Denis Ostapec 91

54 Password work - Mposepia napon a cryvainocrs. Ul I . = | B |

MpoBepka naponsa Ha cAyyanHOCTb

C nomowbn craruieckux Tectos HUCT

AMHa CUMBOAOE
Bridpare/CHATE BCe Maponk
MNokasate Naponk

YacTaTHe TecT »13 -
Komupoears & Bygep

YaCTaTHEIN B NOCERoBaTEAEHOCTSX >3

Tect "abipok” »13
Tect "finokos™ B NOCAEAOBATENBHOCT A% >13
MNpoEEpK.a PAHMOE MATPML »13
CrexTpaneHsii Tect »43
MpoEepka Henepecek aowMecA wadnoHos <13
MpoBepka Nepecer SOWLMACA WatNoHOE
Npoeepra ceprii >=h
TpOBEPKa SNMPOKCHMHMDOBSHHOH 3HTROMMK =3

MocukennEHan nposepka

MNposepra

Hazan

Figure 7: The window of the test for password randomness.

The mode of password test for resistance to guessing attack using the method of trial
and error (see Figure 8) makes it possible to calculate the resistance indicators of the
received password. These indicators are the average space and the average time of the
attack.’®. To calculate the latter one can use the value of the guessing rate, which can
be determined by the training program or specified on one’s own.

Using the test mode of the password resistance to the dictionary attacks one can
check if the one’s own meaningful password (the one that is relatively easy to re-
member) is included (or not included) into the dictionaries or “transported” diction-
aries. It is recommended to follow the rules* when creating the re-usable meaningful
password.

The master’s thesis of E. Lapin ®® includes development of the program client-server
complex of the generation and research of onetime passwords for educational pur-
poses.

The complex consists of two sides. The client side (further client) is in the possession
of user and represents the onetime password generator. Each user has the copy of the
program and a set of configuration files, which contains unique settings. The server
side (further server) is a user interface that allows one to simulate identification and
authentication of the users. Server interface makes it possible for the user to enter his



92 Tools for Practical Research on Cybersecurity in MSc Theses

|| Password work - [MpoBepka napona Ha CTOAKOCTh .

lNMpoBepka napons Ha CTOMKOCTb

Napane
vigh

KonHpogaTe & Sydep

CpenHee NnpocTpaHcTeo atakd - 18 1T

Oauna napons © 4 cum. OpHEHTHPOBOYHHIA TEMN YragusaHui
MowHocTs anpasuta: 456976 ana atoro MK (naponeiifcekysay)
500000
MpUENH3UTENBHDE BPEMA NOAHOIO Nepesopa :

0524288 cek.

BrauucauTe Bpema nepefopa

Figure 8: The window of characteristics calculation of guessing attack.

identifier (login) and one-time password. Further, on the basis of the password test
the access to the information system is allowed or denied.

As it is shown in Figures 9 and 10, on the basis of the PIN-code and the base secret 1
(BS1) is constructed a key — the base secret 2 (BS2). The data block (the internal
clock values) is encrypted using this secret. As a result, we get the onetime pass-
word.*®

[ORONOX6) Internal Synchronous
Clock
® ® ® @ |PIN-code "

® 06
© 0006 6 Base Secret 2
Construction
Base . 64 _
Secret 1 > Encryption - H H HouH
63 48|47 0| 64 15 0

48

Figure 9: The scheme of organization of the client side of the complex.
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The server side includes the database of users, as it is shown in Figures 10 and 11.
The database includes the identifier (login) and formed base secret 2 of each user, as
well as the initial setting of the internal clock for each user.™ The user chooses login
and the PIN-code and the manager enters them into the database.

After setting up the complex students can study the operation principles of systems
for onetime passwords generation, investigate the influence of the time window value
on the opportunity to authenticate the legitimate users and experimentally determine
the rational value of the time window.

leHepaTop OAHOPa30BLIX NAPOASA @

Fragnre PIN-xog
[

Fonysurs 7apors

|

socanre norns |
socanre mapors |

foyanrs OCTHT

bazoeuil cexper 2 l—
(xst01) |

HauaneHas l—

—
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(wMppyemeiii 610K) _

I

Bpema oTBeTa - HC

BpemeHHoe okHo | C

Figure 10: The windows of the client side and server side of the complex.

The master's thesis of D. Navozenko?' includes the development of the program
complex to study the authentication system based on the onetime passwords S/Key.?
The system implements the concept of Leslie Lamport. > Using the complex students
have the opportunity to study the operation of the S/Key system, the organization of
the server database and the client configuration.

The complex is composed of two programs: the client one (onetime password calcu-
lator) and the server one (simulator of the user authentication for onetime password).

Before starting the client side of the complex (Figure 12), a student should fulfil its
setting by manual editing the configuration file.
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Figure 11: The scheme of organization of the server side of the complex.

After starting the program of the server side of the complex (Figure 12), a student can
randomly select "mix in" or generate it. Then, figure out the response, which is the
last onetime password using the client side based on the selected “mix in.” The sys-
tem administrator should save it on the server. The student can configure the server
side of the training program complex, simulating the actions of the system manager.
For this purpose, a file of user database is generated. Each line of this file corre-
sponds to the certain user and contains certain fields.

Kauent 5/Key

Login |

Homep OTP |
[IpmMecs |
Otset ceprepy [

Kmuent

HHQOpMAINA 0 KTHEHTe H3 HACTPOETHOTO datita

MonyyHTE oTEET

Cepsep S/Key =]
Cepsep
Lagin |[admin Curars ganHse

Honep OTP

Mpumech CreHepuposaTh ApLMect
Terywpmw OTP |

PeayneTat ofpatoTkm

OtgeT xTHERTa

Comepxmmoe Gazk TaHERX

=

[

Figure 12: The windows of the client side and server side of the complex.
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In addition, using the server side student can assure himself of the correctness of offi-
cial information about the initial parameters for generating the client password and
review the details of hashing process of the password using the algorithm MD5. The
main objective of the complex operation is performing experiments on the user au-
thentication using several onetime passwords.

Conclusions

For the practical study and research in the area of cyber security it is advisable to use
the automated program complexes, which are based on interactive simulation models.
The given models can operate in both the demo and the training mode. To train the
skills of correct server configuration it is advisable to create the client-server simula-
tion models. Such models can be built into the known systems of distant learning.

For the practical study and research in the area of cyber security it is advisable to use
the automated program complexes, which are based on interactive simulation models.
The given models can operate in both the demo and the training mode. To train the
skills of correct server configuration it is advisable to create the client-server simula-
tion models. Such models can be built into the known systems of distant learning.

The program complexes of the automated systems for practical research in the area of
cyber security that were developed within the framework of master's theses are widely
used in the Dnipropetrovsk National University of Railway Transport named after
Academician V. Lazaryan. They are used for postgraduate education, distance educa-
tion, as well as for self-study of full-time students of the specialty “Security of Infor-
mation and Communication Systems.”

Many of such systems are used during laboratory works on the courses of cyber secu-
rity in the university laboratories.
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