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Abstract: The paper presents the results of designing and implementing an 

educational programme in risk analysis of security and resilience of critical 

infrastructures. The main goal of the programme is to create a knowledge base for 

multidisciplinary research on critical infrastructure risk management and develop a 

security curriculum for suitable and recognized industry and academic experts. It is 

expected that this programme will allow training of highly-qualified specialists and 

arm them with up-to-date tools and techniques enabling security risk assessment, 

risk management, and response to new challenges of cyber society. 
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1 Introduction 

A problem of cyber security of critical infrastructures is not a novel but recent years it 

increases dramatically. Now, the world has entered a new era of crisis when political 

ambitions prevail over economic benefits and common sense. As a response to this 

challenges the cyberspace has not generated the new threats, instead it has raised the 

new threat properties. Previously, we thought that the security protection is effective 

if it results in a situation where the benefit of the cyber criminal from the attack was 

less than the cost of the attack. With the increasing politicized context, that era is 

over. People hack into computer systems at any price, not even wanting to extract 

something real from them. They are quite satisfied with the result if the service is 

unavailable. Thus, threats stay the same but their weights have changed. At the same 

time, cyber crimes are getting more sophisticated more organized and more frequent. 

All this leads to the fact that the critical infrastructure remains vulnerable to such 

malicious activity and organizations at all levels face with the severe shortage of well-
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trained personnel who are able to strike asides and organize an effective defence. In 

the concerned circumstances, TEMPUS SEREIN
 1
 is a unique for Ukrainian society, 

ambitious and innovative project oriented on education and training highly qualified 

specialists in cyber security assessment and management. SEREIN project covers a 

wide range of issues in training a new generation of engineering and research staff 

capable of performing constructive development in cyber security assessment and 

ensuring. In this paper, we report on the design and execution only a small part of this 

project dedicated to educational and training program in risk analysis of security and 

resilience which we called CSCI (Cyber Security of Critical Infrastructures). 

2. Program Objectives and Motivation 

The main aim of CSCI program is to create a knowledge base for multidisciplinary 

research on critical infrastructure risk management and develop a security curriculum 

of suitable and recognized industry and academic experts as well. In view of the 

economic characteristics of our region, as a main object for the study we have chosen 

industrial enterprise. There are at least three reasons for it. First, approach to the 

protection of industrial systems is much like those used 15 years ago to ensure the 

security of IT systems and, therefore, requires significant changes in view of the new 

calls. Secondly, industrial IT architectures differ from traditional IT systems due to 

wide usage SCADA and/or industrial control systems (ICS). Until recently they were 

relatively safe from cyber intrusions and operated as they were designed. However, 

ICS became more and more integrated to enterprise infrastructure and, as a result, to 

the Internet that leads to great cyber threats. And third, specificity of ICS (priority of 

access) does not allow the use of information security solutions with great intellectual 

component. For security ICS, cryptographic solutions were rarely used because they 

tend to generation redundant computation and can slow down or even stop the 

sending and receiving a control signal. If the suspension of the process is a normal 

measure for standard IT systems (in the case of suspected malicious activity, for 

example), in industrial applications it can cause a man-made disaster. 

Given how many industrial enterprises have difficulty finding qualified workers, it 

became clear that the traditional training courses in information security do not meet 

the modern need for cyber security staff and still there is a wide space for innovative 

programs in this area. Therefore, we created our program to combine research, 

training, and outreach efforts in risk analysis of security and resilience. It has been 

customized to the developing needs of industry and extended to address cyber threats 

specific for ICS. 
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3  Program overview and educational outcomes 

Before moving to the program structure, it is necessary to point out that we taught a 

CSCI course for the first time and it was a pilot project limited to one semester. It 

raised a large quantity of pedagogical and management issues that we discuss below. 

Initially, to developing our CSCI program we turned to the well-proven postgraduate 

programs of our TEMPUS SEREIN partners from City University London: 

Management of Information Security and Risk,
2
 and Cyber Security.

3
 Both of them 

include the average eight taught modules, six core and two elective modules with a 

full-time individual project completed over the summer. With an eye toward our 

goals and to fit into time constraints we decided to dwell on the four modules: 

1. Foundation of critical infrastructure security and resilience; 

2. Security risk analysis techniques and standards; 

3. Enterprise cyber security and risk management; 

4. Industrial control system security and resilience. 

The CSCI course itself is a combination of lectures, seminars and laboratory 

exercises directed to gaining experience in both industrial security concepts and 

advanced use of particular tools. Training support package includes a course outline, 

ad hoc teaching materials, borrowed open-source software and native software. To 

CSCI course implementation, we have developed lecture materials in a shape of 

slides, a set of training material in the form of student manual for laboratory class, 

and a program for the seminars. We also drew up a list of recommended reading and 

provided the students with e-copies of four books in the targeted area: Cybersecurity 

for Industrial Control Systems: SCADA, DCS, PLC, HMI, and SIS,
4
 The security risk 

assessment handbook,
5
 Information security risk analysis,

6
 and The IAONA 

Handbook for Network Security.
7
 The major topics covered in the seminars are 

shown in Table 1. 

The benefits of a laboratory experiments for a computer security courses have been 

noted in many papers.
8, 9, 10

 Within the scope of the lab course, we focused primarily 

on work with virtual machines. It allows students to simulate and study characteristics 

in the heterogeneous environment similar to industrial systems, to obtain the different 

issues that can arise with various OS, and to gain experience with some of the tools 

across multiple platforms. The labs we proposed for CSCI were on the following 

topics, with particular tools written in parentheses (Figure1). 
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Table 1: Seminar topics. 

No. Topic Details 

1 Cyber crimes & 

Ethics 

Cyber crimes (CC) in industry; CC in governance; CC 

against property, against person; financial CC, Intellectual 

property crimes, Cyber criminals (kinds, organized 

hacktivists, disgruntled employees, professional hackers), 

corporate espionage. Ethics in information security police. 

2 IT security risk 

analysis methods 

Quantitative vs. qualitative risk analysis. Qualitative risk 

analysis basics. Improving quantitative risk analysis with 

security ontologies. Quality risk analysis and QRM tools. 

Case studies.  

3 Security risk 

management 

methodologies 

OCTAVE, CORAS, CRAMM, FRAP, COBRA, ISRAM, 

CORA, IS Risk Analysis Based on a Business Model, 

RiskWatch, Australian Risk Management Standard AS/NZS 

4360:2004, Dutch A&K Analysis, Ebios, ISO/IEC IS 

13335-2, ISO/IEC IS 17799, IT-Ground-schutz, Mehari. 

Integrating HAZOP and SIL/LOPA Analysis 

4 ICS security 

 

Security risk metrics in industry. ICS Characteristics, 

Threats and Vulnerabilities. Major ICS Security Objectives. 

Comparing ICS and IT Systems. Cyber Attack Modeling 

and Security risk management methodologies for ICS. 

5 A cyber security 

risk assessment 

for the design of 

ICS  

Assessments during the system design phase. System 

Identification and Cyber Security Modeling during design. 

Asset and Impact Analysis. Threat Analysis. Vulnerability 

Analysis. Security Control Design. Penetration testing.  

 

1. Analysis of security auditing tools (nmap, Nessus, Nexpose, etc.); 

2. Network security analysis using attack graphs approach (MulVAL
 11

 and as 

alternative freeware tool to study attack graph approach TVA, Attack Graph 

Toolkit, NetSPA, etc. can be used); 

3. Cyber threats risks modeling with Bayesian networks (AgenaRisk
 12

 and as 

alternative tool to study risks modeling techniques with Bayesian networks 

variety tools such GeNIe && SMILE, SamIam, etc. are also available); 
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4. Assessing risks and opportunities in enterprise architecture (EAAT Object 

Modeler
 13

 & CySeMoL class model.
14

 Systems Aris, ETIS, QualiWare, 

System Architect, etc. can be used alternatively). 

5. Risk-based and functional security testing the program source code (native 

software AutoTestDFB). 

 

1. Foundation of critical 

infrastructure security and resilience

2. Security risk analysis techniques 

and  standards 

3. Enterprise cyber security and risk 

management 

Security auditing tools 
(nmap, Nessus, CVSS, etc.)

Cyber threats risk modeling with 

Bayesian networks 

Network security analysis using 

attack graph

5. A cyber security risk assessment for 

the design of  ICS  

Risk Based and Functional 

Security Testing

Assessing risks and opportunities 

in enterprise architecture

4. Industrial Control System 

security 

 

Figure 1: Consistency of theoretical (left) and practical (right) parts of CSCI program.  

The structure of the CSCI program contains three complementary educational 

aspects. First, the core educational component combines an intensive training with the 

small groups on labs. Second, CSCI provides the students with the opportunity to 

enhance their skills by wide involvement industrial practice and case study. Case 

study enables students to develop realistic solutions to the industrial security 

problems and to understand crucial nature of complex analysis both specifically and 

generally. Finally, we try to encourage the students to use their knowledge and 

ambitions to draw information security concepts into their research activity. By the 

end of semester, the successful student should be able to: 

 employ the functional representation of industrial system interconnections 

for structural and resilience analysis in the framework of resilience and risk 

assessment; 

 select appropriate risk analysis method for different tasks of cyber security; 
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 prepare test scenarios designed to validate the performance of security 

systems and protective force in detecting, interdicting and countering 

threats; 

 utilize different software tools to compile and analyse data to identify trends 

regarding security assurance activities and create reports to support customer 

requirements and/or compliance related requirements; 

 perform risk analyses and process analyses related to security data 

manipulation and management; 

 analyse ICS risks and opportunities to ensure their security and resilience. 

As acquired professional competencies we expect an) effective analytical and 

problem-solving skills to contribute to creative solutions to complex cyber security 

problems, b) gaining experience in working under limited direction within scope of 

the assignment and using independent judgment in choosing methods, techniques, 

software, and evaluation criteria and c) ability to interact effectively with peers and 

customers. 

4 Results 

Developing and running the pilot version of CSCI has required the significant efforts 

from our instructional staff. Nevertheless, we got added evidence that this program is 

worth that effort, especially since we received many suggestions from our industrial 

partners. Thus, at the request of our colleagues from research and production 

enterprise in the middle of the semester we have introduced the additional fifth 

module devoted to studies of cyber security risk assessment during designing and 

producing ICS (see Figure 1). 

It is worth also noting that this is a first course at our faculty that was taught in 

English. There is no doubt that it was an additional difficulty for all of us, but both 

personnel and students have opened the new advantages and opportunities in it. By 

the end of the semester, we became a real occupational community with the common 

interest, singular language, and some new ideas and projects. 

Regarding problems with the pilot version CSCI we would like to accent on two 

aspects. First is obsolete equipment in our computer classes. There was a big problem 

to install virtual machines on slow computers and as a result students  found a nearly 

diplomatic decision, they brought their own computer components and laptops to 

perform labs. Second, are known issues with freeware soft. For example, in the open 

source package MulVal v1.1, we could not run a function for automatically 

generating attack graphs directly from Nessus' reports probably due to a malfunction 

of the adder. It took the time to fix this bug and configure software for proper 
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operation. Overcoming these small complexities, have led us to the conclusion that 

cyber security area is a breeding ground to young brilliant minds. It means that 

students from less advanced and wealthy countries can enter to cyber security world 

as a citizen of the world, at a much higher level than in the traditional physical 

offense and defence world. 

As researchers and educators, we have derived two major benefits from designing and 

running the pilot version of CSCI. We have been able to create and adjust a 

curriculum structure and the accompanying content that achieved the educational 

goals of the program and meet expectations of our partners. The combination of 

training, internship, and mentoring components has offered students a holistic 

educational experience. We have set security education in motion by providing a 

premise for current research on critical infrastructures security and resilience by 

combining system approach and holistic risk management in the context of the 

discipline. As essential part, we gave our students the ethical foundation for the 

application of the knowledge they gained so that they were able to maintain proper 

conduct during the exercise and in their future work as computer professionals. 

5 Future work 

We have extensive plans concerning the further expansion of CSCI course. In future 

offerings of the course, we will add other laboratories on topics such as modelling 

critical infrastructures resilience within the cyber security framework, analysing cyber 

threats specific for ICS, and red team – blue team training for ICS cyber 

security
 9, 10, 15, 16

 to give our students further experience with the major issues, 

strategies and tools involved in computer security. 

For our industrial partners we are going to design and implement two summer 

training programs: a) a special laboratory training in “cyberwars” to give students 

practical skills in the protecting enterprise system networks, identifying 

vulnerabilities, learning how vulnerabilities can be exploited, and learning defensive 

and mitigation strategies for ICS and b) training in cyber risks and threats intelligence 

to give them key to understanding which data must be secured, and how, what to look 

for, what current threats are, and how to best respond. With present-day needs these 

short courses will be prepared and taught in the native language. 

Continuing to engage with industry partners and our TEMPUS SEREIN partners 

from Ukrainian and EU academic institutions, we hope to foster improvements in 

cyber security education and provide undergraduates with valuable experience 

developing and maintaining secure information infrastructure. 
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