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Abstract: At the present stage of the development of information technologies, social
networking services have become a leading means of mass communication with a sig-
nificant impact on all spheres of public activity. Thanks to its popularity and commu-
nication benefits, social networking services are used by leading nations to achieve
their own geopolitical goals. Through information operations in social networking ser-
vices, one can spread manifestations of hostility on national, religious, or ethnic
grounds, and thus increase the level of social tension, dissatisfaction with the existing
system of governance, etc. That may have further consequences in real social and po-
litical life, with the subsequent transition to chaotic social dynamic. Therefore, the
provision of state information security in social networking services in the conditions
of globalization of the information space and hybridization of military conflicts re-
mains one of the most pressing problems not only for Ukraine, but globally.

This article analyses the peculiarities of the use of social networking services dur-
ing the hybrid war with the Russian Federation. It was established that the counterpart
party carried out information operations using social bots, informational and infor-
mation-psychological influence on the actors of virtual communities. In addition to
these actions, operations involved actors with the task to enhance the impact of negato-
ry material and destructive propaganda. The authors then elaborate methodological
principles of providing information security of the state in social networking services
by implementing procedures for detection, assessment and countering threats in the in-
formation space. Effectiveness of the proposed methodological principles is achieved
by developing timely measures to identify and assess threats, using the natural peculi-
arities of the interaction of actors in social networking services for the synthesis of
controlling influence and artificially managed transition to a definite stable state of in-
formation security of the state.

Keywords: social networking service, hybrid war, information operations, information
security of the state, cyber threats.

Published by ProCon Ltd., www.procon.bg, under Creative Commons 4.0 Attribution-
NonCommercial-ShareAlike International license (CC BY-NC-SA 4.0).




62 State s Information Security in Social Networking Services in Hybrid War

Introduction

At present, as a result of deepening the processes of informatization of all spheres of
social activity, the system of strategic communication develops in an evolutionary
manner. Users of advanced information technologies pose a variety of new require-
ments to mass media — ensuring timeliness, interactivity, coordination of the interac-
tion, availability of tools for creating and sharing multimedia content, etc.*? These
requirements are most fully satisfied with social networking services (SNS); where
users have the opportunity to turn into actors. In today’s market of information tech-
nology, the SNS is distinguished by the peculiarities of its functioning and purpose,
and one can distinguish social networks, blogs, media repositories, geoservices,
etc.3* In view of the constantly growing popularity among the citizens of the devel-
oped world countries, and of Ukraine in particular, the SNS became an integral part
of the national information space and are being applied, inter alia, as platforms for
sharing active civic positions and organising respective activities. Hence, the SNS is
not only an effective tool for social communication; it is also used by society to in-
fluence state-building and political processes.

Thanks to the communication benefits of the SNS, they have become an effective
tool for achieving the geopolitical goals of world’s leading powers. When used for
conducting information operations, manipulating the public opinion, spreading prop-
aganda, etc., SNSs turn into a source of threats to national information security
(N1S).5 The consequences of such actions can encompass the virtual communities of
actors and can be used to spread or boost social tension, interethnic or inter-religious
hatred, dissatisfaction with the system of state governance, the spread of protest sen-
timents, etc. Even when there is no state control over such phenomena, one still
needs to consider their effects on the social and political life. During the so-called
‘Arab Spring,” for the first time SNSs have been used to organise long-lasting civil
protests, change or overthrow governments in North Africa and the Middle East.
SNSs were also actively used by revolutionary movements in the former Soviet
countries to organize what later became known as ‘color revolutions’ to overthrow
governments and change the respective political regimes.®

The events of the armed aggression of the Russian Federation in the east of Ukraine
and the annexation of the Crimea outlined the next stage in the use of SNSs for a new
form of confrontation — the hybrid war. It was established that the SNS played a lead-
ing role in informational support and organization of the annexation of the Crimea,
incitement of social hatred and escalation of violence in the East of Ukraine.” There-
fore, the provision of information security of the state (ISS) in the SNS in the condi-
tions of the globalization of the information space and the hybridization of military
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conflicts remains one of the urgent problems in need fo solutions not only in Ukraine
but also in the world.

The analysis of known approaches to the solution of the problem of providing the
ISS in the SNS 8- 14 demonstrated that in the leading countries of the world there is a
gradual improvement of the approaches to the creation of systems for the provision
of the ISS. The primary task is to regulate the general principles of providing the 1SS
with a view to their further use in the guidance documents and the development of
international agreements in the field of information security. Despite the difference in
existing approaches to the formation of state policy in the information sphere and the
directions of its implementation, the common awareness remains the need to protect
the global information space on the background of continuous growth ISS threats,
their hybridization and complex character.

With the hybrid war with the Russian Federation in the background, in 2017 the Doc-
trine of Ukraine’s Information Security was approved with the aim to counter target-
ed threats to national security in the information sphere. The Doctrine clarifies the
principles of the formation and implementation of state information policy, primarily
on counteracting the devastating informational influence of the Russian Federation in
the conditions of its hybrid war.'? Also, the Doctrine formulated the need to identify
innovative approaches to the formation of a system of protection and development of
information space in a globalized and free circulation of information. Therefore, the
implementation of the Doctrine requires the development of methodological princi-
ples for ensuring the security of the national information space, in particular in the
SNSs.

Critical analysis of published research works 6101314 showed that the provision of 1SS
in the information space of virtual communities relies on the system of providing the
ISS in the SNS. It is a component of the system of ensuring national security of the
state on the one hand and consists of departmental subsystems for solving individual
tasks on the other. Given the insufficient availability of scientific tools, 1SS support
system in SNS counter threats in the information space service comes with a signifi-
cant delay. Therefore, there is an objective contradiction between the problems of
practices associated with the need to improve the ISS using SNS nationals in con-
ditions of war and hybrid issues of science, which leads to a lack of methodological
principles ensuring ISS in the SNS with the requirements of the regulations. Conse-
quently, the development of methodological foundations for the detection, evaluation
and counteraction of threats to the ISS in the SNS is an actual scientific and applied
problem in the path of creating a system of protection and ensuring the sustainable
development of the state's information space.
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Features of Information Operations against ISS in the SNS

Given the peculiarities of the use of information technologies to influence the indi-
vidual and mass consciousness of actors in the SNS in conditions of conducting hy-
brid warfare it was established that such threats of ISS are complexly formalized en-
tities and are manifested in various forms.®> =" One of the most common forms of
achieving unilateral advantages in the information space of the SNS is the conduct of
information operations.®7>%6 The peculiarities of their implementation in the virtual
community of the SNS at the initial stages of the hybrid war in Ukraine in the form
of patterns are given in Fig. 1.
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Figure 1: Patterns of information operations in the SNS.

Thus, the SNS were an effective tool for destructive influence on the individual and
mass consciousness of the citizens and the processes of making managerial in the
state. Activities in SNSs augmented the military actions and, although they were of
background character and artificially created, their wide spread was used to form the
protest potential of the local population.

Summarizing the experience of information operations in SNS, Zhdanova and Orlova
found that a key feature is the systematic use of information resources or special
software such as social bots to achieve this goal.*® The use of the mechanism of tar-
geting for information impact on the target audience actors in virtual communities
provides for selectivity and effectiveness. By means of social bots, warring parties
resolve such issues as blocking profiles of known bloggers and opinion leaders in
SNS, content distribution and its destructive content socialization, creating a given
background information, etc. Social bots are used in SNS to shape public opinion on
topical issues, organization of active discussion in virtual communities on minor
events, creating a negative image of certain global developments, and so on.

Earlier research demonstrated that the content distributed by the subjects of the ISS
in the SNS aims at destructive information influence on the actors.5!8 The essence of
such influence is the purposeful intervention in the functioning of the virtual com-
munity actor and by publishing content with signs of destructiveness. Such content of
the directed content includes deviation from the generally accepted concept of using
lexemes in a particular subject area of publication. The considered information influ-
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ences on actors in the SNS*° have a hidden character and manifest as a threat to the
functioning of an object or in the form of a deviation from the safe profile of the be-
havior of this object.

During the interaction of actors in the SNS, there are a number of psychological phe-
nomena, the use of which by the opposing side for information operations creates
prerequisites for manipulating public opinion, the influence on the freedom of choice
of actors, their emotional and mental state. Information-psychological impact is pur-
posefully carried out on the virtual community of actors in order to motivate them for
a given behavior in real life and bring changes in their moral and psychological
state.?%?! Various technologies, such as the spiral of silence, herd instinct, opinion
leaders, anonymous authority, distraction, and others, are used to implement infor-
mation and psychological influence in the SNS. Considered threats in the content of
the SNS are manifested by emotional exaggeration, the presence of rhetorical ques-
tions, evaluative judgments, hidden content, etc. The determining requirement for the
success of the implementation of information and psychological influence is its latent
nature, when the object of influence is not suspected of manipulating and believes
that events develop naturally and inevitably.

Considering the peculiarities of the processes of social communication of actors in
the SNS, they are the leading source of content for virtual communities and at the
same time are its users. Therefore, the opposing party uses the actor’s profiles in the
SNSs, who carry out provocative publications and comments to them, in order to dis-
seminate materials of a destructive propaganda nature. Thus, in 2013 a set of special-
ized offices for organizing SNS activities was disclosed. Located in the Olgino
neighbourhood of St. Petersburg, Russia, it was conducting an information war
against Ukraine. Later, that group of actors was named “Olginsky trolls.”*6

Research results published by Pennacchiotti and Popescu have shown that the use of
aggregated actor profiles in the SNS is a source of additional information about him,
or her, as a possible participant in information operations.?? Establishing the specifics
of their activity in the SNS and the connections with other actors allows to identify
the subjects of influence on the ISS in the SIS in a timely manner.

It is known that the actors and their virtual communities in SNS form a complex non-
linear dynamic system that is characterized as highly sensitive to any changes in the
parameters of the information space,?® - %6 in particular as a result of information
operations against the ISS. In this case, the processes of communication among ac-
tors in the SNS can move into chaotic dynamics, the results of which may be the
chaotization of society in real life, with subsequent control of the subjects of infor-
mation operations.?® Irreversible changes in the processes of interaction between ac-
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tors in the SNS lead to disasters, the consequences of which for the ISS, its sover-
eignty and integrity are unpredictable.

Figure 2 visualises a generalization of the peculiarities of conducting information op-
erations in the SNS in conditions of Russian hybrid warfare.

Individual information operations may vary not only in terms of content, but also in
the underlying technologies used, which further complicates the procedures for their
detection in the information space of the SNS.

Methodological Foundation of Detection, Evaluation and Countering the
threats to the ISS in the SNS

We formulate the basic assumption about the source of threats to the ISS in the SNS.
Let the informational influence on virtual community actors in the SNS be carried
out using text content. Then the provision of the ISS in the SNS is carried out in the
following three phases:

e monitoring information space in virtual communities;

e detecting and evaluating ISS threats;

e deciding on measures to counter identified threats to the ISS in the SNS.
Building on the results of previous studies,”*?7-% the methodological foundations
and principles and the provision of ISS in the ISS are examined in thr three conse-

quent sub-sections, taking into account also the requirements of normative docu-
ments.?

Fig. 2: Ways to achieve one-sided advantages in the information
space of the SNS.
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1 Implementation monitoring in information space of the SNS

In the first stage, the ISS expert analyses significant for society subject to the national
information space for further search of publications in the SNS. To do this, research
on text content is conducted, which is the largest share of the information space of
the virtual communities of the SNS. In this case, the expert performs the formaliza-
tion of the set of possible threats to the ISS in the SNS as a tuple in accordance with
the model 7

D=(R,S,C,T,Sph,M,F,Sr,Pos,1},

where R - relation between threat and actors of the SNS; S — type of subject of
threats; C — nature of the threat to the SNS; T — purpose of realizing the threat;
Sph — sphere of public activity, which is affected by the threat; M — way of the
threat; F — frequency of repetition; Sr — hidden manifestation; Pos — possibility
of implementing a threat to the SNS; | — level of influence on actors in the SNS.

Monitoring of text content in the SNS is carried out according to the semantic core
W =(w), i =1n. For the information retrieval, the method of latent-semantic in-
dexing (LSI) is used to index content based on its text and hidden semantic depend-
encies, the essence of which is provided by one of theauthors in an earlier publica-
tion.X® First, the preliminary processing of text content is performed: removal of stop
words, stimming and lemmatization. Next, the words that are used only once are
excluded and the construction of the frequency matrix M is realized. After that, a
singular frequency matrix M is calculated to find the relevant semantic core of the
text content in the SNS TC"and the actors who distributed A’

M=UxSxV",

where U and V' — orthogonal dimension matrices ixk and kx j in accordance;
S — a diagonal dimension matrix kxk, and k— the number of singular values of
the matrix (the hidden content subjects), and its elements are sorted in descending
order.

Collections of text content are determined by the largest singular numbers and their
value corresponds to the degree of manifestation keywords publication in posts in the
SIS. The collected data is stored in the data warehouse and is available for further re-
search at the second stage (described below), in conjunction with the data on the ac-
tors that distributed it.
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7 Detection and evaluation of threats of the 1SS in the SNS

At this stage, an analysis of the pre-selected text content and the actors’ data is per-
formed. To do this, text content is analysed to establish the presence of the signs of
information operations, the effect of information on the actors of virtual communi-
ties, cases of manipulation of public opinion, and to explore selected—based on the
available data—actors’ profiles.

2.1. Detection of signs of information operations in the SNS is based on the technolo-
gy proposed by one of the authors,?’ used to find duplicate content TC™. In this case,
the search for duplicate publications of actors and comments on them is based on the
method of shingle. After that, the readability 1,, of text messages is calculated,
which characterizes the complexity of understanding the text content. The expression
for determining the readability index differs for different languages. Conducting a
“request-response” dialogue with an actor who distributes such content allows you to
determine whether the actor is a social bot or not. Then a decision is made on the
presence of signs of information operations based on the rules developed. As a result,
a generalized indicator of the threat of conducting an information operation in the in-
formation space of the SNS is defined as 1, € {0;1} .

2.2. Detection of information influence on actors in the SNS is carried out in accord-
ance with the method presented in a recent publication by Molodetska-Hrynchuk.®
The basic idea is to semantically analyze the text content of SNS using the ontolo-
gies. The first step is to construct a semantic description of such content. After that,
we search for signs of threats to the ISS in the SNS by using the signature method 8

(p):p ePAreR(p,),

where rt(pt) — some relation between the concepts of the analyzed text content in
SNS; p, € P, — explored concepts used by the virtual community; r, e R, (p,) — set
of relationships that indicate a danger to a certain concept p, .

The next step is to find the threats of the ISS in the SNS on the basis of the anomaly
method by establishing inconsistencies of the facts in the text content of the SNS,
when a certain concept can not be used in relation to 8

ar(p):pePAreR Ap P, ().

Also found in the text content are contradictions between the relations, the essence of
which is the use of the relationship between concepts, which is not defined ontolo-

gy: ¢
vp,eP—3r, eR, i, =r,.
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If the text content being studied is highly relevant to the search query from the first
stage, it is further studied by an ISS expert to identify new security threats and the
formation of semantic patterns of the ontological knowledge base.

The resulting assessment of the threat of the ISS in the SNS in the context of the im-
plementation of information influence on the actors acquires the respective values
I, e {0;1} .

2.3. The establishment of information and psychological influence on actors in the
SNS is based on methods of content analysis, thematic modeling and methods of ma-
chine learning. Several studies have shown that methods of manipulating the public
opinion of actors in the SNS, which took place in the information space of virtual
communities, are characterized by common features.?* Establishing such features in
text content of the SNS provides procedures for identifying information and psycho-
logical effects on actors. Molodetska-Hrynchuk proposed to include among such
signs the doubtfulness of the facts Q,; emotional content Q,; tone Q,; sensational-
ism Q,; presence of a hidden topic Q, .?® At the same time, Q,, Q, and Q, are de-
termined using the signs of the lower level of the hierarchy.

Then we calculate information entropy, which characterizes the level of uncertainty
about the presence of hidden informational and psychological impact on actors

g9

k
H=->>Q'log,Q",

v=l I=1

where H - the value of information entropy (uncertainty); Q" — the numerical val-
ue of the sign of manipulation of public opinion; I =1,g — indices of partial signs of
second level manipulations; v =1,k — indices of partial signs of first-level manipula-
tions.

For the convenience of interpreting the calculated values, we introduce the normal-
ized value of entropy

where H__ — the maximum value of entropy.

Thus, evaluation of information-psychological influence on actors in the SNS is cal-
culated as 1, =1—H, and it acquires values in the range I, € [0;1].

2.4. The detection of actors involved in information operations in the SNS is based
on the methodology for assessing the profiles of information security actors.?? To-
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wards this purpose, data from personal pages of actors in the SNS is used, and the
aggregation of such data provides for the construction of the actor’s information se-
curity profile as a threat to the ISS. Given the differences in the amount of actor data
in the accounts of different SNS, to build an information security profile, the follow-
ing main characteristics are studied: attributes of the actor profile in the ISS S, ; per-
formance indicators for content publishing S, ; characteristic features of the text con-
tent of the actor profile S, ; connections with other actors and virtual communities in
the SNS §,.

To do this, we use the methods of machine learning with the teacher, which allows us
to perform the classification of the actors in the predefined classes. The methods that
are based on the boosting procedures of binary classifiers are effective for solving the
problem of classifying actors by the level of threats. The essence of boosting is to
build a composition of algorithms of machine learning, when each subsequent algo-
rithm compensates for the disadvantages of the composition of all previous algo-
rithms. The final classifier is calculated as

K _
k(x)=argmin ) c(k,k)p., (X),
(x)=argmi Z (k.k)pgy (x)
where p, (X) — probability of membership of an actor of a class of threats k after
carrying out the M boost cycle; c(k,k) — the cost of an actor’s mistaken assign-

ment to a class of threats k, when he belongs to a class k .

The general evaluation of the profiles of information security actors in the SNS 1,
acquires values on the interval [0;1].

2.5. The assessment of the level of threats to the ISS in the SNS is to calculate the
generalized indicator of their manifestations in the information space of virtual com-

munities. A multicriterial assessment of the threats of the ISS I, j =14 with vari-

ous weighting factors based on the nonlinear compromise scheme of Professor Vo-
ronin. 3% 31

I” =argmin iaj (1- Ij)f1
€ =t

To move to a qualitative assessment scale, the resulting indicator is normalized to a
minimum
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1=1-%,
|

The resulting evaluation of the symptoms of the threats of the ISS in the SNS is de-
fined as |1 €[0;1].

IIl  Decision-making on measures to counter identified threats to the ISS
in the SNS

Depending on the magnitude of the threat assessment of the ISS in the SNS obtained
in the previous stage, decisions are made to counteract the threat and protect the in-
formation space (Table 1).%2

In the case the threat of ISS in the SNS is identified as ‘absent,” no information coun-
teraction is made. If there is a threat at “below average’ level, then the procedure for
monitoring the information space of the SNS in accordance with the first stage con-
tinues.

In the case of a threat to the ISS in the SNS at ‘higher than average’ level, in addition
to monitoring the information space, the prediction of the distribution of text content
and requests by actors on it will be provided, which will save the resources of the
system for providing 1SS in the SNS. The essence of the forecasting method 32 is in
the following. In the first step, a content function is created X° (t) , that describes the
change in the dynamics of the distribution of content and requests for it according to
the content-analysis of messages in the SNS. The next step is to calculate the metric
of self-similarity of the content function through the Hurst index

Table 1: Rules of decision making.

Interval Values Scale Threat level Recommendations
0.00-0.30 Absent Absent
0.31-0.50 below average ~ Monitoring the threat in the SNS information
environment
0.51-0.70 higher than av-  Monitoring of the threat in the information en-
erage vironment of the SNS;

Predict the distribution of text content and re-
quests for it

0.71-1.00 threat exists Monitoring of the threat in the information en-
vironment of the SNS

Synergistic management of the interaction of
actors in the SNS
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o l9(R/S)
ne lg(1/2) '

where H? — the Hurst index for the content function X @ (t); S — the mean square
deviation of the content function X°(t); R — spread of accumulated deviation of
content function X (t); I — number of observations.

The third step is to establish the nature of the content function, depending on the val-
ue of the indicator H?: random, anti-persistent (ergodic), persistent. Prediction of
the change of the content-function X (t) is carried out for the persistent number
H? > 0,5, in particular using the least squares method

F :ZIZ(PQ(t)—XQ(t))2 — min,

t=1
where PC(t) — the approximating polynomial.

If the level of threat of the ISS in the SNS is defined as ‘threat exists,” in addition to
monitoring the information space for implementing the virtualized community’s con-
trolled transition to the given state of the ISS, the concept of synergistic management
of interaction between actors is used.** 3 According to the concept, in the first step
formalization of the interaction of actors in the SNS as a system of nonlinear differ-
ential equations is performed. On thenext step, the order parameter that will deter-
mine the dynamics of virtual community actors interaction is calculated as

Wy =W (% Yoo X0 V) F 94 (% Y X0 Y,

where v, (X, ¥;,--, X;,Y,) is the conservative component or managed aspect of the
interaction of actors in the SNS, k=12...; w,(X,¥;,--~X;,Y,) is the dissipative
component that defines the type of attractor, which reflects the ordering of the virtual
community at the macro level of the SNS d =12,....

The appearance of the order parameter is determined in accordance with the task set
for changing the character of the interaction of actors in the SNS and achieving a
given state of the 1SS.%6:3 Due to the introduction into the system of nonlinear differ-
ential equations of the component , (t), it is possible to start the process of self-
organizing actors in a virtual environment. The synergetic control u, (t) is synthe-
sized from the modified system of nonlinear differential equations with allowance for
controlled self-organization to achieve predefined points of a surge of synergistic ef-
fect, as described in a previous ublication of the authors.®* Implementation of the
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counteraction to the threats to the ISS in the SNS is carried out with the involvement
of certain executive bodies depending on the sphere of public activity, which is
aimed at the identified threat D .12 32

Experimental Study

Experiment 1. This experiement looks into the change in the number of publications
of actors in the SNS using the developed method of forecasting the distribution of
content aimed at discrediting the highest political leadership of Ukraine. In Septem-
ber 2015, Russian mass media disseminated information on the participation of
Prime Minister of Ukraine A. Yatsenyuk in hostilities in Chechnya in late 1994 and
early 1995. The Prime Minister was accused of supporting the Chechnya’s independ-
ence fighters from Russia Federation during an armed uprising in this republic.® The
text content of SNS, which contained damaging information on “Yatseniuk fought in
Chechnya” was analyzed. Based on the results of the generated queries to the content
service 1QBuzz in the period from December 26, 2015 to January 4, 2016 the value of
the Hurst index was calculated. It is established that the dissemination of this content
in the SNS has a persistent (non-random) nature, and a number has signs of a trend.
By means of the MS Excel table processor for the least squares method, an approxi-
mating curve for the studied content function is constructed (Figure 3).

X4 (2) P2 (1)= 96,502a032%
: R?=0,942

10

0 2 4 6 8 10 12 14 16
t

Figure 3: Dynamics of content distribution “Yatseniuk fought in Chechnya” in the SNS:
extrapolation results.
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The number of publications for the next four days also extrapolated. The results of
the prediction of the approximating curve P%(t) are consistent with the experi-
mental data. Given the declining demand for such content, it is inappropriate to at-
tract the resources of the ISS support system in the SNS for the organization of in-
formation countermeasures.

Experiment 2. The dynamics of SNS requests for the content of the “Yarosh’s busi-
ness card” from October 2014 to September 2015, according to Google AdWords da-
ta, is related to the involvement of the public-political figure D. Yarosh in a shootout
in Slavyansk through a business card, found, as it was supposed, in a burnt car *° (see
Figure 4). It is established that the Hurst index becomes meaningful H% =0,891,
which indicates the persistence of the series and the presence of a constant compo-
nent. An approximating curve P% (t) =1605,3e °"™" is constructed. In view of the
slow decline in the level of interest of SNS actors to such content under the exponen-
tial law, in order to reduce the length of transient processes, it is expedient to apply
the developed concept of synergetic control.

We formalize the interaction of actors in the SNS as a system of nonlinear differen-
tial equations 3

O _ ax—xy —bx?;
dt
dy(t)
7 = —cy+ Xy,
m Yy + Xy
X (1)1
P (f ) 1400
X (,) g Pa(t) = 1605,3e013%
) RZ=0,91
1000
800
600
400
w |
0 2 4 6 8 10 12 14 1

t
Figure 4: Dynamics of the distribution of requests for content “Yarosh’s business card”
in the SNS: extrapolation results and synergistic control actions.
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where X(t) describes the demand of actors in the SNS for content of interest to ac-
tors of virtual communities; y(t) describes the offer to provide such content; a —
indicator, the value of which describes the change in the speed of demand for actors
in the SNS on the content being studied; b is an indicator, the meaning of which de-
scribes the change in the process of competition actors in the SNS to publish content
similar in nature and content; c is an indicator, the value of which describes the
change in the rate of the proposal to provide actors’ interaction in the SNS of such
content.

It is established that the working parameters of the system of nonlinear differential
equations take the following values: change in the speed of demand for content
a=0,7; change of the competition process b=0,45 and the rate of the offer for the
provision of content ¢=0,3. To regulate the demand for actors for the content of the
SNS, the order of the form is chosen ¥

l//(X, y) = QX+, (1_%j '

where ¢, @, are coefficients of demand regularization and supply of content that is
of interest to interaction actors in the SNS; N is the level of the content proposal,
which is of interest based on its value.

The essence of this order parameter is to manage the interaction of actors in the SNS,
taking into account the time value change of the content of interest. Parameters of
synergetic control u(x,y) are the level of supply of content N =0,35; content indica-
tors of regularization ¢, =0,6 and ¢, =0,3; the duration of transitions in the system
T, =1 month. As a result of the information counteraction organization, the synergis-
tically driven actors demand X, (t) for content containing destructive information
will change as shown in Figure 4. That is, the demand for content actors in the SNS
with destructive signs will be reduced by 3 times, and the duration of transitions in
the virtual communities as a result of response to such content will be reduced by
30 %. As a result of the self-organization of actors in the SNS, inhibition of chaotic
dynamics of interaction in virtual communities is provided with the subsequent tran-
sition to a given state of the ISS.

Conclusion

The methodological principles of providing the ISS in the SNS under hybrid warfare
have been developed taking into account the requirements of normative documents
based on new methods and technologies for detecting, evaluating and counteracting
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threats to the ISS in the information space. The application of the developed method-
ological grounds allows us to form an integral system of information space protection
in the conditions of globalization and free circulation of information, which ensures
the effective transition of the virtual community to a given stable state of the ISS.
The obtained results promote the further development of modern information tech-
nologies both in Ukraine and abroad, which, along with the main tasks assigned to
them, implement security functions.
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