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AHHOTaumMA: ITOT 0630p /NMTepaTypbl ABAAETCA YacTblo UCCAef0BaHUA
POAN 3NEKTPOHHbIX HAaBbIKOB M 0ByYeHUA UM B cOBpeMeHHOM obLuecTse, a
MMEHHO PO/aY KMBepHaBbIKOB. B cTaTbe MOKa3aHO, Kak HayyHaa autepa-
Typa paccmaTpuBaeT KUGepHaBbIKM M ONpPeaesifeT 3NEKTPOHHbIE HaBbIKK,
KOTOPbIE MOMHO CYMTaTb HEOBXOAMMBIMUN ANA AEATE/IbHOCTM HbIHELHEro
obuiecTsa. Bo BCcTynaeHnu noscHseTcs obuiee 3HadeHne KMbepHaBbIKOB B
Hawem coBpemeHHOM obuecTse. [lanee onvMcaH MeToa aHaimsa U KpaTko
M3N10KEeHbl OTBETbI Ha BOMNPOCHI HALIWX UCCNeA0BaHMUIA. HaKkoHeL, B 3aK/to-
YeHWW Ha OCHOBE Pe3y/bTaTOB MCC/AeA0BaHUI pacCMaTPMBAOTCA AOCTU-
YKMMOCTb, NOCNEACTBUSA, CU/bHbIE U CNabble CTOPOHbI, @ TaKXKe BO3MOMXK-
Hble 3TU4YecKkune npobnemsl.

KnioueBble cnoBa: obuwectBo, KubepbeszonacHocTb, KubepobyyeHue,
3N1EKTPOHHOE 0ByYeHne, KNBEepPHaBbIKK.

BcrynneHue

MpUMeHeHMe KOMNbIOTEPOB M APYrMX LMPPOBbIX TEXHONOMMIA — NOBCEAHEBHAs
peanbHOCTb 6oAblle Yem Ana NOMOBUHbI HaceNeHUA NAaHeTbl, 0CO6eHHOo B Co-
BpemeHHol EBpone. U3 npumepHo 7,8 mnpg. obuTtateneit nnaHeTbl Ha mapT
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2020 r.! npumepHo 59% nonb3ytotca MHTepHeTom, 1 B 2019 r. 49% 3TMX NONb-
30BaTeNeN MMEN A0Ma KOMMbIOTEPbI.2

Fnaga Ha 3T UMdpbI, TOTMYHO NPEANONOKUTL, YTO KOMMNEKC 3/1IEKTPOHHbIX
HaBbIKOB CTa/l HEOOXOAMMbIM YC/IOBMEM KMU3HW B obliectBe. MoaTomy Lenb
3TOro 0630pa AMTEpPaTypbl — MOHATL CBA3b KMOEPHABLIKOB C 3/IEKTPOHHbLIMM
HaBblkaMM U BbIABUTb Npobenbl U KMbepHaBbIKK, CNOCOBHbIE 3aMONHUTL 3TU
npo6enbl, N0 AaHHbIM Hay4HOW UTEPaTypbl.

Mpoekt ECHO3 (Esponeiickas ceTb LLeHTPOB KnbepbesonacHocT M xabos
KOMMEeTeHUMN Ana MHHoBaLMi U paboTbl, European Network of Cybersecurity
Centres and Competence Hub for Innovation and Operations), HauyaTbili B
2019 r., HanpaB/eH Ha ynpexKaatolLee nosblweHne kKnbepbesonacHocTh B EBpo-
nenckom Cotose 6narogapsa ceTeBOMy Noaxoay M AeNCTBEHHOMY COTpyAHUYE-
CTBY pasHbIX CEKTOPOB. MccnenoBaHue paclimpseT cobpaHHbIA B pamKax npo-
€KTa MaccMB 3HAaHMM, NOKa3bIBas, Kak 0byyeHne KnbepHaBbikaM paccMmaTpuBa-
€TCA B Hay4YHOW INTepaType, Kak OHM COOTHOCATCA C 60/1ee LMPOKNMM INEKTPOH-
HbIMW HaBblKaMM 1 KaK Takoe 0byyeHne MOoXKeT MoOMOYb BbipaboTaTb NpakTuye-
CKMe Mepbl NO onpeseneHnto 1 0bydeHuto cneumnanbHbiM KMbepHaBbliKam B pam-
Kax 6onee obLWMX I3NEKTPOHHbIX HABbIKOB. MaHWMpysA 3TO UccaenoBaHME, Mbl
paccMaTpUBaM SNEKTPOHHbIE HABbIKM KaK HaBblKK, Heobxogumble ana paboTol
B HblHEWHeM LMPpoBOM MUpe, T.e. PU3NYECKON PaboTbl C KOMMbIOTEPAMMU U
UMOPOBbLIMM YCTPONCTBAMU U 3DEKTUBHONO UCMOJIb30BaHMUA NPOrPamm, Npu-
JIOXKEHUM U undpoBon MHPOPMaLUK.

Cuctema KnbepHaBbIKOB, BbipaboTaHHasA B paMkax npoekta ECHO, onpege-
NAeT noaxoa, K onucaHuio TpeboBaHuit K KMbepHaBbikam AN Pas3paboTKu yyeb-
HbIX MPOrpamm, 4Tobbl BOOPYXKUTb CNELMANNCTOB MO KnbepbesonacHOCTU Heob-
XO0OAUMbIMU 3HaHUAMU ONA pelleHnA BblAB/IEHHbIX OTPaACneBblX, 06LLI,VIX n mex-
oTpacnesbix npobaem KnbepbesonacHocTn.* Kpome Toro, onpeaeneHme KoH-
KPETHbIX HaBbIKOB KMbepbe3onacHOCTM U COOTBETCTBYIOWMX NPOorpamm obyye-
HWA NepCcoHana BCeX YPOBHEN MOMKET BOCMNOIHUTb HEAOCTATOK 3HAHWIA, OrpaHu-
YMBAKOWMI pearnpoBaHue Ha aTaku. Kak oTmeyeHo B uccnegosannm ECHO, Ku-
bepnporpammbl U KWGEPHABbIKM MOMOTYT CUCTEME 34,0aBOOXPAHEHUA U APYTUM

1 Joseph Chamie, “World Population 2020: Overview,” Yale Global Online, February 11,
2020, no coctoaHuMio Ha 12 anpens 2020, https://yaleglobal.yale.edu/content/world-
population-2020-overview.

2 Statista, “Share of Households with a Computer at Home Worldwide from 2005 to
2019,” March 2, 2020, no coctoaHuto Ha 11 anpens 2020, https://www.statista.com/
statistics/748551/worldwide-households-with-computer.

3 European Commission, “European network of Cybersecurity centres and competence
Hub for innovation and Operations (ECHO),” Grant Agreement Number: 830943 —
ECHO — H2020-SU-ICT-2018-2020/H2020-SU-ICT-2018-2 (2019).

4 European Commission, “European network of Cybersecurity centres and competence
Hub for innovation and Operations (ECHO),” Deliverable 2.2 ECHO Multi-sector
Assessment Framework, November 13, 2019, p. 121.
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CEeKTOpPaM CAenaTb BaXKHbIM LLar K COBEPLUEHHO HOBOMY YPOBHIO Kubepbesonac-
HoCcTW.>

CornacHo Yeimn,® coepemeHHoe 06LECTBO Pa3BUAOCh B TEXHOIOTMYECKUIA
MUp Braroaaps nonasneHuto MHTepHeTa. IHTEepPHET M3MEHWA BCE aCMEKTbI X KU3HU
obuecTBa, oT BefeHUA busHeca (NpeBpaTnB TPAAULMOHHbIE KOMMNAHUKN B Und-
poBble) A0 cpencTB 0byyeHns (Hanpumep, NPU NOMOLLM NAATGOPM SNEKTPOH-
HOro obyuyeHus) n B3aMMoAeNCTBMA MexKay ntoabmu (B couceTax). C pasButmem
WHCTPYMEHTOB  WHGPOPMALMOHHO-KOMMYHUKALMOHHBIX  TexHonorui  (UKT),
Hanpumep, PYYHbIX MOBUNbHBIX YCTPOMCTB, 0becneynBatomnX NOCTOAHHbBIN U
MIHOBEHHbIN 40CTyn B MHTEpHET, ntoamn 60/blue, Yem Korga-nmnmbo, cesAsaHbl €
UKT. UKT — HeoTbeM/sieMblA 3/1EMEHT Hallei NOBCeAHEBHOWM XU3HU. Kpome
MHOTFOYUCAEHHDBIX BbIFOA UCMONb30BaHMA UHTepHeTa u apyrnx UK TexHonorui,
K COXKa/IeHUI0, eCTb U Yrpo3bl, HaNpUmep, OT XaKepoB, KOTOPbIE MbITarTCsA BOC-
No/ab30BaTbCA YA3BMMOCTbIO 3TUX MKT B npecTynHbix Lensax. YTobbl NOHATb BarK-
HOCTb Pa3BUTUA KMOEpHaBbIKOB, B 3TOM 00630pe nTepaTypbl OCHOBHOE BHMMa-
HUe yaeneHo KubepobyyeHnto U pasBUTUIO KNGEPHaBLIKOB B COOTBETCTBYHOLLMX
cTaTbAx. Lenb gaHHOro vccnefoBaHUsA — pPacluMpuTb MMERLLMECs 3HaHUA ob
obyyeHuun UKT. ns ynopagoyeHus, B LaHHOM UCC/Ie0BaHNUA CTaBU/IUCb Takune
BOMPOCHI:

Bonpoc 1: Kak HayyHas anTepatypa onucbiBaeT npobensbl B KNbepHaBbiKax?

Bonpoc 2: Kakne mepbl npeanaratotca B HAy4HOW MTepaType 458 BOCMNOHe-
HUA 3TNX Nnpobenos?

MeToabl

[NaBHbIA MeToA, JaHHOMO UCCNeA0BaHUA — CUCTEMHbI 0630p AnTepaTypbl. ITO
KayecTBeHHOe nccaeaoBaHMe, U TNaBHan 3ajava 3Toro cuctemHoro ob3opa co-
BPEeMEHHOW IMTepaTypbl — BbiABUTb NPobe/ibl B 3HAHUAX O KWbepHaBblKax coBpe-
MEHHOro 06LLecTBa C Le/blo NPOACHEHMA BbIPabOTKM 3/1EKTPOHHbIX HaBbIKOB
AN JanbHeNLWmnX nccneaosaHmnin.

lTocmpoeHue KayecmeeHHO20 uccnedoeaHus

CornacHo KuTueHxamy,® cUCTEMHBI 0630p AnUTepaTypbl — KPOMNOT/IMBLIA Npo-
LLecc, KOTOpPbI MOXKET NOMOYb NPeacTaBUTb CBUAETENbCTBA NOCAEACTBUNA HEKUX
Co6bITUIA, OMMCAHHBIX B UCCNEA0BaHMM, KOTOPble HE MOTyT nepeaaTb TPaguum-
OHHble HecUCTEMHble 0630pbl AUTepaTypbl. CucTeMHble 0630pbl UTEPaTYpbI
MOryT 6bITb WKMPe 06bIYHbIX. N5 BbINOAHEHUA 0630pa IMTepPaTypbl NPOBOAMACA

5> European Commission, “European network of Cybersecurity centres and competence
Hub for innovation and Operations (ECHO),” Deliverable 2.2 ECHO Multi-sector
Assessment Framework, November 13, 2019, p. 64.

6 Chamie, “World Population 2020.”

7 Barbara Kitchenham, “Procedures for Performing Systematic Reviews,” Joint Technical
Report TR/SE-0401 (Keele, UK: Keele University, 2004): 1-26, https://www.inf.ufsc.br/
~aldo.vw/kitchenham.pdf.

8 Kitchenham, “Procedures for Performing Systematic Reviews.”
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Hay4HbIA NOUCK, YTOBbI HATM OTBETLI Ha BONPOCHI UcCneaoBaHuA. Uccnenosa-
HWEe NPOXOAMN0 B YeTbipe 3Tana: NOUCK, KpUTepum oTbopa, aHanu3 TabAUUHbIX
AaHHbIX, U HanucaHMe BbIBOAOB U 3aK/0UeHMA.

Mouck

Mouck ctaTel BbinoaHANCcA B mapTe 2020 r. Mouck Npom3BoaMACA MO HAYYHbIM
6a3am aaHHbIX ProQuest Central n EBSCO Host. B KayecTBe napameTpoB NOWUCKa
Npu N0rMYEeCKOM NOUCKE MO KAKYEBbIM C/IOBAM UCNOJIb30BaIN C/IOBOCOYETAHMA
«obyyeHne Knbepbe3onacHOCTU» N «obydyeHMe 3NEKTPOHHbIM HaBbikam». Me-
puog, oA NOUCKa OXBaTblBan AMTepaTypy, Bbiweawyto 3a 10 net, 8 2010-2020 rr.

Mouck B 6a3e gaHHbIX ProQuest Central Bblgan Bcero 67 peueH3MpoBaHHbIX
cTaTeld, a B 6ase AgaHHbIX EBSCO Host — ewé aBe peLeH3MpPOBaHHbIX CTaTbM.
OKoHYaTenbHas BbIbOpKa 0TOMpanacb A aHaAM3a, NPUMEHAA KPUTEPUN BKALO-
YeHMUA K 67 cTaTbAM M3 NepBOHaYasibHOro NOMCKa NO KAoYeBbim cnosam. K opu-
r’MHaNbHbIM 69 AOKYMEHTaM NPUMEHANNCH Ceayowme KpUTepmum BKAKOYEHUA:
Ha3BaHWE MM aHHOTAUMA BK/OYANM TeMbl, CBA3AHHblE C KMbep- (3N1eKTpoH-
HbIMM) HaBblKaMK 06y4YeHUs PabOTHUKOB U KNbep- (3N1EKTPOHHbBIMM) HaBbIKaMU
0byyeHns cTyaeHToB. NpUMeHeHne KpUTepMeB BKAKOYEHMA A0 OKOHYATENb-
Hylo BbIBOPKY B cocTaBe 21 peueH3MpoBaHHOW cTaTbk (Tabauua 1), KoTopbie
611N BHUMATENIBHO NPOYUTAHDbI 414 aHaNM3a.

Tabnuua 1. 3Tanbl NOMCKA U NONYYEHHOE YNCN0 HayUHbIX CTaTei.

dTanbl NOUCKa CtaTe# B BblbOpKe ‘

Pe3ynbTaTbl NnepBoHavYanbHOro nomcka B ProQuest Central 69
n EBSCO Host

MNocne NpUMeHeHNA KpuTepmes BKAOYEHNA 21

AHann3 OKOHYaTe/IbHOM BbIBOPKM NPOBOAUICA NMYTEM NepeHoca pesieBaHT-
HbIX pparmeHTOB MHPOPMaLMK B TabAULY AaHHbIX HA OCHOBE BOMPOCOB UcC/e-
00BaHusA. B cneayrollem pasaenie pacCMOTPEHbI BbiBOAbI U3 BbIBOPKM, BK/IHOYAB-
wen 21 cratbio.

Bbisoabl
BHumaHue K KubepHasbikam

PesynbTaTbl MOKa3biBaloT, YTo KMbepbesonacHOCTb NPeaCcTaBASAET CyLLeCTBEH-
Hytlo Npobiemy B coBpemeHHOM obLiectee. C pa3BUTMEM HOBbIX TEXHONOTUI U
CeTeBbIX BO3MOXKHOCTEN A KPUTUYECKOW MHOPACTPYKTYpbl M NOBCEAHEBHOWM
AeATeNbHOCTU KMBepyCcTPOWCTBa CTAaHOBATCA YA3BMMbIMM ANA KubepaTak, oT
KPaXkM NIMYHbIX AaHHbIX A0 KMbepluaHTa)Ka, U 3TM aTakM MOTYT CYLLEeCTBEHHO
BAMATb Ha PpUHAHCOBbIE, SKOHOMMUYECKME U COUMabHblE CUCTEMbI. Bosblioe
YWUCNO CTaTel, He COOTBETCTBYIOWMX KPUTEPUAM BK/IKOUYEHUA, YKa3biBaeT Ha To,
YTO MHOIME aBTOpPbl paccMaTpuBaloT KnbepbesonacHOCTb B OCHOBHOM C MO3U-
LM TEXHONOTUM NN PUCKOB.
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CTaTbW, BKOYEHHbIE B OKOHYaTe/IbHYIO BbIBOPKY, MOKa3biBakoT, YTo H6Ob-
LWMHCTBO Ntoael, umerowmx aoctyn K UKT-ycTpoiicTBam, NoABEPratoTcAa PUCKY.
370 Ntoam, KoTopble cnabo 3HaKOMbI C KNbepbe3onacHOCTbIO UM HE MPUMEHSIOT
Hagnexalwme mepbl KMbepbesonacHocTU. MNpobnembl KMbepbesonacHOCTU pas-
JINYAIOTCSA B 3aBMCMMOCTM OT Bo3pacTa. Monogéxb bonee noapeprkeHa Kube-
paTakam, no paay NpuUYMH: HenpuMeHeHne mep 6e30NacHOCTM, U3MLLIHEee 40-
BEpME K 3aLmMTe CBOMX NEPCOHANbHbIX YCTPOUCTB, HE3HAHWE HOBbIX TEXHONOMMI
couceTel, aKTUBHbIE MOKYMKM B UHTEPHETE. PasrnaleHne AnMYHoi nHbopmaLlmm
B COL,CETAX UM Ha CaiTax, K KOTOPbIM MMET 4OCTYN TPETbM ANLLA, TOXKE NOBbI-
LIAeT PUCK ANa KnbepbesonacHocTH.

B e oM CTOUT OTMETUTb, YTO 3/1IEKTPOHHbIE HaBblKM YNOMWUHAKOTCA HAMHOTIO
pexe, Yem KMbepHaBblk1. HaBbikK KnbepbesonacHocT Ha paboyem mecTe U B
npodeccMoHanbHOM AeATeNIbHOCTM — rNaBHaA Tema obcyxaeHua. 17 us 21 pe-
LEH3MPOBAHHOW CTaTbM KacatoTcsA HaBblKOB KMbepbe3onacHOCTU, 0byYeHUs Ku-
b6epbesonacHocTM M 6e3onacHoCTM MHbopmauun (ceteld). Mouck TepmuHa
«3/1EKTPOHHbIE HaBbIKM» A3/ BCEro OAMH Pe3ynbTaT, TPU Apyrue cTaTbu 6binn
HaMgeHbl MO K/IOYEBOMY C/IOBY «3/IEKTPOHHOE 0bydyeHune». Ucxoaa U3 3Toro,
OOMH U3 NepBbIX BbIBOAOB 0630pa IMTEPaTypbl COCTOUT B TOM, YTO Hay4Hble ny6-
JIMKALLMM HAMHOTO YaLlle KacatoTcs HbIHELWHUX Yrpo3 KubepbesonacHoCTH, Heao-
CTAaTOYHOCTM KNBepnoAroToBKM U KBaMbUKaAL MM AN NPOTUBOLENCTBUA COBpe-
MEHHbIM Knbepyrposam 1 HOBbIX METOA0B 0byYeHMsA NPOTUBOAENCTBUIO Yrpo-
3am KnbepbesonacHoCTu.

AHanus cogepkaHma 21 cTaTby NEPBOUCTOYHUKOB 06 3/IEKTPOHHbIX U KMbep-
HaBblKax NO3BO/INA BbISBUTb YETbIpe KPYMNHble TEMaTUYECKME KaTeropumu.

1. Obwan KnbepbesonacHocTb: 8 cTaTeil KacalTcA HeobxoaMmocTn U
NPaKTUKM 0bydYeHna KnbepbesonacHOCTU, MHPOPMUPOBAHHOCTM U Fpa-
MOTHOCTH.

2. ObyueHune KnbepbesonacHOCTU: B 7 cTaTbsX peyb MAET 0 Heobxoaumo-
CTM KnbepobpasoBaHMA B unciae yyebHbIX NporpaMmm, peKoMeHAyHTCA
MeToAbl 06y4eHMsA Knbepbe3onacHOCTU M MOKa3aHbl OTANYMNA MEKAY KU-
b6epobpasoBaHMem U KnbepobyyeHnem. Cpeau nogxateropuit obyde-
HMA KNHepPHe3onacHOCTU NOABUANCE KWBEP-NOAUTOHbI U yNparKHeHUA. B
3TUX CTaTbAX ONMUCaHbl TaKME NOIUIOHbI M YIPAXKHEHUA, KaK MeXaHU3MbI
0by4yeHus 1 To, Kak oHU paboTaloT.

3. DNeKTpoHHoe obyuyeHue: 5 cTaTei AalOT onpeneneHne 3NeKTPOHHOIo
obyyeHMs, OMMUCbIBAIOT MPENATCTBMA A7 SNEKTPOHHOro 06yyeHus,
HeobxoaAMMOoCTb HaBblkoB KT ana 3aBeplueHnsa 31eKTPOHHOro obyde-
HUA U 3PEKTUBHbBIE N KOHKPETHbIe MPaKTUYeCcKne Noaxoapl K ycnew-
HOMY 3/1IEKTPOHHOMY 0BYYeHMIO.

4. DNEeKTPOHHble HABbIKWU: TO/IbKO B OAHOM CTaTbe U3 NepBOHa4YaIbHOM Bbl-
60pKM peyub MAET 0O HEOBXOAMMOCTIN MNOBbIWATL Haeblikn UKT B EC, no-
Yyemy 3TU 3/IEKTPOHHbIE HaBbIKW HY»KHbI B MOBCEAHEBHOMN paboTe u Any-
HOM »KM3HMU, U KaK 3TO BAMAET Ha 3KOHOMMKY EC 1 Bcero mumpa.
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B 8 13 21 ctateit yNOMMHAIOTCA HABbIKKU, HYXHble AnA NpodeccuoHanbHOM
paboTbl AN NOBCEAHEBHOM KM3HU, MO0 HaBbIKM KMbepbesonacHOCTU, Heobxo-
AMMble ANA NpeaoTBPALLEHMA YCMELHbIX AeMCTBUA XakepoB. B oaHoM cTatbe 0O
CNeunanm3mpoBaHHbIX 3/IEKTPOHHbIX HaBbIKaX NPeANoXKeHbl KaTeropuu, B 3asu-
CUMOCTU OT YPOBHA 3/IEKTPOHHbIX HaBbIKOB, HYXHbIX B MOBCeAHEBHON paboTe.
Mo CuHrxy,® 3T0 GyHKUMOHaNbHbIE KaTeropum HasblkoB MKT-npaktnkos, UKT-
nosb3oBaTenen U INEKTPOHHOro busHeca.

O6uwasa KubepbeszonacHocmeo

B Tabnuue 2 HMKe npmBogmMTca 0630p BOCbMM cTaTelh 06 0byyeHUn obLiei Ku-
6epbe3onacHOCTU U UX TEMBI.

Tabnuua 2. Ctratbu 06 06weit KN6epbesonacHoCcTH.

CratbAa Tema

Ricci et al. (2019)%° PesynbTaTbl UCCief0BaHMA cpeam B3POC/bIX 1 0by-
YyeHne KMbepbesonacHOCTH

Clifton (2018) %! MoBblweHne MHGOPMUPOBAHHOCTM O Kubepbes-
0NacHOCTU B XOCnuMcax

Ghafir et al. (2018) *? Yrpo3bl 6e30nacHOCTM ANA KPUTUYECKOM UHpa-

CTPYKTYpbI: YenoBeyeckuii aktop

Russell and Jackson (2018)*3 | [leiicTBuA B TEeMHOTE: OCHOBbI NPUHATUA Knbeppe-
LWEeHUN

Z3gan et al. (2018) 1 MopcKue peannn KoHuenumn KnbepbesonacHoCTu

° Sumanjeet Singh, “Developing e-Skills for Competitiveness, Growth and Employment
in the 21t Century: The European Perspective,” International Journal of Development
Issues (Emerald Group Publishing) 11, no. 1 (2012): 37-59, https://ideas.repec.org/a/
eme/ijdipp/v11y2012i1p37-59.html.

10 Joseph Ricci, Frank Breitinger, and Ibrahim Baggili, “Survey Results on Adults and
Cybersecurity Education,” Education and Information Technologies 24 (2019): 231—
249, https://doi.org/10.1007/s10639-018-9765-8.

1 Tim Clifton, “P-236: Increasing Cyber Security Awareness in the Hospice Environ-
ment,” BMJ Supportive & Palliative Care 8, no.2 (2018): A94, https://dx.doi.org/
10.1136/bmjspcare-2018-hospiceabs.261.

12 |brahim Ghafir et al., “Security Threats to Critical Infrastructure: The Human Factor,”
The Journal of Supercomputing 74 (2018): 4986-5002, https://doi.org/10.1007/s112
27-018-2337-2.

13 Scott Russell and Craig Jackson, “Operating in the Dark: Cyber Decision-Making from
First Principles,” Journal of Information Warfare 17, no.1 (2018): 1-15,
https://cacr.iu.edu/files/documents/Operating_in_the_dark.pdf.

14 Remus Zagan, Gabriel Raicu, Radu Hanzu-Pazara, and Stanica Enache, “Realities in
Maritime Domain Regarding Cyber Security Concept,” Advanced Engineering Forum
27 (April 2018): 221-228, https://doi.org/10.4028/www.scientific.net/AEF.27.221.
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Nikolova (2017)%° Jlydwime NpakTMKKM pa3BMTMA NoTeHumana Kubep-
6e30MacHOCTU B rocyAapCTBeHHOM ceKkTope bonra-
pum

Choi and Lee (2015) ¢ WccnepoBaHme passuTua Nporpamm MHGOpMmnpo-

BaHWA 0 6€30MaCcHOCTM HAa OCHOBE CUCTEMbI KOH-
Tpona goctyna RFID gna npepoTspalyeHma ytevek
BHYTpeHHeln nHdopmauum

Rahim et al. (2015) Y7 CucTeMHoe UccneaoBaHMe NOAX0A0B K OLEHKe
3HaHWUM 0 KnbepbesonacHOCTH

CornacHo Paxumy 1 ap.,'® B3pocnbie MoryT BecT cebsa HEOCMOTPUTENbHO B
WMHTEpHETe, Hanpumep, OTKpbIBasA NMYHY nouty B Wi-Fi ceTax obuiero gocryna,
nepexoasn No HE3HAKOMbIM CCbIJIKAM MAW UCMO/b3YA OAMH U TOT XKe Napob A/A
pasHbIX 3N1EKTPOHHBIX CHETOB. Kpome TOro, noxkusble ntoam 0bbl4HO He TaK XOo-
powo pa3bupatoTca B KMbepbesonacHOCTM, Kak MONOAEXKb, U bosee poBep-
YMBbI, YTO MOXKHO MCMNO/Ib30BaTb ANA GULLMHTA U MAHUNYAALMNA, UCNONb3YA UX
HE3aWMULWLEHHOCTD.

O6yueHue KubepbesonacHocmu

B Tabnuue 3 HMXKe nepedyncneHbl 7 4OKYMEHTOB, NOMNAaBLLIMX B OKOHYATENbHYIO
BbIBOPKY, U NX OTHOLLEHME K 0By4eHUto KubepbesonacHOCTH.

Tabnuua 3. CtaTtbu, Kacalowmeca obyueHua kubepbesonacHocTu.

Cratbsa

Yamin et al. (2020)*° KnbepnoamroHbl 1 UcnbiTaTe/IbHble CTEHAbI 6e3-
0ONacHOCTU: cLLeHapUK, GYHKLUKN, UHCTPYMEHTbI 1
apXMTeKTypa

5 Jrena Nikolova, “Best Practice for Cybersecurity Capacity Building in Bulgaria’s Public
Sector,” Information & Security: An International Journal 38 (2017): 79-92,
https://doi.org/10.11610/isij.3806.

16 Kyong-Ho Choi and Donghwi Lee, “A Study on Strengthening Security Awareness
Programs based on an RFID Access Control System for Inside Information Leakage
Prevention,” Multimedia Tools and Applications 74, no.20 (2015): 8927-8937,
https://doi.org/10.1007/s11042-013-1727-y.

7 Noor Hayani Abd Rahim et al., “A Systematic Review of Approaches to Assessing
Cybersecurity Awareness,” Kybernetes 44, no. 4 (2015): 606-622, https://doi.org/
10.1108/K-12-2014-0283.

18 Rahim et al., “A Systematic Review of Approaches.”

1% Muhammad Mudassar Yamin, Basel Katt, and Vasileios Gkioulos, “Cyber Ranges and
Security Testbeds: Scenarios, Functions, Tools and Architecture,” Computers and
Security 88 (January 2020), 101636, https://doi.org/10.1016/j.cose.2019.101636.
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Aaltola and Taitto (2019)?° | Mcnonb3oBaHMe IKCNEPUMEHTANbHbIX M OpraHM3a-

LMOHHbIX TEOPUN 06y4eHna ana yny4deHus noka-
3aTesiell YenoBeKa Npu KMbepobyyeHnn

Beuran et al. (2019)% Ob6ecneyeHmne obydeHns KubepbesonacHOCTM ny-

TEM MHTerpaLmm cucteM opraHusauumn obyyeHus:
cucTema opraHmsaumm knubepobyyeHus

Raineri and Fudge (2019)2? | U3yueHne 4OCTaTOUHOCTM 3HAHWI CTYAEHTOB MO

KMbepbe3onacHOCTU B paMKax Nporpamm npeg-
NPUHUMATENbCTBA BeAYLIMX YHUBEPCUTETOB

Chapman et al. (2017)% MOHO 1 CbIMUTMPOBATbL aTaKy Ha CeTb B MoAe-
nupyemon cpeae ana obyyeHus cetesoi 6esonac-
HOCTU?

Adams and Makramalla HaBbikn 06y4YeHMa KMbepbe3onacHOCTU: Xakepo-

(2015)%* LLeHTPMUHBIA UrPOBOM NoAXoA,

Lester (2010)% MpaKTUMYeckoe npumeHeHune nporpamm b6esonac-

HOCTV Npu 0By4YeHnn paspaboTKe NPOrPaMmMHOro
obecneyeHun

Pe3ynbTaTbl MOKa3bIBalOT, YTO KMbepbe3onacHOCTb B 60/bLLIMHCTBE ClyYyaeB

noApbIBaloT Yesl0BeYECKMe ONBKM U ciabble 3HaHUA U HaBblKM Knbepbesonac-
HOCTU. MoCKONbKY Knbepbe3onacHOCTb CTAHOBUTCA HACYLWHOM Npobaemoit B co-
BpeMeHHOM obuiecTBe, 3aTparnBas bU3HEC, IMYHYIO }KU3Hb U KPUTUYECKYIO UH-
dpacTpyKTypy, pacteT NOoTPebHOCTb B KBaAMPULMPOBAHHOM, 06y4eHHOM Knbep-
6€e30MacHOCTM NepcoHasne AnAa 3aWmUTbl STUX CUCTEM.

20

21

22

23

24

25

Kirsi Aaltola and Petteri Taitto, “Utilising Experiential and Organizational Learning
Theories to Improve Human Performance in Cyber Training,” Information & Security:
An International Journal 43, no. 2 (2019): 123-133. https://doi.org/10.11610/isij.4311.
Razvan Beuran et al., “Supporting Cybersecurity Education and Training via LMS
Integration: CyLMS,” Education and Information Technologies 24 (2019): 3619-3643,
https://doi.org/10.1007/s10639-019-09942-y.

Ellen M. Raineri and Tamara Fudge, “Exploring the Sufficiency of Undergraduate
Students’ Cybersecurity Knowledge Within Top Universities’ Entrepreneurship
Programs,” Journal of Higher Education Theory and Practice 19, no. 4 (2019): 73-92,
https://doi.org/10.33423/jhetp.v19i4.2203.

Samuel Chapman et al., “Can a Network Attack Be Simulated in an Emulated Environ-
ment for Network Security Training?” Journal of Sensor and Actuator Networks 6,
no. 16 (2017), https://doi.org/10.3390/jsan6030016.

Mackenzie Adams and Maged Makramalla, “Cybersecurity Skills Training: An Attacker-
Centric Gamified Approach,” Technology Innovation Management Review 5, no. 1
(January 2015): 5-14, http://doi.org/10.22215/timreview/861.

Cynthia Y. Lester, “A Practical Application of Software Security in an Undergraduate
Software Engineering Course,” International Journal of Computer Science Issues 7,
no. 3 (May 2010): 1-9.
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Tonxam ¢ Konneramu 2 yTeepskaaeT, YTo opraHM3aLum, roTOBALLMECA K afieK-
BAaTHOMY OTPaYKEHWIO Yrpo3, CNOCOBHbIX HaPYLWMWTb X 6@30NacHOCTb U AeATeNb-
HOCTb, LLO/I}KHbI 3aLMLLATb BCE KPUTUUYECKME 31EMEHTbLI CBOEIM MHPPACTPYKTYpPbI.
dyHAAMEHT HAauMHAEeTCA C NOMb30BaTe/Iel, KOTOPbIe, KaKk NOKa3blBalOT pesy/b-
TaTbl, YaCTO OKa3blBaAOTCA C1abblM 3BEHOM M3-32 HEOBYYEHHOCTU MOHATUIO KK-
6epyrpo3s U OTCYTCTBMSA OMNbITA CHUMKEHUSA BO3MOMXKHbBIX Knbepyrpos. MaHunyns-
UMM U GULIMHT — CaMble PacnpOCTPaHEHHbIE aTakW, C KOTOPbIMKU 0BbIYHO CTan-
KMBAOTCA KOHeYHble nonb3osBaTenun. bes cneumanbHoro obyyeHua Knbepbes-
ONacHOCTU 3TW MOJIb30BATE/IN C TPYAOM OT/IMYAIOT OObIYHbIN 3anNpoC OT Knbe-
paTaKku. B pesysnbTaTe OHWM MOMYT HEYMbILWNEHHO NOACTaBUTL CETb CBOEW KOMNa-
HWUW NOZA, y4AP 310YMbILWEHHMKOB. Pe3ybTaToM ABAAETCA PeKOMEHAaUMNA BKNa-
AblBaTbCA B MPOrpaMmbl MHGOPMMPOBAHUA O KMbepbesonacHOCTU U Knbepoby-
yeHua ANA NpoTueoAeincTana Knbepyrposam. Fadpup u ap.?’ BMAAT 33434y BHeA-
peHusa obyyeHusa KnbepbesonacHOCTU B OpraHU3auusax B TOM, Kak MpaBuibHO
OpraHn3oBaTb 0by4YeHUe, KOTOPOe peasibHO HAay4YUT NEPCOHAN (HecneunanncTos
B8 UKT) npumeHaTb mepbl 6€30MacHOCTU U Pa3BUBATb CBOW KMOEpPHaBbIKKU. 3a-
Aava cneuynannctos B KT — noBbilwaTbh CBOK KBa/UPUKAUMIO ANA aHaNU3a U
NPOTUBOAENCTBMA NOCTOAHHO MEHAIOLMMCA KNbepyrposam.

Anamc n Makpamanna?® oTmeualoT, 4To rnaBHoe NpPenaTcTBMe, MellatoLlee
NepcoHany Hay4nTbCa NPUMEHEHMIO Mep 6e30MacHOCTM 1 BbipaboTaTb HaBbIKM
Knbepbe3onacHOCTM, BO3HWUKAET M3-3a NPEenoAaBaHMA B paMKax nporpamm oby-
yeHua KnbepbesonacHOCTU. BONBLWMHCTBO 3TUX NpPOrpamm yyat 6e3onacHocTu
TPaAULMOHHO, MHPOPMaLMIO BbIBAaET C/IOXKHO YCBOUTb U MPUMEHUTb Ha NpakK-
TUKe. [lonoNHeHNe TEOPETUYECKUX 3HAHWUI COTPYAHUKOB 06LLEero Nnpodunsa sKc-
nepumeHTaMM U MHTEPAKTUBHbIM 0By4YeHnEM (Urpbl, 3a4a4m, CLLEHAPUN) MOXKET
AaTb 6onee NPaKTUYHYO NOATrOTOBKY C GOKYCOM Ha peasibHble yrpo3bl (Hanpu-
Mep, Ha KnubepnosunroHax). Nporpammel 06y4eHna KnbepbesonacHocTH, peanu-
3yemble cobcTBeHHbIMU UKT-cneumnannctamm opraHmMsauuii, MoryT 4encTBeHHO
ONTMMM3NPOBATb Pa3BUTME HaBbIKOB KMBep6e3onacHOCTM U MOHUMaHMWE Yrpo3s y
COTPYAHWKOB A/1 YMe/ION 3aWwuTbl cebA U CBOEM OpraHn3aummu oT aTak.

Mo mHeHuto Tonxama u ap.,%° npakTuyeckoe obydeHne Npu NOMOLLM ynpax-
HEHWI B CETU U MHTEPAKTUBHbIX KNHbepnabopaTopmii MOXKET NOMOYb Pa3BUTb CO-
OTBETCTBYIOLLME KMOEPHABbIKM CTyAEHTaM, M3ydatowmm KnbepbesonacHoCcTb B
BY3ax. B pe3ysnbTate oHu byayT 3aTpeboBaHbl KOMMNAaHUAMM NpU NPUEME Ha pa-
60Ty B KayecTBe KOMMbIOTEPHO FPAMOTHbIX COTPYAHMKOB U AaxKe byayLmx Ku-
6ep-cneymanmcToB, CNOCOOHbIX CMPABUTBLCS C HbIHEWHUMUK U Byaywmumm Knbep-
yrposamu c passuTtvem UK TexHosnorui.

26 Luke Topham et al., “Cyber Security Teaching and Learning Laboratories: A Survey,”
Information & Security: An International Journal 35, no.1l (2016.): 51-80,
https://doi.org/10.11610/isij.3503.

27 Ghafir et al., “Security Threats to Critical Infrastructure.”
28 Adams and Makramalla, “Cybersecurity Skills Training.”
2% Topham et al., “Cyber Security Teaching and Learning Laboratories.”
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SnekmpoHHoe 0by4yeHue

B Tabnuue 4 HuxKe npeactasneH 0630p NATU AOKYMEHTOB, KacaloWMXCA d/1eK-
TPOHHOTO 0by4YeHUA. DNEKTPOHHOE 0bYyYEeHME CUMTAETCA LLEHHbIM aKTUBOM A1
WHBECTUPOBAHMA OPraHM3aLUni C LeNblo AO0CTUXEHUA ONTUMA/bHBIX AEeN0BbIX U
JIMYHBIX pe3ynbTaToOB BO BCell cBOein AeAaTenbHocTu, 3asucAwen ot UKT. OHo
npeaycmaTpuBaeT pa3paboTKy NPorpamm 31eKTPOHHOro 0by4yeHus, pasBuBato-
LLMX 3/EKTPOHHbIE HABbIKM U gatolwmx obpasosBaHue, HyxHoe ana adpdeKTus-
HOro MCMNo/Ib30BaHUA coBpeMeHHbIX UKT-ycTpoiCTB, ceTeit n cuctem.

OfvH M3 camblXx NOMYAAPHbIX METOAOB 3/IEKTPOHHOIO 0byYeHus, KoTopble
YyNOMMHaOT AHHaHCKHIX 1 BpaitT 30 — ceTeBoe aneKTPOHHOE 0ByYeHMe, Npu Ko-
TOPOM pecypcbl pacnpenenatTca Ha ceTeBbIX NAaTGopmax U AOCTYNHbI Ha Nto-
60Mm KoMNbloTEepe, MOAKAOYEHHOM K MHTepHeTy. Bbiroapl ceTeBOro aNeKTpoH-
HOro obyyeHuA BKAOYAKOT AMCTAaHLUMOHHOCTb, BO3MOXHOCTb paboTaTb Ha Kypcax
B Ntobom mecte n B Ntoboe Bpemsa, BOSMOXKHOCTb MHTEPAKTUBHOIO 0byueHus,
Hanpumep, NPY NOMOLLM NPAKTUYHBIX MPUIOKEHUN C CUTYAaTUBHbIMU NpUme-
pamu, B oTAanumne oT obyueHua yuntenem nocpeacTsoM NeKUUN ANA NOHUMAHUA
6e30nacHOCTM, M BO3MOXKHOCTb NMOBTOPEHMA NPeAbIAYLUMX KYPCOB ANA 3aKpen-
NeHnA NoHMMaHuA. HakoHew, 3HaHMA, NONlyYeHHble NPU CETEBOM 31eKTPOHHOM
oby4yeHUn, 3aNOMMUHAIOTCA Nydlle, Yem Npu TPagULUUMOHHOM 0byyeHuN.

Mpw Bcex npeumylLLecTBax 3/NeKTPOHHOro obyueHuns, npobnemoii asnaetca
TO, YTO 3NIEKTPOHHOE 0byyeHMne TpebyeT cepbé3HbiX HaBblkoB UKT. CoTpyaHMKN
C OrpaHuYeHHbIMM Hasblkamn VKT moryT He ycBOMTb MHPOPMALMIO TaK, KakK Te,
KTO MMeeT onbIT 1 Hasblkn UKT. Cpegm npenaTcTBUI OTMEYaoTca HeAo0CTaTok
BPEMEHU ANA 3/1eKTPOHHOro obyyeHus, CONPOTUBAEHUE U3MEHEHUIO NMPUBbIY-
HOro obyyeHus (0byyeHue c yuuTesiem No CpaBHEHUIO C OHNAH-0byYeHeM) U
nogaep:aHve AMCUMNANHBI NPU 0BYYEeHUN Ha A/IUTENbHbIX KypCax 3/1eKTPOH-
Horo obyyeHusA. Bce 3TM NpUUMHBI MOTYT MPUBECTM K OTCEBY C YBE/IMYEHNEM NPO-
[ONKUTENbHOCTU KYpPCOB. HeraTMBHBIN ONbIT KYpCOB 3/1€KTPOHHOIO 06y4veHus
TOXe MOXeT MomeLLaTb ycnexy.

Tabnuua 4. CraTbu, KacatoLmecs 3/1eKTPOHHOro obyyeHums.

Cratba Tema \
Igbal (2016)3! Pa3paboTKa 1 noasneHne negarormyeckoin oH-
NaiH-nabopaTtopmnn MHPOpPMaLMOHHOM Bes-
0NacHOCTU KaK LLesIoCTHOro apTedaKkTta

Topham et al. (2016) 32 O6yueHne KnbepbesonacHOCTM M yuyebHble Na-
6opaTopun: nccnepoBaHne

30 Annansingh and Bright, “Exploring Barriers to Effective e-Learning.”

31 sarfraz Igbal, “Design and Emergence of a Pedagogical Online InfoSec Laboratory as
an Ensemble Artefact,” Journal of Information Systems Education 27, no. 1(2016.): 17-
35, https://aisel.aisnet.org/jise/vol27/iss1/2.

32 Topham et al., “Cyber Security Teaching and Learning Laboratories.”
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Hagen et al. (2011) % [onrocpoyHble pesysibTaTbl 3NEKTPOHHOIO
0byyeHna nHpopmauMoHHOM 6esonacHocTH
AnA 06ydeHuns B opraHuM3aumm

Annansingh and Bright (2010)3* | U3yueHue npenaTctenit ana sbPpeKTMBHOrO
3NeKTPOHHOro obyyeHus: Mpumep DNPA
Anonymous (2010)3® DNeKTPOoHHOE 0bydeHne B ALMUHUCTPALUM
HauuoHanbHoro napka Japtmyp: Kak csectu K
MUHUMYMY NPOLLEHT OTCEBa M HEBOCMPUATHE
6yayLWmx nporpamm obyyeHus

[nA ycnewHoro npoBeaeHna KypcoB 3/1eKTPOHHOIo 0byyeHnsa AHHAHCUHIX U
BpaliT 3 peKoMeHAYI0T yunTbIBaTb BO3MOMKHOCTU CAYLIATENA 3NEKTPOHHbIX Kyp-
coB. Ycnex nporpamm 3/71eKTPOHHOro 06y4YeHuUs, C O4HON CTOPOHbI, 3aBUCUT OT
TOro, Kak NPOBOANTCA KypC, a C Apyroi — oT caywarens. CnabocTb caywarens
MOXeT nomewaTtb y4aCTUo COTPYAHUKa UK ycnexy 3N1eKTPOHHOro 06yquvm.
Pe3ynbTaTbl MOKa3bIBaloT, YTO CTUMY/MPOBaHME (Hanpumep, NPOABUMKEHUE NO
CNy6e U1 NoBblWeHME 3apnaaTbl) MOXKET CUbHee NobyanTb COTPYAHMKOB 3a-
HATbCA 3N1EKTPOHHLIM 0byYeHMem.

SneKmpoHHbIe Ha8bIKU

Kak BUAHO U3 Tabanubl 5 HUXKe, B OKOHYaTeIbHY0 BbIBOPKY Nonana Anib oaHa
CTaTbA, B KOTOPOMN PacCMOTPEH TEPMUH «3/1EKTPOHHbIE HAaBbIKNY.

CornacHo CuHrxy,?” mup ctaHoBuTca Bcé 6onee UKT-0pueHTUPOBAHHBLIM, U
pa3suTUE 06LLMX HaBbIKoB UKT (3/1eKTPOHHbIX HaBbIKOB) MPOCTO HeEo6X0AMMO. B
CBA3U C WMPOKUM BAnAHUEM UKT Ha obLecTBEHHYIO U NINYHYIO XWU3Hb, 3/1EK-
TPOHHbIE HaBbIKM B cOBpeMeHHOM 0bLuecTBe BaxKHbl. MHBecTMpoBaHue B UKT /
3NEKTPOHHbIE HABbIKM MOXET AaTb MHOXECTBO NPeuMyLLecTs, KnbepHaBbiku
[Aat0T 3HAaHMA U BO3MOXKHOCTM 1A 3alLMTbl OT Knbepyrpos.

TaGnMu,a 5. CraTtby, KacaloLmeca 3/1eKTPOHHbIX HAaBbIKOB.

CratbAa Tema

33 Janne Hagen, Eirik Albrechtsen, and Stig Ole Johnsen, “The Long-term Effects of Infor-
mation Security e-Learning on Organizational Learning,” Information Management &
Computer Security 19, no. 3 (2011): 140-154, https://doi.org/10.1108/096852211111
53537.

34 Fenio Annansingh and Ali Bright, “Exploring Barriers to Effective e-Learning: Case
Study of DNPA,” Interactive Technology and Smart Education 7, no. 1 (2010): 55-65,
https://doi.org/10.1108/17415651011031653.

35 Anonymous, “E-learning at Dartmoor National Park Authority: How to Minimize Drop-
out Rates and Resistance to Future Training Programs,” Development and Learning in
Organizations 24, no. 6 (2010): 20-22, https://doi.org/10.1108/14777281011084720.

36 Annansingh and Bright, “Exploring Barriers to Effective e-Learning.”
37 Singh, “Developing e-Skills for Competitiveness.”

43


https://doi.org/10.1108/09685221111153537
https://doi.org/10.1108/09685221111153537
https://doi.org/10.1108/17415651011031653
https://doi.org/10.1108/14777281011084720

Pyocnaxtu, Ko6épH, TpeHT, & TukaHmaAku, Connections QJ 20, Ne 2 (2021): 33-46

Singh (2012)* Pa3BuTME 31EKTPOHHbBIX HAaBbIKOB A1 KOHKYPEH-
umn, pocta n pabotbl B XXI Beke

3aKkntoyeHue

B Hay4HOW nnTepaType B OCHOBHOM OOCYKAAlOT TEKYLLME BOMPOChl Kubepbes-
OMacHOCTU: KNbepyrposbl, KNbepobyyeHue u ksannduKkaumio. NMpegnaraertca ny-
TEM UccnefoBaHUI ONPeaenunTb, Kakne 3/1eKTPOHHbIE HAaBbIKK, Kpome Heobxo-
AVMbIX HaBbIKOB KMHepbe3onacHOCTH, HYXKHbI 418 ycrnexa B COBPeMeHHOM 06-
wecTse. MccnepoBaHme NO3BOIMAO BblAENUTb YETbIPE [N1aBHbIE KAaTEropum S1ekK-
TPOHHbIX HaBbIKOB. Kak BUAHO U3 Tabaunupl 6, 3TM KaTeropmMm NOMOratoT NOHATb
PONN KMBEpP- U 3NEKTPOHHbIX HAaBbIKOB B COBpeMeHHOM oblectse. CTaHOBUTCA
OYEBUAHBIM, YTO MOAb30BaTENM, BYAb TO OBbIYHbIE rpaXKaaHe, PaboTHUKK UK
MKT/knbepcneumanmncTbl, NOTEHUMANLHO ABAAIOTCA CNabbim 3BEHOM B KMbepBo-
npocax. Mo3aToMy HyKHbl KUBEPHABbIKWM A1 3aLUTbl I0AEN, OpraHn3aLmii 1 ob-
LecTBa OT AECTPYKTUBHbIX KNOEPUHLMAEHTOB U 3/I0HAMEPEHHbIX Knubeparak.

Mporpammbl 06y4eHns Knbepbes3onacHOCTM ANA BCEX ayAUTOPUI C PasHbIMM
3/1EKTPOHHBIMM HaBblKaMM U KMBEP3HAHMAMM MOTYT NOMOYb BbIPaboTaTb Ky/ib-
Typy KnMbepbesonacHOCTU C Hag/exalum nosegeHMeM M YCTaHOBKOM Ha 3a-
wuTy B UHTEpHETe. Takyto nnatdopmy MHGopMUpPOBaHMA 0 6e3onacHoOCTM MoryT
[ONONHATE MeToAbl 0byyeHus, YETKO NposCHAoLWMe Bonpockl Kubepbesonac-
HOCTU M KUbepyrpos Ans Ayywero noHMMaHuA Knbeparak. MpumeHsAsa 3T1 KOHTp-
Mepbl KubepbesonacHocTu, Atoau byayT nerdye BOCNPUHUMATL MHDOPMALMIO O
KnMbepbe3onacHOCTU N OXOTHEE NMPUHMMATb Mepbl 6e3onacHocTn B UHTepHeTe,
yTo 6YyAeT cnocobcTBOBaTL HE30MacCHOMY MOBEAEHUIO B KWBEPNPOCTPAHCTBE U
OKaXKeT NoNOXKUTENbHOE BANAHWE Ha 06LecTBO.

Ecnv nonb30BaTENAM CNIOXKHO OT/IMYUTL OBbIYHBIN 3aNPOC OT BO3MOXKHOM KU-
6epaTtaku, 3To roBopuT 0 Npobene B 0byyeHUn kKnbepbesonacHocTU. MoaTomy
WHBECTUPOBAHWE B Nporpammbl 0byyeHnsa KubepbesonacHocTH 1 Kubepobyye-
HWe NPOTMBOAENCTBUIO KMBEpYrpo3am LOKHO BbiTb MPUOPUTETOM OpraHM3a-
umi.

Ta6bauua 6. FnaBHble BbIBOAbI.
Karteropusa \ FnaBHble BbIBOADI \

Obuian Knbepbes- | ® KMbBepycTPOIACTBA YA3BUMbI AN KMbepaTak

OnacHoCTb ® 0aM MMBo He 3HatoT 0 KubepbesonacHocTu, Mbo He
NpUHUMaIOT Mep KnbepbesonacHocTH

O6y4eHune Kubep- | ® KOHeYHble NO/Ib30BaTe/IN HacTo ABASAIOTCA CaMbIM Cna-

6e30nacHoOCTH 6bIM 3BEHOM

® peKoMeHAyeTCs MHBECTUPOBATL B MPOrpammbl 06yyeHUs
KnbepbesonacHocTn n KnbepobyyeHne

38 Singh, “Developing e-Skills for Competitiveness.”
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® MOXKET 6bITb NOME3HbIM NPaKTUYecKoe obyyeHue ¢ no-
MOLLbIO UMUTALLMN B CETU U MHTEPAKTUBHOTO 0byYeHus B
Knbepnabopatopusx

dneKTpoHHOE 06Y- | ® 31EeKTPOHHOE 06yYeHne — BaXKHbIN aKTUB 1A UHBECTU-

YeHue pOBaHMA opraHM3auui

® BbIro/Zlbl CETEBOTO 3/IEKTPOHHOTO ObYyYeHUsA: yAANEHHDBIV
gocrtyn, pabota B lo6om mecte/s ntoboe Bpems, BO3-
MOXHOCTb MHTEPAKTUBHOrO 06y4YeHus

DNEeKTPOHHbIE ® coBpemeHHoe 06LLecTBe NocTeneHHo cTaHoBuTCa 6onee

HaBbIKM TEXHONOTMYHbIM

® 06y4yeHMe 3/1eKTPOHHbIM HaBblkam CTano Heobxoanmo-
CTblO

® 3/IeKTPOHHbIE HaBbIKM HYXHbl Kak BU3HeCMeHam, TaK U
06blUHbIM M0/1b30BaTENAM

® BbIrOAbl PAa3BUTUA 3/IEKTPOHHbIX HAaBbIKOB BEJIMKM U Ha
JIMYHOM YPOBHE

MockonbKy UKT cTanu BaxKHbIM GpakTopom rnobanbHOM KOHKYPEHTOCNOCO6-
HOCTW, pOCTa M UHHOBaLWM B EBpone, Heo6x0AMMO MHBECTUPOBATb B 06yYeHMe
3NEKTPOHHbIM HaBblKam M KnbepbesonacHOCTM A/1A NOBbIWEHUA YCTOMYNBOCTU
06LLLecTBEHHbIX, 3KOHOMUYECKUX U NMPOMbILWIEHHbIX cucTem. MpasutenbcTea u
HayuyHble yypexaeHna moran H6bl NOMOYb Pa3IMYHBIM OpraHM3aumMAM peLunTb
npobnemy HU3Kol MKT-KOMNETEHTHOCTU COTPYAHUKOB, MOMOrasa OpraHn3auum
KypcoB 0by4yeHunAa KnbepHaBbikam U 0B6yYeHUIO 3N1EKTPOHHBIM HaBblKam, YTO No-
MOKeT CTabuabHOMY POCTY U MHHOBALMAM €BPOMNENCKMX IKOHOMUK Bnarosapa
passutuio UKT.

Kpome Toro, 4tobbl BHegpUTb 3G PEKTUBHbBIE NpOrpammbl KMbepbesonacHo-
CTU M 3NEKTPOHHBIX HABbIKOB, NPENoAaBaTeNun AOMKHbI YCTPAHUTb MPUYUHBI, Me-
LatoLme nonb30oBaTeNAM MHBECTMPOBATb B 3TU Mporpammbl. MNpenoaasatenu
MOTYT a4anTMpPOoBaTb CBOM NeAarorMyeckne Metobl U CUCTEMbI TaKUM 06pa3om,
4yTobbI TE NPMHOCUAM HaNBONbLLIYIO NONb3Y KOHEYHbIM MOJ/Ib30BaTEeNAM, O4HO-
BPEMEHHO ONTMMU3NPYA COBEPLLUEHCTBOBAHME WX 31EKTPOHHbIX HaBbIKOB. B pe-
3ynbTaTe yyallMiica NoNyYUT UHTEPECHbIM OMbIT 3TUX NPOrpamMmm U CMOMKET UC-
No/ib30BaTb HOBble HABbIKM ANA JIMYHOTO COBEPLUEHCTBOBAHMA, BHOCA CBOW
BKN1a, B 06LLeCTBO.

UccnepoBaHue BbIfABUIO 06LLMIA HEAOCTATOK YCTOABLUMXCA TEPMUHOB UT. 310
«3/1IEKTPOHHbIE HaBbIKM», «KUOBEPHABLIKMY», KKOMMbIOTEPHbIE HaBblKM», «UKT
HaBbIKM», U BCE OHWM MOTYT UMETb Pa3Hble 3HaYeHUA Y pasHbIX aBTOPoB. Mbl pe-
KOMeHAyemM NpoAO/IKUTb UCCNEA0BAHMA U AaTb YETKOE onpesesieHUe KaXKAoMy
U3 3TUX TEPMUHOB.
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MpumeyaHue

MpeacTaBaeHHble 34eCb B3rNAAbl NPUHAANENKAT UCKNOUMTENbHO aBTOPam U He
BblpakaloT oduLManbHYO NO3ULMIO KOHCOPLUMYMa BOEHHbIX aKageMUit U UHCTU-
TYTOB M3yyeHUa npobnem 6GesonacHocTM nporpammbl «MMapTHEPCTBO paam
MMpa», OpraHn3aumit-ydacTHuUL uau usaateneit KoHcopumyma.

bnarogapHocTb

[JaHHana paboTa b6bina BbINONHEHA NpU NoaaepKe npoekta ECHO, duHaHcupy-
€MOoro no nporpamme WccnefoBaHWi U MHHOBaumin Esponelickoro Cotosbl
«Horizon 2020» cornacHo rpaHToBoro cornaweHunsa Ne 830943. duHaHcupyemble
Esponeiickon Komuccmelr NUNOTHbIE MPOEKTbI, TakMe, Kak EBponenckaa ceTb
LLeHTPOB KMbepbesonacHOCTU M XaboB KOMMNETEHLMN A1 UHHOBaLUMIA M paboTbl
(ECHO), patoT uccnegoBaTeiAM BO3MOMKHOCTb MPOBOANUTL SKCMEPUMEHTbI U CO-
6MpaTb IMNMPUYECKUE AaHHbIE O U3YYEeHUA 3TUX BOMPOCOB C Pa3HbIX TOYEK
3peHus.

bnarogapHocTb

Connections: The Quarterly Journal, Vol. 20, 2021, Bbiwen Npu NoAaeprKKe npa-
sutensbcrea CLLA.

06 aBTOopax

O-p Mappu Pyocnhaxtu — cTapwnii npenogasatenb Nporpammbl 6e3onacHOCTU U
y4YéTa pPMCKOB B YHMBeEpCUTETE NPUKAAAHbIX HayK Jlaypea. Bosrnasnsaet rpynny
Naypea B npoeKkte «EBponeiickas ceTb LLEHTPOB KnbepbesonacHoCTM M xabos
KOMMeTeHUUn 4na nHHoBauuii n pabotbl» (ECHO) nporpammbl «Horizon 2020».
DNeKTpoHHanA noyta: harri.ruoslahti@laurea.fi

DxxaHenb Kob&pH paboTana akcnepTom No Hay4HbIM UCCNELO0BAaHUAM U UHHO-
BauMAM B YHMBepcUTeTe NPMKNaAHbIX HayK Jlaypea, rae oHa NpMHUMana yya-
CTUe B pAde Hay4yHO-UCCe0BaTeIbCKUX NMPOEKTOB, BKAKOYAA UlyyeHne Knbep-
HaBbIKOB B pamkax npoekta ECHO.

Amup TpeHT — cTyaeHT 6akanaspata No MHGOPMALMOHHBIM TEXHOIOTUAM ANA
6usHeca B YHMBepcUTeTe NPUKAaLHbIX HayK Jlaypea.

MnKKa TUKaHMAKK — HayyHbI COTPYAHMK Mporpammbl 6e30nacHOCT! M yyéTa
pUCKOB B YHMBEpCUTETE NPUKNAAHBIX HayK Jlaypea, AOKTOpaHT B obaacty one-
PaTUBHOrO MCKYCCTBA M TaKTUKM YHMBEPCMTETA HALMOHAAbHON 060pOoHbI PUH-
NAHONN.
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