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PeueH3MpoBaHHaA cTaTbA

JanbHeunwee pa3BUTUE KBAHTOBbIX BbIYUC/IEHUIA U
uUX BaXKHocTb ana HATO
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AHHoTaumA: MepBble KBAaHTOBbIE KOMMbIOTEPbI CTAHOBATCA PEANbHOCTbIO U
y4éHble, paboTatolme B pasHbix 061acTAX, MEYTAIOT BOCMO/1b30BaTLCA MX
OrPOMHbIM BbIYUCAMUTENbHbBIM NOTEHUMANOM. B TO e Bpems BbiCOKasa Npo-
W3BOAMUTE/IbHOCTb KBAHTOBbIX KOMMbIOTEPOB HECET CEPbE3HbIE PUCKU ANA
KnbepbesonacHOCTU. MOXKHO OXMNAATb FOHKU BOOPYKEHUIN MeXAY CTOPO-
HaMW: TEMW, KTO 3aLLMLLAETCA, MbITaACb rapaHTUPOBaTb COXPAHHOCTb W
HagEXHOCTb XPaHMMOM 1 nNepegasaemoit MHOPMaLUK, U UX NPOTUBHU-
Kamu. ABTOPbI 3TOM CTaTbM MOMbITANNCb ONMUCaTb X04 Pa3paboTKM KBaHTO-
BbIX KOMMbIOTEPOB, CNPOrHO3MPOBATbL CAeAylolMe WarKk U NpoaHaau3npo-
BaTb BO3MOXKHOE BAUsAHME By AyLINX KBAHTOBbIX CUCTEM Ha Knbepbesonac-
HOCTb ¥ BOEHHble onepauun. CHayana Mbl PacCCMOTPUM NPUHUMUMUANbHbIE
OT/INYMA KBAHTOBbIX BbIYUCAEHWIA OT KNACCUUYECKMX U OBHAPYKMM, YTO aHa-
NOTUIA MEXAY HUMM HEMHOTo. MUP KBAHTOBbIX KOMMbIOTEPOB Y¥Ke ypes-
BblYaHO Pa3HOO6pPa3eH, M Mbl NOACHSAEM, YTO U KBAHTOBbIE CUMYAATOPbI,
W YHMBEpPCabHble KBAHTOBbIE KOMMbIOTEPbI MCMO/b3YIOT §-6MTbl, HO pabo-
TalOT OHW COBEPLUEHHO No-pasHoMmy. Pas yiK aKkcnepTsl B obnact 6esonac-
HOCTM M3y4atoT HOBble TEHAEHLMM KBAHTOBbIX BbIYMCAEHWUI, Mbl PAacCMOT-
PUM HOBEMLLME TEXHONOMMM W TOHKY 33 «KBAHTOBOE MPEBOCXOACTBOY.
HakoHel, Mbl AaéM AeTa/ibHbli aHA/INM3 KOHKPETHbIX PUCKOB KBaHTOBbIX
KOMMbIOTEPOB A8 TPAAMLMOHHbIX CMCTEM WNOPOBAHUA M MPUXOAUM K
BbIBOAY, YTO TaKMe acCMMMETPUYHbIE asiroOpPWUTMbl, Kak MNpoToKoa RSA,
BECbMA YA3BMMbI. Yrpo3bl KBAHTOBbIX BbIYMCAEHUI Ana KpunTorpadpum
OYEBUAHbI, KaK M NPOBAEMHOCTb 3aLMTbl XPaHUMbIX U NepefaBaembix

Creative Commons
BY-NC-SA 4.0

KoHcopuuym 060pOHHbIX aKaZeMuit 1 UHCTUTYTOB MO
n3ydeHuto 6e30MacHOCTU B pamKax nporpammebl «MpM»



https://www.kiu.edu.ge.xgex/
http://jamsys.eu/?page_id=13

Brandmeier, Heye, and Woywod, Connections QJ 20, Ne 2 (2021): 89-111

[OaHHbIX B BOEHHOM ceKTope. Ho Mbl M3yyaem CNeKTP BO3MOKHOCTEM KBaH-
TOBbIX TEXHONOTUI U BUAUM, YTO B3/IOM ACUMMETPUYHBIX ANFOPUTMOB
WndpoBaHMA — IMWb OAHA FPaHb; Apyrve GyHKLMK, HAaNpUMep, KBAHTO-
Bbl anroputm poBepa, MOryT PeBOIIOLMOHM3NPOBATL JIOTUCTUKY BOOPY-
EHHbIX cun. CNnyTHMKOBOE KBAHTOBOE pacnpefesieHne Kawuyein — eue
OflHa NepcrneKkTUBHan KoHUenuus, cnocobHas M3MEHUTb CBA3b MeXKAY BO-
eHHbIMK nogpasgeneHmamn. Ana HATO KBaHTOBbIE BbIYMCAEHUA UMEKOT
[,BE CTOPOHbI: a/IbAHCY HYXHO MCMO/Ib30BaTb AOCTUMKEHWUA N ObITb TOTOBbLIM
npoTMBoAeNCcTBOBaTb Kubepyrposam. Mbl nogckasbiBaem HATO, uyto
HYYKHO cAenatb, YTobbl MOArOTOBUTLCA K KBAaHTOBOW 3pe.

KntoueBble cnoBa: KBaHTOBble BblYMCAEHMA, KBAHTOBAA KM6ep6e3onac-
HOCTb, KBAHTOBOE NpPeBOCXOACTBO, KpMI'ITOI'pad)Mﬂ, TEOPUA CNOXKHOCTU Bbl-
YMCNEHUI, KBAHTOBAA YCTOVIHMBOCTb, KBAHTOBOE pacnpeaeneHune KNtouen,
HATO.

BcrynneHue

B Haluy 3Moxy «KaacCUYeCcKMX BblUMCAEHUI» obecnevyeHne KnbepbesonacHoCTH
npeacraBaseT coboit orpomHyto npobnemy. Mocne Knbepatakm 2007 r. Ha IcTO-
Huto HATO B 2008 r. Bnepsble yTBepanaa MNoantuky KubepsawmTbl U co3gana
YnpasneHune kubepsawmtbl B Bproccene.! Crpaternyeckas KoHuenuma HATO
2010 r. NpM3HAET BaXKHOCTb NMMBPUAHBIX YrPO3, BKAOYan Knbepataku, 6o Kom-
N/1eKCHble PUCKU HE OrpaHNYnNBatOTCA FeOFpad)VILIeCKVIMVI PaMKamMmu.

B yacTHOCTH, TPEBOXHbIe MacluTabbl NprobpeTatoT Kbepyrposbl B GUHAHCO-
BoMm ceKTope. Cyber Security Ventures 1 IBM coobLatoT, 4TO aTakm Ha HOBUYKOB
B 3TOM OTpPac/u pagy BbiKyna NpomncxogAaT Kaxable 14 cekyHa. B 2016 r. Knbe-
paTak Ha GMHAHCOBBIN ceKTop 6bino Ha 64% 6onblue, Yem Ha Apyrue cekTopa.?
B3siom, TO ecTb MepexBaT WM BMELLATENBCTBO B CBA3b MEXAYy ABYMS CTOPO-
Hamu, npeacTaBaseT ocobblii PUCK Ana GUHAHCOBOrO M APYrMX CEKTOPOB. lMo-
3TOMY KOMNaHWAM 1 BE4OMCTBAM PEKOMEHAYIOT 3aLUMLLATb BCE TOYKM A0CTYNa,
peanusya pag mep 6esonacHoctn.?

C pa3BUTMEM TEXHOJIOMMIA 3aLMTbI YCNeLWHble KnbepaTakm Ha KoprnopaTue-
Hble, NPaBUTENbCTBEHHbIE, BOEHHbIE CETU TpebyioT BCE bonblue pecypcos bonee
KPYMHbIX MPaBUTEIbCTBEHHbIX WJ/IM MPECTYMHbIX OPraHU3aumnii. AHaIM3 UCTOYHU-
KOB KnbepaTak MOKa3blBaeT, YTO B TO BPEMS, KaK HanageHua Ha ¢puHaHCOBble

1 Haly Laasme, “The Role of Estonia in Developing NATQ'’s Cyber Strategy,” Cicero Foun-
dation Great Debate Paper No. 12/08 (The Cicero Foundation, December 2012),
https://www.cicerofoundation.org/wp-content/uploads/Laasme_-Estonia_NATO_
Cyber_-Strategy.pdf.

2 Emma Olsson, “Report: FIs Warned to Prepare for Quantum Threats,” bobsguide, De-
cember 6, 2019, https://www.bobsguide.com/guide/news/2019/Dec/6/report-fis-
warned-to-prepare-for-quantum-threats.

3 OQlsson, “Report: FIs Warned to Prepare for Quantum Threats.”
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yupexaeHus no-npekHemy B OCHOBHOM coBepLUaeT HebobLLIaA rpynna MoLLeH-
HWKOB, NbITAKOLLMXCA BbIMOraTbh AeHbIM, Pa3paboTKa NPaBUTENIbCTBEHHbIX MK
BOEHHbIX Lie/iell BeAETCA B OCHOBHOM Ha rocy4apcTBeHHOM ypoBsHe.*

[arke nepenoBoin MHPPACTPYKTYPbI UMOPOBOI 3aLLMTbl CKOPO MOXKET ObiTb
HeA0CTaTOYHO, MOCKONbKY NOABAEHNE KBAHTOBbLIX KOMMbBIOTEPOB U3MEHUT Kaye-
CTBO Knbepatak. 1o MHEHUIO PAAA SIKOHOMMUYECKUX «TAXKENO0BECOBY, BK/OYan
Microsoft u JPMorgan, KOMMepPYeCKUiA KBAHTOBbIA KOMMbIOTEP MOABUTCA Ha
pbiHKe K 2030 r., BO3MOXHO, y3ke B 2024 r.°> M1pPOBO# PbIHOK KBaHTOBbIX BbIYMC-
NeHnit K 2024 r. mosKeT npesbicuTb 10 mapa. aonnapos.®

Bnpoyem, MHOrMe 3KcnepTbl OCMAPMBAIOT TaKMe NPOrHo3bl. Mcxoas us Heob-
XOAMMOCTN MHOECTBA TEXHUYECKMX Pa3paboTOK, OHM CYMTAIOT, YTO NpPonayT
AecATUNeTUA, NoKa byayT co3a4aHbl KBAaHTOBblE KOMMbIOTEPBI, CMOCOBHbIE «pac-
KOMIOTb» HbIHELHME CUCTEMbI WNGPOBAHMA, U HE UCKIKOYAIOT, YTO Takue no-
NbITKM MOTyT ObiTb 6e3ycrnewHbiMmu. M03TOMYy 3TW 3KCNEepTbl yOeXKAeHbl, YTo
KBaHTOBble KOMMbIOTEPDI, NPeACTaBAAOLWMNE YIPO3Y ANA CYLLECTBYIOLWMX METO-
[10B KpunTorpadum, noasatca He paHblie 2030 r.” Tem He MeHee aAMUHUCTPa-
TOpbl 6a3 KOHOMAEHLMANbHBIX AaHHbIX, TPEOYLWNUX ANUTENbHON 3amThbI,
Hanpumep, CeKPETHbIX MPaBUTE/IbCTBEHHBIX JOKYMEHTOB WU/IM CTApPbIX KOPHEBbIX
cepTUOUKATOB, AOKHBI UCKATb aNbTEPHATMBbI aCUMMETPUYHbBIM anroputmam.

YunTbiBaA NepeBopoT B CUCTEMAX LWMPPOBAHMNA U3-32 KBAHTOBbIX BbluMCae-
HUM U BaXXHOCTb KpunTorpadum ana BoeHHbIx onepaunin, HATO yxe ceiyac
HYYKHO HaYyMHaTb FOTOBUTb 3TU CUCTEMBI K KBAHTOBbIM KnbepaTtakam. Ho KpunTo-
rpadus —He egUMHCTBEHHAA 061aCTb, KOTOPYHO PEBOJIIOLLMOHM3NPYIOT KBAHTOBbIE
TEXHONOMNU; APpYyrNe CEKTOPA, Hanpumep, AaJbHASA CBA3b, TOXE KpPalHe BaXKHbI
ans HATO. B 3Toi cTaTbe Mbl MPUCTa/IbHEN PACCMOTPUM BO3MOMKHbIE CLEEHapUu.

[anee cTaTbsi NOCTPOEHA TaKMM obpasom: B pasgene |l a mbl paccmoTpum,
YTO OT/INYAET KBAHTOBbIN KOMMNbIOTEP OT KNaccuyeckoro. B pasaene Il b paccmat-
PMBAIOTCA Pa3Hble TUMbl KBAHTOBbLIX KOMMbIOTEPOB. B pasaene Il ¢ paccmoTpeHsl
acneKTbl TEXHO/I0TMM KBAHTOBbIX BblUMCIEHUH, a B paszene |l d onncaH TepmuH

4 J.R. Wilson, “Military Cyber Security: Threats and Solutions. U.S. Government and Mil-
itary Are Taking a Lead Role in Protecting Sensitive Computers from Cyber Attack, and
Solutions Finally Are on the Horizon,” Military & Aerospace Electronics, December 18,
2019, https://www.militaryaerospace.com/trusted-computing/article/14073852/
military-cyber-security-tactical-network.

5 Olsson, “Report: FIs Warned to Prepare for Quantum Threats.”

6 Walid Rjaibi, Sridhar Muppidi, and Mary O’Brien, “Wielding a Double-edged Sword:
Preparing Cybersecurity Now for a Quantum World” (IBM Corporation, July 2018),
https://www.ibm.com/downloads/cas/5VGKQ63M.

7 Arthur Herman and Idalia Friedson, “Quantum Computing: How to Address the Na-
tional Security Risk” (Washington, D.C.: Hudson Institute, 2018), https://s3.amazon
aws.com/media.hudson.org/files/publications/Quantum18FINAL4.pdf.

8 John Preup Mattsson and Erik Thormarker, “What Next in the World of Post-Quantum
Cryptography?” Ericsson Blog, March 4, 2020, https://www.ericsson.com/en/blog/
2020/3/post-quantum-cryptography-symmetric-asymmetric-algorithms.
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«KBAHTOBOE npesocxoAcTso». B pasaene Il aHann3mpyroTca CNOXKHOCTU NPOrHO-
3MpPOBaHMA DyAyLMX KBAHTOBbIX BbluMcieHU. Pasaen IV cogepKuT 0630p BO3-
MOKHOCTEN KBAaHTOBbIX KOMMbIOTEPOB MO pelleHuto 33aa4. B pasgene V pac-
CMOTPEHO BANSAHME KBAHTOBbIX BblUMC/IEHMI Ha KnbepbesonacHOCTb B LienomM. B
pasgene VI NOKa3aHO, KaK KBAHTOBblE BOSMOXHOCTU CBA3aHbl C BOEHHOW cde-
poi1, a pe3y/bTaTbl HAWKWX UccnenoBaHMiM 0606wWeHbl B pasaene VII.

Il. Hayka n TexHON0rMa KBaHTOBbIX BbIYUC/EHWNIA

a. Knaccuuveckuli u KeaHmoewlii Komribromep

CHayana NOCMOTPUM Ha OT/IMYMA KKNACCUYECKUX» U KKBAHTOBbIX» KOMMbiOTE-
pOB. B Knaccnyecknx KomnoroTepax «butbl», NpuHUMatowwme 3HaveHna 0 nam 1
(«6BUHapHana cucTema»), NpeacTaBAEHbl 31EKTPUYECKUMU CUTHANAMM, @ AaHHbIe
0bpabaTbiBalOTCA B BUAE IMHENHOTO NOTOKA BUTOB. B KBAHTOBbLIX KOMMbOTEPAX
KNAaCCUYECKUMA BUT 3aMEHEH «KBAHTOBbIM DUTOM», MU «g-BUTOMY», NPUYEM g-
61T cooTBETCTBYET YacTULe, Hanpumep, GOTOHY UM SNEKTPOHY, @ HE INEKTPU-
YecKoMy CUrHany. KBaHTOBbIE BbIYMCIEHNA MHTEPECHbI TEM, YTO HEBObLLOE KO-
JINYECTBO (-OBUTOB NO3BONSET XPaHUTbL U 06pabaTbiBaTb OFPOMHbIA 06BEM AaH-
HbIX.

MoaobHo bUTy, g-6UT NPU N3MEPEHUN TOXKE MOXKET HAXOAUTLCA B OAHOM U3
[ABYX COCTOAAHWI, HANPUMeEP, CMIYH BBEPX UM BHU3 (B KBAaHTOBOW MeXaHUKe CnnH
YyacTuLbl — XapaKkTepHaa ¢opmMa MOMEHTA BpaleHus). Tak B YEM e I1aBHOE OT-
JIM4me MeXay KNacCUYeCKMMU U KBAHTOBbIMM BbIYUCIEHUAMK? B Knaccuyeckom
KomMnbtoTepe MHPopmaLma 0bpabaTtbiBaeTca IMHENHO, @ B KBAHTOBOM KOMIMbtO-
Tepe — 3KCNoHeHUManbHo. Prsmyeckoe 0H6BACHEHWE 3TOMO OT/IMYMA 3aK/OYa-
€TCs B TOM, YTO MMKPOCKOMMYECKME OOBEKTbI MOTYT HAXOAMUTHLCA B COCTOAHUM
«cynepnosmumm» (40 HabnogeHUs CMMHOBOE COCTOSIHUME 3/IEKTPOHA MOMKET
ObITb «BBEPX», «BHWU3», UM UX CYNepnosnums), a KONNEKTUBHbIM COCTOAHUEM
KOMBWHMPOBAHHOM CUCTEMbI U3 HECKOJIbKMX MUKPOCKOMUYECKUX OOBEKTOB MO-
XeT 6blTb Cyneprnosnuma OTAENbHbIX COCTOAHWUM 3TUX OBBEKTOB («3anyTaH-
HOCTbY).

«3anyTaHHOCTb» M «CYNeprno3nLma» BO3MOKHbI JINLWb A1 KBAaHTOBbIX, HO He
K/1aCCUYECKMX COCTOAHWUN. B KBaHTOBOM KOMMNbloTepe aHCamb/1b 3anyTaHHbIX -
H6MTOB roTOBAT TaK, YTO KOFrepeHTHasA CMCTEMa HaXxoAMTCA B Cyneprosnumumn Bcex
KOMBUWHaATOPHbIX KOHOUIypauuii g-6MTOB A0 M3MepeHUs. 3anyTaHHOCTb AenaeT
BO3MOMHbIM MPOrPaMMMUPOBAHNE MHOFOKYBUTHbBIX JIOTMYECKMX BeHTUNei.”
Bpems KOrepeHTHOCTU OnpenenseTcA Kak BPeMA KBAHTOBbIX COCTOAHWUM, KOTO-
pble MOTyT 6bITb UCMONb30BaHbI B TEXHONOMMYECKUX Lenax. 0

° David Cardinal, “How to Make Sense of Google’s Quantum Supremacy Claim,” Ex-
tremeTech, October 29, 2019, https://www.extremetech.com/extreme/300987-
googles-quantum-supremacy-paper-tldr-edition.

10 Stuart A. Wolf et al., “Overview of the Status of Quantum Science and Technology
and Recommendations for the DoD” (Alexandria, Virginia: Institute for Defense Anal-
yses, June 2019), https://www.jstor.org/stable/resrep22809.
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PaccmoTpum «3HaHMA» HabntogaTens o KBAHTOBOW MeXaHWYeCKol cucTeme.
ECTb NPUHLMNMANBHOE OTAIMUYMNE MEXKAY MOMEHTAMU K0 U3MEPEHUA» U KNOCAe
N3MepeHUA», NOTOMY YTO KBaHTOBasA MexaHMKa — CTaTUCTUYeCKan Teopusa. B 3a-
BMCUMOCTM OT KOJIMYECTBA 3aMnyTaHHbIX -OUTOB, YNC/IO BO3MOMHbIX pe3y/bTa-
TOB HabNtOAEHWA, COOTBETCTBYIOLLMX BO3SMOXHbBIM pe3y/ibTaTaM pacyétos, Mo-
XeT 6bITb OrpomHbIM. [1nA «pacyéta», T.e. U3MepeHus, BblIbUPaIoT Kb OAHY
CNYYalHY KOHOUIYpaLLMIO COCTOAHWUM 3anyTaHHbIX -OUTOB M3 MHOXKECTBA BO3-
MOMKHbIX PE3Y/1bTAaTOB U3MEPEHUIA.

Cny4yaliHOCTb pe3ynbTata OA4HOro HaboAEHUA NOACHAETCA BEPOATHOCTHLIM
XapaKTepoOM KBAaHTOBOM MeXaHMKWU. KBaHTOBasa HeonpeaenéHHOCTb O3HaYaeT,
YTO HepacnpeaenéHHbIN g-bUT MOXKeT NPUHUMATDL tloboe 3HaYeHMe, NO3BOJIEH-
HOe cynepnosuumein coctoaHmnit.!! Bes maHUNyNAUMI pesynbTaTbl U3MEPEHUI
CNWHA BBEPX U BHM3 OANHAKOBO BEPOATHbI, HO KayKAbll pe3ynbTaT CBA3AH C UH-
AMBUAYaNIbHON aMNAUTYAOW BepOATHOCTU. KBAHTOBblE BbIYMCIEHUA COOTBET-
CTBYIOT TAaKOW MaHMNyAALMM g-6UTOB, YTO LIAHC YBUAETL KEaeMbll pe3yibTaT,
CKaXKeM, CuH BBepX, pacTér.'? 3agaya cocTouT B ToM, 4Tobbl OpPraHM30BaTh g-
61T TaK, YTOObI BEPOATHOCTb NPABUAIBHOIO U HEMPABW/IbLHOIO OTBETa Dblaa MakK-
CMMaIbHON Y MMHUMAJIbHOM, COOTBETCTBEHHO. IKCNEPUMEHT HYXKHO NOBTOPATH
00 JOCTUXKEHMA BbIDOPKKM AOCTAaTOYHOIO PasMepa, rapaHTUpPYHoLLEl cTaTuCTMYe-
CKYIO 3HAaYMMOCTb CpeaHEro pesysibTaTa.

M3-3a 3anyTaHHOCTM g-OMTOB NPOLECC U3MEPEHUI NMPU KBAHTOBbIX BbluMC/e-
HUAX MOXKET «Co34aTb» MHOOPMALMOHHbLIA KOHTEHT, PacTyLLMiA SKCMOHEHLM-
a/IbHO C YMCOM (-6UTOB. ITan Bbibopa g-6BUTHOW KOHPUTYpPaLUM, NPU KOTOPOW
NCMNO/Ib3yEeTCA BOJIHOBAA MPMPOAA KBAHTOBbIX MEXAHUYECKMX COCTOAHWUM, MOXHO
WHTEPNPETMPOBATb KaK peasiM3aLuio MPOLEccopa, BbIMOMHAOWENO CTOJ/IbKO
onepaumii, CKoNbKO 04HOBPEMEHHO MOKET BbITb -OUTHbIX KOHOUTYpaLmii. ITa
XapaKTePUCTUKA NPEeANOoaraeT BbiCOKYI0 3QOEKTUBHOCTb KBAHTOBbIX KOMMbHO-
TEPOB NPU peLleHnm cneundrUUHbIX «KKBaHTOBO-aA4aNnTUPOBAHHbIX» MaTemaTnye-
CKMX 3a4au.

Takum 06pa3om, KBAHTOBbIE MPOLLECCOPbI B LLE/IOM He «BbicTpee» Knaccuye-
CKMX MPOLLECCOPOB MPU peLleHnm NobbIX BbIYUCAUTENbHbIX 33434, B YaCTHOCTMH,
MOTOMY, YTO OHM BbINOHAIOT 60/bLUE TAKTOBbIX LMK/IOB B €AMHULY BPEMEHU —
TaK e onpeaenfeTca CKOPOCTb Knaccu4eckux npoueccopos. KBaHTOBbIe Mpo-
LLeccopbl MOTYT MPEBOCXOANTL KAaCCUYECKUE NPOLECCOopbl, TOIbKO eC/in BblUKC-
NINTENbHYIO0 3324y MOXHO 3a4aTb B Gopme, N03BOIAOLLLEN UCMO/Ib30BATL CBOM-
CTBa KBAaHTOBOW MeXaHWYeCKOWN BOJIHbI g-6uTa. MpeactaBum, 4To cUcTEMA 3any-
TaHHbIX g-6MTOB MOXKeT BbITb OpraHn3oBaHa TaK, YTobbl BbIBOPOYHO yaydWwaTh
pelleHMe maTeMaTUYECKOM 3a4a4M U OTMEHATb Bce g-bUTHble KoHbUrypauum,
COOTBETCTBYIOWME HEMPaBUIbHbIM OTBETAM, Yepe3 NMOMeXu B AeCTPYKTUBHOM

11 George Johnson, A Shortcut Through Time: The Path to the Quantum Computer (New
York: Alfred A. Knopf, 2003).

2 Eric Jodoin, “Straddling the Next Frontier; Part 1: Quantum Computing Primer,” White
Paper (Bethesda, Maryland: SANS Institute, 2014), https://www.sans.org/reading-
room/whitepapers/securitytrends/paper/35390.
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¢dasze. B 3Tom cayyae KBaHTOBbIM MPOLECCOP MOXKET AaTb pe3ynbTaT ropasso
bbICTpee, YemM KAacCUYEeCKUi, NoToOMy YTO Tpebyemoe KO/IMYECTBO KBAHTOBbIX
onepaummn («M3mepeHnii») HAMHOrO MeHbLLE YMC/la KNAacCUYECKUX onepaLmin ¢
nnasatollelt 3anaToin.

b. [lea muna K8AHMOBbIX KOMMNbIOMEPO8

B npeablaywem pasgene mMbl B 06LLEM FOBOPUAN O KKBAaHTOBOM KOMMNbIOTEPEY,
04HaKO Ham cnegyeT YTOUHWUTb MUCMOb3yeMylo 34eCb TEPMUHONOMMIO. B aTOM
pasgene mbl Jaém onpeaeneHunn (HaCKoNbKO BO3MOMKHO) pasHbIX BUAOB KBAH-
TOBbIX BblUMCAEHMIA. [OBOPA O NPOrPaMmMUpPOBaHUU MHOTOKYBUTHBIX I0MMYECKUX
BEHTU/IEN B NpeablayLiem pasgaene, Mbl N0 YMONYAHMIO OMUCbIBAIU XapaKTepu-
CTUKY «YHMBEPCA/IbHOrO KBAaHTOBOro KOMMbtoTepa». Ho gaa ABYX rnaBHbIX Kaac-
COB KBaHTOBbIX KOMMbIOTEPOB — «KBAHTOBOIO CUMYAATOPa» U KYHUBEPCASbHOIO
KBaHTOBOroO KOMMbIOTEPa» — XapaKTepHbl U MHOTME Apyrue CBOMCTBa.

MepBbliA TUN KBAHTOBOTO KOMMbIOTEPA — 3TO KBAHTOBbLIA CUMYAATOP, WMAW
KBAHTOBbIN aMynaTop. KBaHTOBble CUMYNATOPbI MOMKHO B KaKOW-TO mepe pac-
CMaTpUBaTb KaK aHANOroBble CUCTEMbI, MpeAHa3HayYeHHble ANa UccaenoBaHua
cneumMounYecKknx KBaHTOBbIX ABJEHUI, KOTOpble TPYAHO MCCAeaoBaTb IKCNepu-
MEHTa/IbHO U C/IMLIKOM CNOXKHO — NYTEM CUMYAALMM HA KNACCUYECKOM cynep-
KomnbloTepe. KBaHTOBbIE CMMYNATOPbI UCMOJb3YIOT KBAaHTOBO-MeXaHWYecKue
CBOWCTBA CYyNnepnosunummn 1 3anyTaHHOCTU. OHM BbINONHEHbI B BUAE Pa3HbIX K-
3MYECKMX CUCTEM, HaMPUMEP, KaK CUMYIATOPbI Ha CBA3AHHbIX MOHAX UKW YAbTPa-
XONI04HbIX aTOMaX.

KBaHTOBbIV OTKMUI MOXHO OMMCaTb Kak aHaNoroByH BEPCUIO KBAHTOBbIX Bbl-
ymcneHnin,* xoTa KBaHTOBbIE OTXKMUraTe/IM MOXHO AMHAMMYECKN KOHUIYpUpo-
BaTb («NPOrpammMpoBaThb»), MCNOMb3ya nNporpammHoe obecrnedyeHune.’® ITu
KBAHTOBbIE NPOLECCOPbl MCNONbL3YIOT -6UTbl MMHUMAAbHOM 3aMyTaHHOCTM, HO
obecneymBaloT 4OCTaTOYHOE BPEeMA KOrepeHTHOCTM ANA BbIMNOJHEHUA PAacUYETOB.

KBaHTOBble OTKMraTeAn MOMHO ONMCaTb KaK KBAaHTOBble CUMYAATOPbI, UC-
nob3ylowpe cBepxnpoBogalLme q-6uTbl 418 onpegeneHna OCHOBHbIX COCTORA-
HWUWA FAMUNBbTOHMAHOB CMMHOBBIX CUCTEM aaMabaTHbIM M3MEHEHMEM BHELUHEro
MarHUTHOrO MO/A C HaYa/IbHOTO 40 KOHEYHOro 3Ha4YeHuA. FaMUAbTOHUAH — 3TO
MaTeMaTUYecKnit onepaTop, onpeaenatolmii SHepreTuieckne ypoBHM KBaHTO-
BOW MEXaHM4YecKon cucTembl. TepMUH «aamabaTHbIN» 03HAYaeT, YTO BHELLHee
nojie NPUMEHAIOT TaK, YTo COBCTBEHHbIE QYHKLMM CUCTEMbI (KBAHTOBaHHbIE CTa-
LUMOHapHbIe COCTOAHMA CUCTEMbI) MeA/IEHHO MEHAIOTCA, a YMCAA 3aMO/HEHMA

13 Herman and Friedson, “Quantum Computing: How to Address the National Security
Risk.”

4 Arnab Das and Bikas K. Chakrabarti, “Quantum Annealing and Analog Quantum Com-
putation,” Reviews of Modern Physics 80, no. 3 (2008): 1061-1081, https://doi.org/
10.1103/RevModPhys.80.1061.

15 Jack Krupansky, “What Is a Universal Quantum Computer?” medium.com, September

1, 2018, https://jackkrupansky.medium.com/what-is-a-universal-quantum-computer
-db183fd1f15a.
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COCTOSIHWM OCTalOTCA HeM3MeHHbIMW. MoryT 6biTb pa3paboTaHbl pasHble Npo-
dnnn agnabaTHOro M3MeHeHMa ana agmabatHol TpaHchopmaLUM HayabHOro
raMmibTOHWaHa B KOHEYHbIN. OCHOBHOE COCTOSIHME 3TOF0 KOHEYHOrO FrAMUAbLTO-
HMaHa COOTBETCTBYET pelleHuto 3aga4un.’® Mpu 3Tom noaxode MCMNosb3yeTca
KBAHTOBO-MEXaHUYECKUA TYHHE/IbHbIA nepexos yepes noTeHuuManbHble Hapb-
epbl AN UCCNeA0BaHUA TONOAOMMKN SHEPreTUYecKmin nosepxHocTn.’

KBaHTOBblE OTKMUraTeNM CNeLmManbHO CO34aHbl A7 NOUCKA rMo6anbHOro Mu-
HUMYMA GYHKLUN NPU MHOTUX IOKaNbHbIX MMHMMYMaXx, YTO COOTBETCTBYET pe-
LUEHMIO 33434 KOMOUHATOPHOM ONTMMM3aUMK, Hanoaobue 3aaum 0 KOMMUBO-
AXEpe, T.e. 33434 C NPOCTPAHCTBOM OMCKPETHOro MoMcKa. Pexxmm nopcyéta
KBAHTOBbIX OTKMUraTesiell OCHOBAH HA KBAHTOBbLIX GJIOKTyaLMAX, @ HE HA MaAHU-
nNynsumMm (KOHTPONMPYEMOM, HEC/TYYaliHOW 3anyTaHHOCTH) q-6MTOB.

MepBblt KOMMEPYECKUI KBAaHTOBbIN OTXKuUraTenb B 2011 r. 3anycTnna Komna-
HuA D-Wave Systems. B 2015 r. coobuwanocb 06 yckopeHuu B 108 pas Ha Habope
C/IOXHbIX 33434 onTumm3sauunm B cucteme D-Wave 2X, no cpaBHEHUIO C moaenu-
POBaHWEM OTXKMra U KBaHTOBbIMM MeTogamu MoHTe-Kapno.'® B Tbicauekybut-
Hon cucteme Advantage Pegasus P16, nokasaHHoi B 2020 r., MCNo/b30BaH
NPWHLMMN KBAaHTOBOIO OTXKWUra ANA pacyétos npu nomolum 6onee 5000 ciyyaiiHo
3anyTaHHbIX CBEPXMPOBOAAWMX (-OUTOB. ITOT TbiCAYEKYOUTHbIN aanabaTHbIN
KBAHTOBbIN OTXKUTaTeb MOXHO, HaNnpPUMep, UCMOJIb30BaTb AJ/151 MOMCKA HAPKO-
TMKOB.'® OHaKo BONPOC O peasibHbIX NPEMMYLLECTBAaX KBaHTOBbIX OTXKUraTenen
NPy pelweHnn HEKOTOPbIX aNrOPUTMOB ONTMMM3AUMKN Mepes KAacCUYecKUumu
KOMMbloTepaMm ocTaércs oTKpbITbIM. 2

BTOpoO# TMN KBAaHTOBOrO KOMMbIOTEPA — YHUBEPCAJIbHbIN KBAHTOBbIN KOMIMb-
totep. lMpaBaa, OAHO3HAYHOTO OMpefesieHMA TaKoro YCTPOMCTBA He cylie-
creyeT.?! Mo KpynaHckomy,?? yHMBEpPCaNbHbIN KBAHTOBbLIN KOMMbIOTEP UCMONb-
3yeT 4,0CTAaTOYHO 60/blIoe YNCIO g-BMTOB A/1A pelleHns HeTPUBUAIbHbBIX, 00-
LLMX 33434, YTO OT/IMYAET €ro OT CNeLManbHbIX N Y3KODYHKLIMOHANbHbBIX KBAHTO-
BbIX KOMMbIOTEPOB, MPeAHA3HAYEHHbIX /1A PELIEHMA HEKOTOPbIX YETKO onpeae-

16 p, Richerme et al., “Experimental Performance of a Quantum Simulator: Optimizing
Adiabatic Evolution and Identifying Many-body Ground States,” Physical Review A 88,
no. 1 (July 2013): 12334, https://doi.org/10.1103/PhysRevA.88.012334.

17 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”

18 Hartmut Neven, “When Can Quantum Annealing Win?” Google Al Blog, December 8,
2015, https://ai.googleblog.com/2015/12/when-can-quantum-annealing-win.html.

1% Nicole Hemsoth, “Glaxosmithkline Marks Quantum Progress with D-wave,” TheNext
Platform, February 24, 2021, www.nextplatform.com/2021/02/24/glaxosmithkline-
marks-quantum-progress-with-d-wave.

20 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”

21 Krupansky, “What Is a Universal Quantum Computer?”
22 Krupansky, “What Is a Universal Quantum Computer?”
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NEHHbIX BbIYUCAUTENbHBIX 3343y, T.e. KBAHTOBbIX CUMYAATOPOB. MHbIMK cno-
BaMW, KBAHTOBbI KOMMNbIOTEP AeNaeT YHUBEpPCanbHbIM /ol LmdpoBoit obpa-
60TKM, Npeobpasyowmii MUKPOKOMaHZbI B UMMY/bCbl 418 MaHUNYAALUKN g-6u-
Tamu, N03B0oNAA UM PaboTaTb KaK KBAHTOBbIN 10rMUYECKNiA BEHTUAB.?3 Takum 06-
pa3om Bce onepaumum MOryT BbINONHATLCA HAa OAHOM g-6uTe Uau nape g-6uToB.

MocKonbKy «LMbPOBOM» O3HAYAET «C AMCKPETHLIM 3HAYEHUEMY», CTOUT OT-
METUTb, YTO TaKMKe MPOLO/IKAITCA MOMNbITKA KBAHTOBbIX BbIYUCAEHWI Henpe-
PbIBHbIX MePeMeHHbIX, HanpPMMep, NMPOEKT ONTUYECKMX BbluncieHuin Xanadu.?

CornacHo KpynaHckomy,?®> yHMBepCa/ibHble KBaHTOBbIE KOMMbIOTEPbI AENAT
Ha YeTblpe ypoBHA. KBaHTOBbIN KomnbloTep 1 ypoBHA — 3TO yHMBepCanbHas
KBAHTOBas MalUWHA TbHOPUHIra, HECNOCOOHAaA BbIMOJAHUTL C/0XHbIN Habop Ko-
MaHg, BO3MOKHOCTU YHMBEPCAZIbHOIO KBAaHTOBOIO KOMMbIOTEPA BO3PACTalOT Ha
KaX4OM YypoBHe, JocTuran 4 ypoBHSA, ONA KOTOPOrO XapaKTepHbl KBAaHTOBblE
KOMMNbIOTEPbI, HAMHOTO MPEBOCXOAALME MO EMKOCTU U NPOU3BOAUTENLHOCTU
Knaccuuyeckuii komnblotep. Co3gaHMe YHWUBEPCANbHOTO KBAaHTOBOTO KOMIMblO-
Tepa 4 ypoBHA 3aBUCKT OT 3aMyTaHHOCTM 6OAbLIOrO YMCNa g-BUTOB B TeYEHUE
BCEro BPEMEHM BbIYMC/IEHWNI, @ 3TO KpalHe C/I0XKHasA 3a4a4a.

c. TexHos02UA KBAHMOBbIX BbIYUCAEHUL

Bnarofaps BO3MOMHOCTAM KBaHTOBbIX KOMMbIOTEPOB MHTEPEC HayKu U Mpo-
MbILLNEHHOCTM K MX CO3/1aHMI0 OFPOMEH, HO TO e KacaeTcs 1 6a30BbIX TEXHUYe-
ckux Tpe6oBaHui. O4HOM M3 OCHOBHbIX NPOBAEM NPU peanmsaumm KBaHTOBOTO
KOMMbIOTEPa ABNAETCA HEMNOCTOAHCTBO 3aMyTaHHOCTU. YTo6bl KBaHTOBbLIN Npo-
ueccop pabotan, HeobXoAMMO NOAAEPKMBATL HEKOTOPOI KONMYECTBO (-6UTOB
B CyNepnosunuum COCTOAHWI AOCTaTOYHO A0r0e BPEMA — BPEMA KOrePEeHTHOCTM.
MpurcyLLas KBaHTOBbIM COCTOAHMAM HeCTabUNbHOCTb BEAET K TeHAEHUMM BbICT-
poro paccemBaHua TIATENbHO OPraHM30BaHHOM 3anyTaHHOCTU. 3TOT npouece
Ha3blBaloOT AeKorepeHumen.

MOCKOMbKY AeKOrepeHumio q-6UTOB YCUAMBAIOT BHELIHWE NOMEXW, KBaHTO-
Bblii KOMMbIOTEP A0/KEH BbiTh M30/MPOBaAH OT BHELLHeN cpeapl. Jlydwmne ycno-
BUA A1 KBAHTOBbIX MPOLECCOPOB — BaKYYMHble KOHTENHEpbl U CBEPXHU3KME
TemnepaTypbl, NTOTOMY YTO OHU NOBbILIAIOT CTabUABLHOCTb CyNepno3unLLMm 1 3any-
TaHHOCTU g-61TOB.%®

Ceituac paspabaTbiBaloT pasHble KOHUENUUM peannsaumm g-6uToB: CBEpX-
NPOBOAMMOCTb, MOHHAA OBYLLKA, KBAHTOBasA TOYKa, TOMOAOrMYECcKas, CnHO-
Bas, Tpurrep. PaspaboTka 0HMX TONbKO Hauanach, APYrmxX — y3Ke NPOABUHYNACS.
KBaHTOBbIE CUMYNATOPbI CO CBEPXNPOBOAALLMMM -BUTaMM FOTOBbI K BbIXOY Ha

23 Richard Versluis, “Here’s a Blueprint for a Practical Quantum Computer,” IEEE Spec-
trum, March 24, 2020, https://spectrum.ieee.org/computing/hardware/heres-a-
blueprint-for-a-practical-quantum-computer.

24 Krupansky, “What Is a Universal Quantum Computer?”
25 Krupansky, “What Is a Universal Quantum Computer?”

26 Herman and Friedson, “Quantum Computing: How to Address the National Security
Risk.”

96


https://spectrum.ieee.org/computing/hardware/heres-a-blueprint-for-a-practical-quantum-computer
https://spectrum.ieee.org/computing/hardware/heres-a-blueprint-for-a-practical-quantum-computer

JansHeliwee pazgumue KBAHMOBbIX 8bl4UCAEHUU U Ux 8axcHocms 0458 HATO

pbIHOK. O4HAKO g-BUTHYIO CUCTEMY, KOTOPanA NO3BOJIUT CO34aTb YHUBEPCA/bHbIN
KBaHTOBbIN KOMMbIOTEP, eLé NpeacTonTt nsobpecTu.

d. KeaHmosoe npeeocxodcmeo

BaKHbIM TEPMUHOM MPU ONUCAHUM PA3BUTUA KBAHTOBbIX BbIYMCNEHUI ABAAETCA
«KBAHTOBOE NPEBOCXOACTBO». XOTA KBAHTOBbI KOMMNbIOTEP, CNOCOOHLIN pac-
WndpoBaTb aACUMMETPUYHOE WNPpPOBaHME («NMPeMMabHbIN KBAHTOBbLIA KOMIMb-
oTep», quantum prime computer), MoXeT 0cTaBaTbCs GaHTACTUKOM, HEKOTOPbIE
3KCMNepTbl BepAT B 6/1M30CTb eLLé OAHOro BaXKHOTrO Wara B KBAHTOBbIX BbluMCe-
HUAX: KBaHTOBOE NpPeBOCXoAcTBOo.”” KBaHTOBOE NPeBOCXoACTBO ByAeT AoCTur-
HYTO, KOria KBAaHTOBbI KOMMNbIOTEP CMOMET PELUUTb 3334y, NYCTb MCKYCCTBEH-
HYt0, KOTOPYIO 33 MOJIMHOMMA/IbHOE BPEMA HE MOMKET PEeLUTb KAacCUYecKui
KomnbloTep.

B okTAbpe 2019 r. KomaHAa B cocTaBe rpynnbl Google Al Quantum v yHuBep-
CUTETCKMX YYEHDIX 28 33aABMNa O LOCTMMKEHMM KBAHTOBOrO MPEBOCXOACTBA CAy-
YalHbIM NporpammupoBaHvem 53 dusmyeckmx g-6UToB KBAHTOBOro npouec-
copa Sycamore ¢ NPUMEHEHWEM OLHOKYOUTHbIX U ABYXKYOUTHbBIX SIOrMYECKUX
onepauui (lormyeckne BeHTUAN).

M3-3a HecTabunbHOCTM U3MYECKMX (-OUTOB TpebyroTca onpeaenéHHble
KOMBUHauuMn pusnyeckmx g-6uToB A KOPPEKLUN OLIMBOK B KBAHTOBbIX BbIYMC-
NleHunAx, 4Tobbl NONYYNTb aBCTPaAKTHLIN NOornMYeckuii q-6uT. Koa Koppekumum owm-
60K B KBAaHTOBbIX BbIYUCEHUAX COAEPHKUT MHDOPMALMNIO, COOTBETCTBYHOLLYHO J10-
rMYECKOMY COCTOSIHWIO OAHOro -6UTa NpPWU 3anyTaHHOM COCTOAHWW aHcambas
dusmnyecknx q-6utos.?® Mocne Koppekuun oWMBOK B KBAHTOBbIX BbIYMCAEHMAX
npoueccopa Sycamore 3anyTaHHble du3nyeckne g-buTbl ceoaaTca K pakumm
ofHoro nornyeckoro g-6uta.3°

XoTs Ha aTane NporpammMMpoBaHMUs TEOPETUYECKOTO KBAHTOBOTO NPOLLECCOpa
BCe g-6UTbl MOryT ObiTb KOMNEKTMBHO 3anyTaHbl, B Sycamore 3anyTbiBalOTCA
TONIbKO cocefHue g-6UTbl. ITO OrpaHUYEHNE MOMKHO B KAKOM-TO CTENEHU KOM-
NMeHcMpoBaTb B3aMMO3aMeHol (-b6MTOB, YUTO 3aHMMAET MHOIO BPeMEeHU W Mo-
3ToMy BpeauT KorepeHTHOCTK.3! Tem He MeHee, cornacHo JpyTy € Koaieramm,3?

27 Herman and Friedson, “Quantum Computing: How to Address the National Security
Risk.”

28 Frank Arute et al., “Quantum Supremacy Using a Programmable Superconducting Pro-
cessor,” Nature 574, no. 7779 (October 2019): 505-510, https://doi.org/10.1038/
s41586-019-1666-52019.

2 Giuliano Gadioli La Guardia, ed., Quantum Error Correction. Symmetric, Asymmetric,
Synchronizable, and Convolutional Codes, Quantum Science and Technology Series
(Springer, 2020).

30 preup Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptog-
raphy?”

31 Cardinal, “How to Make Sense of Google’s Quantum Supremacy Claim.”

32 Arute et al., “Quantum Supremacy Using a Programmable Superconducting Proces-

”

sor.

97



Brandmeier, Heye, and Woywod, Connections QJ 20, Ne 2 (2021): 89-111

AN peLleHus YMCNeHHbIX 334ad, BbIMOJHAEMbIX NpoLeccopom Sycamore npu-
mepHo 3a 200 cekyHa, cynepkomnbtoTepy IBM Summit noHagobutca 10 000 ner.
B IBM cpasy e onposepriv yTeep:aeHue dpyTa u ero Koaser,>® 3asasus, uTo
[OOCHaLWeHMe Summit BTOPUYHOWM NamATbIO COKPATUT BPeMs MOLENNPOBaHMA
uenen Sycamore a0 2,5 gHen, 4To AOCTAaTOYHO HbICTPO, YTOOLI pa3BeATb 3aABe-
Hue o npesBocxoacTee Sycamore.3

Cnop o B3rnsZe Ha KBAHTOBOE MPEBOCXOACTBO Sycamore npeaBocxuwiaeTt
npo6aembl TONKOBaHWA U OLLEHKU SOCTOBEPHOCTM PE3y/IbTaTOB KBAHTOBbIX Bbl-
YUCNEHUIN, KOTOPbIE BOSHUKHYT MPU AOCTUMKEHUWU 3Tana HEBO3MOMKHOCTU NPO-
BEPKM 3TUX PE3y/IbTaTOB C MOMOLLbIO 0BbIYHbIX CYNepPKOMMbIoTePOB.>

CTOUT OTMeTUTb, YTO OBOCHOBAHHOCTb TEPMMHA «KBAHTOBOE MPEBOCXOA-
CTBO» B ocC/iegHee Bpems NoABepraloT COMHEHMIO, MOCKO/IbKY OH Npeanonaraet
O4YeHb MANOBEPOATHbIN CLEHAPWUIA, YTO KBAHTOBbIE KOMMbIOTEPLI B LIESIOM CMO-
ryT NPeB30MTH KNAacCUYECKMe KOMMNbIOTEPDI, B TO BPeMA KaK byayLine KBaHTOBble
KOMMbOTEPbI MOTYT ObITb 3PPEKTUBHEE KNACCUMYECKUX KOMMbIOTEPOB TO/IbKO
npwv peweHnn cneumpuyecknx 3agad. Mostomy Ans onMcaHUA Nporpecca B KBaH-
TOBbIX BbIYMCNEHMAX PEKOMEHAYIOTCA BblpaXKeHUs Hanogobue «KBaHTOBOE Npe-
MMYLLLECTBO» M «KBAHTOBaA NPaKTUYHOCTb».3°

lll. MporHo3 pa3BUTUA KBAHTOBbIX BbIYUCAEHUN

CKOpOCTb MpOrpecca KBaHTOBLIX BbIUMCNEHWI NpeayragaTh O4YEHb CAOMKHO.
OpHa M3 NPUYMH TaKoMN Heonpeaen&HHOCTM 3aK4YaeTca BO MHOMeCTBe pac-
CMaTpMBaeMbIX B HacToALLEe BPEMA -BUTHBIX TEXHONOMMiA. YTOBbI pelunTb, Ka-
Kue g-6UTHbIE apXMTEKTYPbI OKaXKYTCA YCMeLHbIMU B ByAyLLEeMm, HY>KHO OTBETUTb
Ha MHOMECTBO TEOPETUYECKMX U NPaKTUUYECKMX BONpocos. Ewé ogHum dakTo-
POM ABNAETCA BOMPOC O TOM, KaKoe B/IMAHME OKaXeT Ha/IMuMe KBaHTOBbIX KOM-
NbIOTEPOB PaHHEro MOKONAEHMA Ha KOHCTPYKLMIO MOCAEAYIOWMX NOKONEHUA.
HaKoHel, HENpoCTO NOHATb, B KAKOM MacluTabe Apyrue rpaaylime MHHOBALLMM,
TaKMe KaK MCKYCCTBEHHbIN MHTENNEKT, MOTYT NOBAMUATL Ha 3BO/IIOLMIO KBAHTOBbIX
KomnbloTepos.3’

33 Arute et al., “Quantum Supremacy Using a Programmable Superconducting Proces-

sor.”
34 Edwin Pednault et al., “Leveraging Secondary Storage to Simulate Deep 54-qubit Syc-
amore Circuits,” arXiv, 2019, https://arxiv.org/abs/1910.09534.
35 “Google’s Search for Quantum Supremacy,” ID Quantique, March 20, 2018,
https://www.idquantique.com/googles-search-for-quantum-supremacy.
Scott Fulton IIl, “What Happened to Quantum Supremacy? Quantum Computing
Needs a New Success Metric,” ZDNet, November 2, 2020, https://www.zdnet.com/
article/what-happened-to-quantum-supremacy-quantum-computing-needs-a-new-
success-metric.

Herman and Friedson, “Quantum Computing: How to Address the National Security
Risk.”

36

37
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Cob6CcTBEHHO, B3aMMHOE ycuieHMe 0b6enx Hay4HbIX AUCLUMAUH HEe WUCKAI-
YEHO, MOCKOJIbKY KBAHTOBbIE BbIYUC/IEHUA TAKMKE OKaXKyT BAUSHME HA UCKYC-
CTBEHHbIN MHTE//IEKT, BbINOAHAA ONpesesieHHble onepalmm HaMHoro bbicTpee
KNaCCUYECKMX KOMMbIOTEPOB. ITOT MPOrHO3 CTUMY/IMPOBA/ NOABAEHUE MEXKANC-
LUMNAMHAPHOro HanpaBaeHna «KBaHTOBbIN MCKYCCTBEHHbIW UHTeNNeKT» (Quan-
tum Artificial Intelligence, QAIl). MawnHHoe obyyeHne ABNAETCA NOAOTPACAbIO
WCKYCCTBEHHOIO MHTENNEKT], @ oAHa u3 aucumnanH QAl — nocneaytollee KBaH-
TOBOE MalLMHHOE 0by4YeHue.

B 2019 r. UHcTUTYT 060pOHHbIX nccnenoBaHuit (Institute for Defense Anal-
yses, IDA) BbinonHun ana MuHuctepctea 060poHbl CLLUA BcecTopoHHUI aHanms
BO3MOXXHOIO B/IMAHUA KBAHTOBbIX TEXHONOMMIA Ha BOEHHO-NO/IMTUYECKNE UHTE-
pecbl.3® CornacHo Byndy c konneramu,?® B passBuUTUN LMPPOBLIX KBAHTOBbIX Bbl-
YncneHun byaeT TpU 3Tana: KBAHTOBbIE BbIMMC/IEHUS KOMMOHEHTOB (component
quantum computation, CQC), KBaHTOBble BbIYMC/NEHUA CPeaHEro maclitaba ¢
wymamm (noisy intermediate-scale quantum computing, NISQ), 1 ycToliumnsble K
owmnbKam KBaHTOBble BbluncneHua (fault-tolerant quantum computing, FTQC).
Ons ceepxnpoBoaAwmMX q-6MToB U g-6UTOB CO CBA3AaHHLIMW MOHAMW AOCTUTHYT
atan NISQ. AnbTepHaTMBHbIE apXUTEKTYPbl, HANPUMEP, KBAHTOBbIE TOYKK, BCE
eLLé HaxoanTca Ha atane CQC. HM ogHa g-bUTHaAA TEXHONOMMA NOKa YTO He Npu-
6amnsmnack Kk FTQC.

MatemaTuk MNutep LWop 8 1994 r. npes/ioKun anropuTMm KBAHTOBOTO KOMIb-
toTepa ana GpakTopM3aLmMm LeNbIX YACeN B MOJIMHOMMUANbHBIA cpoK.*® [ina pea-
nnsaumm anroputma Lopa ans dpaktopmsaumm Yncesn, CINWKOM 60abluMX Ans
KNACCUYECKUX CYNnepKOMMbIOTEPOB, HYXKeH npoueccop yposHAa FTQC ¢ npu-
MepHo 106 dusmuecknmn g-butamu. Mo mHeHuo MpymbanHr n Moposuua,*! ce-
PbE3HO 0XKMAATb NOABAEHMA TAKOTO NPEMMUAZIbHOTO KBAHTOBOIO KOMMbIOTEPA B
HacTosLLEE BPEMSA HE CTOUT, €r0 peasn3auns MOXKeT 3aHATb He meHee 20 neT.

OcTaéTca yBMAEeTb, NPOMAET M NMPOBEPKY pPeasibHOCTbIO 3aKOH HeseHa, no
KOTOPOMY MPOU3BOAMTENILHOCTb KBAHTOBbIX KOMMbIOTEPOB MOBbILIAETCA C MOJI-
HWEHOCHOM ABaXKAbl SKCMNOHEHLMAIbHOM CKOPOCTbIO MO CPABHEHUIO C Knaccuye-
CKMMM KOoMNbloTepamn. MOXHO CKa3aTb, YTO 3aKOH HeBeHa onucbIBaeT 3BOJIO-
UMIO yMcna g-bMToB B KBAHTOBbIX MPOLLECCOPAX, MO aHaIorMu ¢ 3akoHom Mypa,
npeaonpeaensaoUmMm YACNO0 TPAH3UCTOPOB B 0BbIYHBIX NpoLeccopax.*?

38 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”

3% Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”

40 peter W. Shor, “Algorithms for Quantum Computation: Discrete Logarithms and Fac-
toring,” in Proceedings of the 35" Annual Symposium on Foundations of Computer Sci-
ence (IEEE Comput. Soc. Press, 1994), 124-134.

41 Emily Grumbling and Mark Horowitz, eds., Quantum Computing: Progress and Pro-
spects (Washington, DC: The National Academies Press, 2019).

42 PreuP Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptog-
raphy?”
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IV. MpuroaHoCTb KBAaHTOBbIX KOMMNbIOTEPOB A/1A PELIEHUA KOHKpeT-
HbIX 33434

KBaHTOBble KOMMNbLIOTEPBI B LLE/IOM CYLLECTBEHHO He MPeB30MAyT KNacCcuyeckue
KOMMNbIOTEPbI MPU PELLUEHMM 334,34, HO NPEUMYLLECTBO KBAHTOBbIX KOMMbIOTEPOB
Hag, Knaccuyecknmu byaeT NpsaMo 3aBMCETb OT XapaKTepa pellaembix 3a43a4. [o-
Ka3aHo, YTO KBAHTOBbIE a/ITOPUTMbl NOTEHLMANbHO MOTYT MAcCOBO NPeB30WTH
KJlacCMYecKMe anropuTmbl NPU pelieHMr Hebonblioi rpynnel 3agad. OgHako
ONA pelleHns MHOMMUX APYrvX 3a[a4 KBaHTOBblE KOMMbIOTEPbI, NOX0XKeE, He AaayT
0cobbix npenmyLLecTs.*® KBaHTOBblE KOMMbIOTEPbLI CMOTYT AaTb GOpY Kaaccuue-
CKMM KOMMbIOTEPAM NPU BbIACHEHWUM 1106abHbIX CBOMCTB MaTEMATUUYECKUX CU-
ctem. TaKKe B 3TOM paszesie Mbl MOKAXKeM, YTO NOBbIWEeHNE 3GPEKTUBHOCTU Bbl-
YUCAEHUI NPU MOMOLLLM KBAHTOBbIX a/ITOPUTMOB 3aBUCUT OT XapaKTepa KOHKpeT-
HOM 3afaun.

Mpexae, Yem NPOAOCIKUTb, HAM HYXXHO AnddepeHUMPOBaTb 3a4a4M NOMCKA
W NPOBEPKM pelleHuid. s 3agay Knacca CAOXHOCTM P pelueHnsa mMoryT 6biTb
HallgeHbl U NPOBepeHbl 33 NOAMHOMMUANbHOE BpemMsA. PelleHune 3agay Knacca
«HegeTePMUHUPOBAHHOE NOAMHOMMaNbHOoe Bpema» (NP) Henb3sa HalTK 3a no-
JIMHOMMANbHOE BPEMSA, HO MOKHO 33 MOIMHOMMA/IbHOE BPpems NPoBepuUTb. 3a-
Aavy Ha3blBaloT NP-NONHOW, eCIM HUKaKMe anropuTMbl MOJMHOMMANIBHOIO Bpe-
MEHMW, HU KNAaCCMYECKME, HU KBAHTOBble, He obecneynBaloT M3BECTHOrO pelue-
HUA.

O4HVMM M3 NPUMEPOB «KBAaHTOBOW 3aJaun» ABNAETCA Pa3/oXKeHWe N-3Hauy-
HOrO YMCNa Ha NPOCTble MHOXUTENN. PelueHne, 04eBMAHO, MOXKHO MPOBEPUTb
3a noAMHoMManbHoe Bpema. OAHaKO Npu NyylemM U3BECTHOM anroputme gas
KN1aCCUYECKMX KOMMbIOTEPOB KOJIMYECTBO LWIAroB BO3PAacTaeT SKCNOHEHLMANbHO
¢ n. MNosToMy cyMTatoT, YTO 3a4a4a PaKToOpUHra oTHoCUTCA K Knaccy NP BHe P.
KBaHTOBbIV anroputm LLopa onpeaenset 3agady ¢akTopuHra Kak rnobanbHoe
CBOWMCTBO uMCna M pellaeT 3Ty 3a4ayy 3a NOJMHOMMANbHOE Bpems (anroputm
macwTabupyetca ¢ n?).** CheposaTenbHo, 3aada pakTopuHra He asnsetca NP-
NOIHOM.

Ho Takas npousBoauMTeIbHOCTb anropuTma LLlopa He 03HayaeT, YTo KBaHTO-
Bble a/IFOPUTMbI BCErAa AaAyT 3KCMOHEHUMAIbHOE YCKOPEHME NPU MOUCKE T/10-
6a/IbHbIX CBOMCTB MaTEMATUYECKUX CUCTEM. XOPOLWWMA MpMMepP — 3a434a O KOM-
MUBOSXKEPE, TOXKE OTHOCAWAACA K r1006asbHbIM CBOMCTBaM cuctem. B nepsom
onpeaeneHnn 3a4a4n o KOMMUBOSKEpe (travelling salesman problem, TSP), aa-
nee —TSP1, uenb — HAWTU MapLUPYT, COEANHAIOLWMIA BCE N Y3/10B CETH, HE NPEBbI-

43 Scott Aaronson, “The Limits of Quantum Computers,” Scientific American 298, no. 3
(March 2008): 62-69; Chad Orzel, “What Sorts of Problems Are Quantum Computers
Good for?” Forbes, April 17, 2017, https://www.forbes.com/sites/chadorzel/2017/
04/17/what-sorts-of-problems-are-quantum-computers-good-for.

4 Shor, “Algorithms for Quantum Computation.”
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LIAOLWNIA 3a4aHHOW ANHBI L. Ecnn S —4ncno mapLupyToB, TO S pacTéT SKCNOHEH-
uManbHo c n. MNpu Knaccmyeckom NoAxoae B cpegHem Hy»KHO S/2 NonbITOK HauTK
MapLLpyT, COOTBETCTBYHOLLMIA YCAOBUIO.

[na noHMmaHuA ycuauii no nposepke peleHna TSP BaxHO 06paTUTb BHUMa-
HWe Ha KOHKPETHYO NMOCTAaHOBKY 33/a4u: eciv oHa chopMyIMpoBaHa Kak B8 TSP1,
TO NPOBEPKa peLleHns, 04EBUAHO, MOXKET OblTb BbINOSHEHA 3@ NOJIMHOMMWAb-
Hoe BpeMs. KBaHTOBbIN anroputm poBepa MOXKET BbIABUTb CBSA3b MPUMEPHO B
SY2 Wwaros, 4TO 3HAUMTENbHO Nyylle, YeM NPU KNAACCUYECKOM NOAXOAE, HO He
CBOAMUT 3KCMOHEHUMaNbHOoe MacluTabnpoBaHMe K NOAMHOMMAIBHOMY MacLUTa-
61poBaHMIO. ITOT pe3y/ibTaT NokKasbiBaeT, YTo TSP1 — 3agaya Toro e Tmna, Yto
M NMOWUCK B HeynopagoyeHHoU 6ase AaHHbix. XoTs TSP1 KacaeTtca rno6anbHbix
CBOMCTB CETU, KTACCUYECKUIN UM KBAHTOBbIN anroputm pewenna TSP1 3a nonu-
HOMWaNbHOE BpeMs MOKa YTO He HaliaeH, cnegosaTenbHo, TSP1 cuntaetca NP-
NnosIHOM 3aga4en.

Opyroii BapmaHT TSP — NoOMCK KpaTyanLiero nyTM mexay n ysnamm (oanee —
TSP2). YTo6bl OTBETUTL HA BOMPOC O KpaTyamllem nyTn, HeAOCTaTOYHO NpoBe-
pWUTb, COOTBETCTBYET /N AJINHA OLHOINO M3 NpeasiaraemblX PeLieHUin YCA0BUIO
CHUXXEeHUA onpeaeneHHoro npeaena. Hy»HO TakKe CpaBHUTb AJIMHbI BCEX BO3-
MOXHbIX MyTen. NosToMy AarKe N3BECTHbIN KBAHTOBbIM aAIfOPUTM HE MOMKET NPo-
BepuTb peweHne TSP2 3a nonanMHommanbHoe Bpems. TSP2, sBepoAatHo, He NP-non-
HaA, HO NpUHAANEXUT K Bonee wnpokomy Knaccy PSPACE, yto BKAto4yaeT 3a-
a4y, KOTOPbIE MOMKET PELUMTb KAACCUYECKUI KOMMbBIOTEP C MOJMHOMMAbHOM
NamATblO, BO3MOXKHO, TPEOYIOWMIA IKCMOHEHLMAIbHOrO MaclTabupoBaHuA
BpemeHun. PSPACE BKAOYaET KNaccbl CAOKHOCTM P u NP4

TakK uTto ke oTanyaeT TSP1 o1 3agaum daktopuHra? Anroputm LLopa ncnonb-
3yeT onpeneNiéHHble MaTeEMATUYECKME CBOMCTBA COCTABHbIX YMCE U UX MHOMM-
Tesiei, KOTopble MOXHO NMPUMEHATb A/ Peanr3aumm KOHCTPYKTUBHDLIX U ae-
CTPYKTUBHbIX MOAENEN BMeLIaTeIbCTBa HAa KBAHTOBOM KOMMbIOTEPE, YTO U AAET
NpaBWAbHbIN OTBET. HenpaBuabHble OTBETbI HEUTPANN3YIOTCA AECTPYKTUBHbLIM
BMeLlaTenbcteom. NP-nonHble 3agaum Tuna TSP1, noxoxe, He NO3BOMAKOT CO-
34aBaTb TaKMe MexaHM3Mbl BMeLLATeIbCTBa.

O6cyKAaan Kaaccbl CI0XKHOCTM, CneayeT, O4HAKO, UMETb B BUAY, YTO 40Ka3a-
TeNbCTB OTCYTCTBMA KBAHTOBbIX WIW AaXKe KNACCUYECKUX aArTOpUTMOB 1A pelue-
Hus NP-noHbIX 3334 NMOKa NpeabaB/eHO He 6bio. Tem He MeHee MMeeTcs sB-
HaA aHanorma B auddepeHumaumm knaccos P u NP c oaHOM CTOPOHBI M KNaccoB
NP vn NP-nonHoii ¢ gpyron. CumtatoT, 4to P # NP, NOTOMY UTO HE M3BECTHbI HUKa-
KME KNAacCMYECKMe anropuTmbl, CMOCOBHbIe peluaTb onpegesiéHHble 3ajaumu,
Hanpumep, GaKTOPWHra, 3a NOJIMHOMMANAbHOE BpemA. AHAaNOTUYHO, BbIXOAMT,
yto NP # NP-nonHOM, NOTOMY 4YTO eLWé He HalAeHbl HUKaKMe KnacCuyYeckme uam
KBaHTOBblE a/IOPUTMbI, MO3BOAAOLIME peLaTb 3aaa4m Tmna TSP1 3a noanHomm-
anbHOe Bpems.

4> Aaronson, “The Limits of Quantum Computers.”
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V. KBaHTOBbIe BbluucneHusa u 6e3onacHoCcTb

B Halwy 3py KAaccMyeckux BblUMCAEHU B OCHOBHOM MPUMEHSAIOT ABa Kaacca an-
rOPUTMOB LN POBAHUA: CUMMETPUYHBIE N ACUMMETPUYHbIE. OAHUM U3 pacnpo-
CTPAHEHHbIX CUMMETPUYHbBIX NPOTOKONOB ABAAETCA MepesoBOM cTaHAAPT WKNd-
posaHua (Advanced Encryption Standard, AES), nogaep:KvBatowmin Tpu pas-
mepa Knrovein: 128, 192 n 256 6utos. 06nacTb NPUMEHEHUA CUMMETPUYHbIX an-
ropuTMOB — 3alLmTa 6oNblIMX 06 BEMOB AaHHbIX, Hanpumep, wudposaHue H6a3
[AaHHbIX.

Mpy acUMMETPUYHOM WINPPOBAHMM MPUMEHAIOT TaK Ha3blBaeMble OTKPbITblE
W 3aKpbiTble KAOYM Ans WndpoBaHMA U AelwndpoBaHMA AaHHbIX, COOTBET-
CTBEHHO. ABTOMaTUYECKM CBA3AHHbIE KNHOYM FEHEPUPYIOT anroputmbl Wndposa-
HWSA C TaK Ha3blBaeMon HeobpaTUMon PyHKLMeN. M3BECTHbIN aCMMMETPUYHbIN
noaxond — npotokon Rivest, Shamir, Adleman (RSA), ucnonbsytowmit ToT ¢akr,
4yTO PpaKTopM3aLmA 6ONbLINX MPOCTbIX YMcen BMO Ha Kaccuyeckux KOMmnbloTepax
3aHMMaET C/IMLIKOM MHOrO BpeMeHW.*® AcMMMeTpuUHble MeToabl MeasieHHee
CUMMETPUYHbIX, HO He TPebYIOT 3aKPbITbIX KaHa0B AN 0bMeHa Kntovamm, ecim
3awmndpoBaHHON MHOOPMaLMel obMeHMBaIOTCA ABe UK Hosiee CTOPOH, KaK 3TO
TpebyeTcA NP1 CUMMETPUUHBIX anroputmax.*’

KBaHTOBbIE BbIMMC/IEHUS NPEACTABAAIOT Yrpo3y B OCHOBHOM AJ1i aCUMMET-
PUYHbBIX CUCTEM LWINGPOBAHMA, OCHOBAHHbLIX Ha MPOCTbIX YMCAAX, HANpUMep,
KBaHTOBbIN anroputm LLopa *® MoxHO MCnonb30BaTh A4/19 B310Ma WMPPOBaHMA
RSA, B TO Bpems Kak CMMMETPUYHbIE MPOTOKO/1bl HE NCNO/b3YIOT haKTOPU3aL MO
MPOCTbIX YNCEN U CHMTAIOTCA NO-NPEXHEMY He3onacHbIMU. By ayLmnin KBaHTOBbIM
KOMMbOTEP, MCMOb3yoWMi anroputm LLlopa M [OCTaTOMHO MOLLHBIN, YTOOBI
BCKPbITb 2048-6UTHYIO peanusaumio NpoTtokosia RSA meHblle Yem 33 AeHb, He
CMOXKeT paclundpoBaTb AaHHble, 3aLMILEHHbIE MPOTOKONOM AES-128.4°

B 1996 r. matematuK /loB Kymap MpoBep npeactaBun KBaHTOBbIM anroputm
[N NOWCKa B HeynopagoueHHbIx 6asax AaHHbIX.”® 3agaua noucka B 6asax AaH-
HbIX COOTBETCTBYET CUTYyaLMW, KOr4a €AMHCTBEHHbI CNOCO6 pelnTb 3agadvy —
yragblBaTb BXOAHOM apryMeHT «4YEpPHOro AWmMKa» GyHKLMM M NPOBEPATb Npa-
BUJIbHOCTb pe3y/bTaTta. MeTog poBepa cyWwecTBEHHO YMEHbLUAET cpeHee Ko-
JIM4ECTBO MOMbITOK A1 NOUCKA OTAENbHOW NO3ULMK B 6a3e AaHHbIX ¢ S No3uLmi

46 Vasileios Mavroeidis, Kamer Vishi, Mateusz D. Zych, and Audun Jgsang, “The Impact
of Quantum Computing on Present Cryptography,” International Journal of Advanced
Computer Science and Applications (IJACSA) 9, no. 3 (2018), https://arxiv.org/pdf/18
04.00200.pdf.

47 Rjaibi, Muppidi, and O’Brien, “Wielding a Double-edged Sword.”

48 Shor, “Algorithms for Quantum Computation.”

49 Preuf Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptog-
raphy?”

50 Lov Kumar Grover, A Fast Quantum Mechanical Algorithm for Database Search,” in
STOC’96: Proceedings of the 28 Annual ACM Symposium on the Theory of Computing,
July 1996, 212-219, https://doi.org/10.1145/237814.237866; Mavroeidis, Vishi, Zych,
and Jgsang, “The Impact of Quantum Computing on Present Cryptography.”
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(S cootBetcTBYeET pasmepy obnactn dyHKUMKM) Ao S2, no cpasHeHuto ¢ S/2 npu
KNaCCUUYECKMX BbIYMCIEHUAX.

Ho rnaBHasA C/NIOXKHOCTb pacliMdpPOBKM CUMMETPUYHOIO CTaHAapTa Tuna AES
B TOM, YTO pa3mep 6a3bl AaHHbIX S PACTET IKCMNOHEHLUMANbHO C AJIMHOW KAtoya.
Moaxopa M'poBepa He MEHAET 3TO CBOMCTBO MaclwTabupoBaHusa. Anroputm po-
BEpPa MOXHO MPUMEHATb ANA AEeKOAMPOBAHWUS AaHHbIX, 3aWMPPOBAHHbLIX MO
npoTtokony AES, NOMCKOM KtOYa, COOTBETCTBYIOLWErO HebobLWOMY YMCay nap
«coobuieHne-wmndpTekcT». Hanpumep, utobbl pacwmdposatb anroputm AES-
128, HY*KHO Noc/ief0BaTe/IbHO BbINO/IHUTL OKO0 265 06paTUMBbIX OLEHOK 6.104-
HOro wundpa, NOCKONbKY HU oaMH 3bDEKTUBHBIN MeToh napanienvsaummn He
NPeACTaBAAETCA peasibHbIM, U KBAHTOBOE BbluMCIeHUe GYHKUMKU cunTaeTcs 6o-
nee AONTUM, Yem Kaaccuyeckoe.>!

PUCK HbIHELWHEro WWPOKOro NPUMEHEHMA aCUMMETPUYHOIO WNPPOBaAHUSA
CTUMYNNPOBAN pPa3paboTKy TaK Has3blBaeMbIX «KBAHTOBO-6€30MacHbIX», MM
«MOCTKBAHTOBbIX» arOPUTMOB LIMGPOBAHMA. ITU aNTOPUTMbI NpeaHa3HaAYEHbI
O1A 3aLUNTbI AAaHHBIX Ha KTACCMYECKMX KOMMbOTEPaX OT MOMbITOK pacmMdpoOBKM
MPY MOMOLLM KBAHTOBbIX KOMMbIOTEPOB.>?

Mpasutenbcteo CLUA HeaaBHO 06BABMAO, YTO UCMOJIb3YEMbIN B HacTosLEee
Bpems ana WwndpoBaHUA AaHHbIX Kommepyecknit Habop anropMTMoB Hauuo-
HasbHOM 6e3onacHoct (Commercial National Security Algorithm Suite) nocne
2024 r. 6yayT 3aMeHATb KBaHTOBO-6e30nacHble airoOPUTMbl, @ 3TO 3HAYUT, YTO
nepexog, 3asepwutca He paHee 2030 r.>3 MOCKOAbKY CEKPETHOCTb AaHHbIX
[O0/KHA rapaHTMpoBaTtbca He meHee 50 net, npasutenbcteo CLUA, sBuaumo, He
OXMJAET MOSB/IEHUS KBAaHTOBbIX KOMMbIOTEPOB, CMOCO6HbIX pacwudpoBaTb,
Hanpumep, npotokon RSA-3072, B 6ankaliumne gecatmnerna.”*

Tem He MeHee HOBble KBAHTOBO-6e30MacHble GYHKLUUW y3Ke aKTUBHO McC/e-
aytot. [iee cuctembl WMPPOBAHUS C OTKPLITBIM K/IHOYOM, KOTOPblE MOFYT 3ame-

51 PreuP Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptog-
raphy?”

52 Preup Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptog-
raphy?”; Thomas Péppelmann, “Efficient Implementation of Ideal Lattice-Based Cryp-
tography,” Dissertation (Bochum, Germany: Ruhr-University Bochum, Faculty of Elec-
trical Engineering and Information Technology, June 2015), www.seceng.ruhr-uni-
bochum.de/media/attachments/files/2019/11/diss_thomas_poeppelmann.pdf;
Petros Wallden and Elham Kashefi, “Cyber Security in the Quantum Era,” in Commu-
nications of the ACM 62, no. 4 (April 2019): 120-128, https://doi.org/10.1145/32410
37; Anne Broadbent and Christian Schaffner, (2016): “Quantum Cryptography beyond
Quantum Key Distribution,” Designs, Codes and Cryptography 78 (2016): 351-382,
https://doi.org/10.1007/s10623-015-0157-4.

53 Jake Tibbetts, “Quantum Computing and Cryptography: Analysis, Risks, and Recom-
mendations for Decisionmakers,” Technical Report LLNL-TR-790870 (Lawrence Liver-
more National Laboratory, September 20, 2019), https://cgsr.linl.gov/content/assets/
docs/QuantumComputingandCryptography-20190920.pdf.

54 Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptography?”
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HUTb NPOTOKOA RSA — KpunTorpadma Ha OCHOBE CTOXaCTUYECKOM PELUETKN U nae-
aNIbHOW KpUCTaNIMYeCcKon pelléTku. beaonacHoCTb 3TUX METOA0B OCHOBAHA Ha
HEpPaspeLIMMoCTX 3334 BbIYUCNEHUA Ha CTOXAaCTUYECKOUW U uaeanbHoW pe-
LWETKe, COOTBETCTBEHHO. CXxeMbl HAa OCHOBE PELIETKM Aanun 6osbluoe pasHoobpa-
3Me UHCTPYMEHTOB LWMdPOBaAHUA, B TOM YMCae COBEPLUEHHO HOBbIX. Cpeaun HUX
— anropuTmbl WKNPPOBaAHUA HA OCHOBE PELUETKWU, CUUTAIOLLMECH MOCTKBAHTO-
BbIMU MeToaamm.>

[pyroin meToa, ¢ NpUMEHEeHUEM OTKPbITbIX KNtouein — 0bMeH Knrvamm Ha oc-
HOBE CYyNepCUHrynapHoi nsoreHHoctn Auddu-Xennmana (SIDH). SIDH nosso-
NAET CO34aTb CEKPETHbIW KU MeX Ay ABYMSA paHee He CBA3aHHbIMW CTOPOHaMM
Nno HesalMLLEeHHOMY KaHany cBasn. MpumeHasn, npu cKatum, 2688-6UTHble OT-
KpbITble KNtoun Ha 128-6MTHOM KBaHTOBOM ypoBHe besonacHocTu, SIDH ncnosnb-
3yeT OAMH M3 HaMMEHbLUMX Pa3MepOoB K/toYeN A1 BCEX MOCTKBAHTOBbIX afro-
puTMOB.>®

MHOro nccnefoBaHUI TaKKe MOCBALWEHO a/fbTepPHAaTMBAM KBaHTOBO-Oes-
onacHom Kpuntorpaduu, paspaboTaHHbIM A/1A KAAaCCMYECKMX KOMMbIOTEPOB.
OAauH 13 BapnaHTOB — KBAHTOBOE pacnpesenieHune Kntouen (quantum key distri-
bution, QKD), 4To MOKeT AaTb NyTb peannsaumm obmeHa He3aBepPEeHHbIMU K/to-
Yamu B KBaHTOBOWM ceTh. QKD obecneunBaeT TeopeTnyeckmn besonacHoe wudpo-
BaHWe MHOpMaumK, T.e. cMcTeMa WNGPOBAHMUA HE MOXKET ObiTb B3/IOMaHa,
[laXke ec/in WNMOH MMEEeT HEeorpaHUYEHHbIE BO3MOMKHOCTU A1 BblYMCNEHNI.

[1a nosicCHEHMA Mbl KPAaTKO BEPHEMCA K MOHATUSAM KBAaHTOBOM HeonpeaenéH-
HOCTM U Cynepnosnumm COCTOSHWUIN, KacaloWwmmMcs HepacnpeaenéHHoro g-oura.
MosBneHMe KBAaHTOBOW YacCTULbl YCTPAHAET Cyneprno3nLmMIo U 03HAYaEeT, YTo Cy-
nepnosunLmua NepexoamT B 04HO COCTOAHUE. ITOT GaKT MOXKHO MCMO/Ib30BaATL AJ1A
obecneyeHnn CEKPETHOCTM CBA3M, MOCKOJ/IbKY MOACNYLUMBAHUE U BMELIATE b
CTBO Ye/ioBEKa TPEOYIOT M3MEPEHMA YaCTULbI M MOC/NEAYIOLLErO NpeKpaLLeHns
Cynepnosnummn cocTosiHMiA. MosTomy Takme NOMbITKM LNUOHAXKA MU MaHUMNyAA-
LMW MOXKHO ByaeT cpasy e 06HapyXuTb.>8

MockonbKy npuHumn QKD no csoei npupoae ¢pU3MYECKMIA, @ HE MaTEMATU-
YeCKMI, KBAHTOBbIE KOMMbIOTEPbI HE YIPOXKAIOT 3aLMUTE KBAHTOBbLIX CETEN npu
nomowm QKD. U3-3a BbicoKol ctoumoct QKD moxHO OyaeT Mcrnosib3oBaTb

55 Gary Stevens, “Post Quantum Cryptography: Data Security in a Post-Quantum World,”
Security Boulevard, April 14, 2020, https://securityboulevard. com/2020/04/post-
quantum-cryptography-data-security-in-a-post-quantum-world; P&ppelmann, “Effi-
cient Implementation of Ideal Lattice-Based Cryptography.”

56 Stevens, “Post Quantum Cryptography: Data Security in a Post-Quantum World.”

57 Andrew Lance, John Leiseboer, and Thomas Symul, “What Is Quantum Key Distribu-
tion (QKD)?” White Paper (Quintessence Labs, 2020), www.quintessencelabs.com/
wp-content/uploads/2020/12/What-is-Quantum-Key-Distribution-QKD-
whitepaper.pdf.

%8 Jodoin, “Straddling the Next Frontier.”
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TO/IbKO A1 KPAaTKOCPOYHOM 3aLLMTBI CaMbIX BaXKHbIX IMHWIA. Byaywias cnyTHUKO-
Baa ceTb QKD cmorkeT obecneunTts 6e3onacHblit 06MeH U nNepeaady Kao4ven B
MMPOBOM MacLiTabe.>

OpaHako npumeHeHne QKD B apyrux obnactax Kpuntorpadumm, Kpome KBaH-
TOBOI CETU, MasIoBEPOATHO, NOTOMY YTO NOHaA06UTCA HOBOe obopyaoBaHMe, a
3aTpaTbl 6yAyT BbICOKMMU. benasa KHMra 6PUTAHCKOro NpPaBUTENbCTBA OT MapTa
2020 r.%° He pekomeHAOYeT KPYMHbIX MHBECTULUMIA B UccneaosaHma QKD us-3a go-
BOJIbHO Y3KOro AManasoHa npumeHeHmns %t

B 37Ol cTaTbe Mbl rOBOPUAN O OYHKLMAX, pa3paboTKke 1 NPOM3BOAUTENBHO-
€TV 060pYA0BAHMA A5 KBAHTOBbIX BbIYUCIEHWNI, HO HYXKHO PAaCCMOTPETb U MPO-
rpaMmmHoe obecrneyeHne, 0COBEHHO MPOrpaMmbl, NpeaHa3Ha4YeHHble AN UC-
No/Ib30BaHWsA HA KBAHTOBbIX MPOL,EeCccopax. Yke ynoMuHaance anroputmol LLlopa
n FpoBepa u ACHO, YTO NOHAZ06MTCA MHOIO N1eT A1 NPpUMeHeHUs obeunx npoue-
AYP HA YHUBEPCANbHbIX KBAHTOBbIX KOMMbtloTepax. O4HAKO NpumeHeHne byay-
LLMX KBAHTOBbIX NPOLLECCOPOB Ha KAaCCUYECKUX KOMMbIOTEPAX MOXKHO MMUTUPO-
BaTb Y)Ke cemyac, MMeTcA U NPOTOTUMbI KBAHTOBbLIX YCTPOWCTB AJ1A TECTOBOIO
Koga. AKTMBHO pa3pabaTtbiBalOTCA A3bIKM KBAHTOBOrO MNPOrpaMmMpoBaHna. Oan
03HAKOMJIEHUA C NPOrpPeccom B 3TOM 06/1aCTU Mbl OTCbIIaeM YnUTaTENA K paboTe
Fapxsan ¢ Konneramu.b?

VI. BoeHHOe npumeHeH1e KBaHTOBbIX KOMMNbIOTEPOB

B cTaTbe gns «6onbluimnx aebatos» ®oHaa Cicero 8 2012 r. 3SCTOHCKUI 3KCNEpPT No
6e3onacHOCTM XAam Jlaacme paccMoTpen BO3MOXKHOCTM U NpobieMbl KBAHTOBbIX
BblumcneHunit ana HATO.52 OH pekomeHaosan «HATO 6bITb FOTOBbIM K KBaHTO-
BOW 3pe, 06CyKAeHNE BO3MOMKHbIX TEXHO/IOTMYECKUX CABUIOB M UX NOCAEACTBUNN
OO/MKHO HAYaTbCs KaK MOXHO CKopee, 0COBEHHO y4MTbIBaA MeA/leHHbIN Npo-
rpecc HATO B KnbepHeTuke».

MaTtemaTnyeckmne OTKpPbITUA TUNA anroputma LLlopa oKkasanmnceb o4eHb BaxKHbl
Ans Kpuntorpadun. 3aKpbiTUe CBA3U MEXKAY BOMHCKMMM YacTAMM, a TaKKe Cek-
PETHbIX AaHHbIX, Hanpumep, MHPOPMaLMM O MECTOHAXOXKAEHUN PAKET, Ha LLeH-
TPa/bHbIX CepBepax — O4YEHb BbICOKUIM NPUOPUTET ANA BOEHHbIX onepaunit. MNo-
aToMy obecneyeHne KBaHTOBOM YCTOMUYMBOCTU ABAAETCA NPUOPUTETOM Knbep-
HETMKoB Nto60ro HauMoHa AbHOro 060pPOHHOro BEAOMCTBA.

% Lance, Leiseboer, and Symul, “What Is Quantum Key Distribution (QKD)?”

60 National Cyber Security Center, UK Government, “Quantum Security Technologies,”
March 24, 2020, www.ncsc.gov.uk/whitepaper/quantum-security-technologies.

61 Mattsson and Thormarker, “What Next in the World of Post-Quantum Cryptography?”

62 Sunita Garhwal, Maryam Ghorani, and Amir Ahmad, “Quantum Programming Lan-
guage: A Systematic Review of Research Topic and Top Cited Languages,” Archives of
Computational Methods in Engineering 28 (2021): 289-310, https://link.springer.com/
article/10.1007/s11831-019-09372-6.

63 Laasme, “The Role of Estonia in Developing NATO’s Cyber Strategy.”
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TexHonorns, KoTopas cnocobHa 3aWUTUTb BOEHHYHO CBA3b U y*Ke bblna onpo-
6oBaHa B 2018 r., oCHOBaHa Ha KBaHTOBOM MexaHuKe: cnyTHMKosoe QKD.%* XoTa
6puTaHCKOE NPaBUTENbCTBO BUAMT NoTeHLMan QKD ana 3awwmTbl BarKHbIX JIMHWUIA
cBa3n,% 3Ta TexHoNOrMA BeCbMa MHTEpecHa Ana passeacnyx6. UayT nccneao-
BaHMA JaHHOro BONpOCa, B YacTHOCTH, B KnTae, ¢ 06enx CTOPOH: NpuMeHeHue
QKD ana wndpoBaHMA COBCTBEHHbIX AAaHHbIX U MOWUCK NyTeN Noay4YeHUa MHPOp-
MaLuu NP1 1UCnosib3oBaHnK WndposaHua QKD npotnsHMKoM.®® Tem He meHee
uccneposaHue IDA nokasano, 4to npobsiembl ayTeHTUPUKALUM U Hannume bes-
OMNaCHbIX HEKBAHTOBbIX a/IbTEPHATMB MOMELLAOT NPOPbLIBY B BOEHHOM MPUMEHe-
HuM QKD B 6amskaiiwee Bpema.®’

Kpome n3yuyeHuns BoamorkHocTer QKD ana 3aKpbITOM CBA3M U €ro yrpos s
pa3BeaKu, pasBUTUE NMOCTKBAHTOBbLIX METOA0B WNPOBAHMA KacaeTcs 1 BOOpY-
YKEHHbIX cU/1, obecneymBas A0CTaTOYHO 6e3onacHble KaHanbl cBA3U U 6a3bl AaH-
HbIX A/19 BEAEHNSA BOEHHbIX OMepaunii B KBaHTOBYHO 3py.

XOTS KBAHTOBbIE a/IFOPUTMbI BPAZ N Koraa-nmbo cmoryT pewaTtb NP-nosHbie
3a/.a4M 32 NOZIMHOMMA/IbHOE BpeMs, YCKopeHue pelueHns TSP1 ¢ S/2 waros Bbli-
UMCNEHMA, HYXKHbIX KNacCUYeCKMM KomnbloTepam, A0 SY2 waros npu nomoLum
KBaHTOBOrO a/iroputma poBepa, cylecTBeHHo. Kak mor 6bl MOBANATL HA BOEH-
Hble onepauum byayuwmii YyHUBEPCaA/IbHbIN KBAHTOBbIN KOMMbIOTEP, CMNOCOOHbIN
peLlaTb BbICOKOPa3mepHble NP-nonHble 3agaum ¢ maclutabuposaHnem SY2? Xa-
pakTep TSP1 y»ke nokasbiBaeT, YTO meTog poBepa MOXKET NOB/IMATb HA BOEHHYHO
JIOTUCTUKY. KBAHTOBbI KOMMbIOTEP MOKET BbITb CNOCOBEH YNPaBAATbL TAaHKAMM
M MalnHammM obecneyeHus, BOEHHbIMU KOPabiaMm U camonétTamm HaMHOro 3¢d-
bEKTUBHEN, ONTUMU3MPYA MapPLIPYTbl MeXAYy BOEHHbIMKU Bazamu.

OpHaKko, cornacHo uccneposaHuio IDA, cxembl KBAaHTOBOW ONTUMM3ALMW,
Hanpumep, anroputm Fposepa, BPAA M AaAyT AOCTAaTOYHO 60/blIOE Npenmy-
LLECTBO HaA KNAaCCUYECKMMM 3BPUCTUHECKMMU NMOAXOAAMM, YTOObI UrpaTb BaK-
HYIO POJib, KpOMeE oYeHb 6o/bLMX Npobaem onTummsaumn.b® Kpome Toro, KBaH-
TOBasA onTMMM3aumsa no metoay Mposepa Tpebyet FTQC 1 60/1bLIOK KBAHTOBOW
NamATU, YTO MOXKET NOABUTLCA eLE He CKOpO.

KBaHTOBbIE OTXKMIAaTENWN NPU PELEHMM 33434 KOMBMHATOPHOM ONTUMM3ALLUN
MCNONB3YHOT NPUHLMI, OTANYHbIN OT anroputma lposepa, a HEKOTOPble CUCTEMDI

64 Wallden and Kashefi, “Cyber Security in the Quantum Era;” Sheng-Kai Liao et al., “Sat-
ellite-Relayed Intercontinental Quantum Network,” Physical Review Letters 120,
30501 (January 2018), https://journals.aps.org/prl/abstract/10.1103/PhysRevLett.1
20.030501.

65 National Cyber Security Center, UK Government, “Quantum Security Technologies.”

6 Eleni Diamanti, Hoi-Kwong Lo, Bing Qi, and Zhiliang Yuan, “Practical Challenges in
Quantum Key Distribution,” npj Quantum Information 2, Article number 16025 (2016),
https://doi.org/10.1038/npjqi.2016.25.

67 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”

68 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”
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Y}Ke ecTb Ha pbiHKe. Tem He MmeHee KBAaHTOBOE NMPEUMYLLLECTBO 3TUX YCTPOMCTB
BCE eLld COMHUTeNbHO.5?

LLlaxmaTbl MO CyTM UMUTUPYIOT MHAMIMCKOe nose 60s VI BeKa, U ymeHue ur-
paTb B CTpaTErnyeckue Urpbl TUNa WaxmaT OCTAETCA BECbMA BaXKHbIM AN NOHU-
MaHWA BOEHHOM TaKTUKK. LLlaxmaTbl UK ro Kak Urpbl nogobHbl TSP2; oHu cTaBaT
3agaum PSPACE, Bbixogsawme 3a pamku NP. Bonpoc nponssognTenbHOCTU KBaH-
TOBbIX a/IFOPUTMOB B CTPATErMYecknx urpax npamo seAét K QAIl. CobCcTBeHHO,
LIaxmaTbl OblM FNaBHbIM O6HEKTOM MOAENMPOBAHUA UCKYCCTBEHHOIO UHTEN-
JIeKTa C NOABNEHUA 3TON oTpacan. TpaaULMOHHbIE LWAXMaTHble NPOrPaMmbl UC-
No/Ib3yHOT A/1A MOUCKA U OLLEHKM 3KCrepTHble 3HaHuA. LLlaxmaTtHaa nporpamma
AlphaGo Zero peanusyet ngeto obyyeHuns c obpaTHOM CBA3bIO — NOA0TPACAN Ma-
LWMHHOTO 0bYyYeHMs, KOTOPOE CaMO ABAAETCA NOAOTPAC/bI MCKYCCTBEHHOIO UH-
Tennekrta.”’ He nonarasacb Ha OnbIT WAaXMaTUCTOB, NyTEM 06ydeHMs ¢ obpaTHOM
cBA3blO B xo4e urpbl, AlphaGo Zero B 2018 r. coBeplwnaa peBonoUmto, npe-
B30MAA 0ObIYHbIE LWAXMATHbIE NPOrPAMMBI.

Mporpecc wccnefoBaHUIM «KIACCUYECKOTO» MCKYCCTBEHHOTO WHTENNEKTa
No3BONSAET CNPOCUTb, MOXKeT in QAl, B YaCTHOCTU, KBaHTOBOE MaLLMHHOE 0by4ye-
HWe, NPUAATL HOBbIM MMMY/IbC PACYETY CTpaTernyeckmx urp. NocnegHue nccne-
[0BAHMA NOKA3bIBAOT, YTO pPeanm3auma pelleHnin 3a NoIMHOMUaIbHOe Bpems
ONA CTPaTerMyecknx Urp Yepes KBAHTOBbIE aNrOPUTMbl HEBO3MOMKHA, HO Cylle-
CTBEHHOE YCKOPEHME MO CPABHEHMUIO C KNACCUYECKMMM a/ITOPUTMaMK BCE eLué
npeacTaBAAeTCAa AOCTUXUMbIM, aHaNOrMYHO cueHapuio TSP1.7

UccnepoBaHuAa IDA Take NOKasblBalOT, YTO OA4HA M3 MaBHbIX CAOXHOCTEMN
KBaHTOBOIO MaLUMHHOIO 0by4yeHMA — HeobX0AMMOCTb PaboTbl ¢ 6oNbWIMMK Mac-
cumBamm yyebHoi nHbopmaummn.’? Mostomy HeObXOAMM CYLLECTBEHHbIA NPO-
rpecc B paspabotke QRAM (KBaHTOBbIN 3KBUBANEHT AMHAMMUYECKON onepaTmnBs-
Hol namatu, DRAM) ansa peanusauuum anroputmos QAI, Hanpumep, 4na Urpsbl B
LLIAaXMaTbl — CMOCOHHOCTb CONEPHUYATL C PeaN3aLMAMM KNACCUYECKOTO MALLUMH-
Horo oby4yeHus, Hanogobue AlphaGo Zero.

Ha cxeme HuKe B BUAE MEPAPXMUYECKON CTPYKTYPbI MOKA3aHO, KaK KBaHTOBbIE
BbIYMCNEHUA MOTYT B/MATb Ha BOEHHY chepy. Ecam BblaennTb YeTbipe ciios,
anddepeHumpyemble NO POCTY CNOXKHOCTU, TPU HanpasaeHusa (kmbepbesonac-
HOCTb, JIOFUCTMKA Lenei NocTaBKM, aHaN3 AaHHbIX) 0COB0 MHTEPECHbI s BO-
€HHbIX. Ha cxeme NoKasaHo, Kak pa3Hble CEKTOPa 3aBUCAT OT TaKUX MPUMEHEHUH,
KaK MalIMHHOE 0By4YeHMeE C yUNTENIEM, U KaK CaMy NMPUMEHEHMA CBA3AHbI C I1aB-

8 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”

70 David Silver et al., “A General Reinforcement Learning Algorithm That Masters Chess,
Shogi, and Go through Self-play,” Science 362, no. 6419 (December 2018): 1140-1144,
https://doi.org/10.1126/science.aar6404.

7L Aaronson, “The Limits of Quantum Computers.”

72 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”
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HbIMUW ANCUMMNANHAMW KBAHTOBbIX BblYMCAEHWNI. Pa3paboTKa nekapcTs U GUHaH-
COBble OLIeHKM — IULb [iBa NPMMepPa rpaxAaHCKMX OTpac/ien, KoTopble U3MEHAT
KBaHTOBbIE BbIYMCAECHUSA.

Be3onacHble HeKBaHTOBbIE
anbTepHaTUBbI yXKe Kkubep
cyuwectsytoT & 6esonacHocTb

wudposaHne
RSA

3aKpbitan / NIOTUCTUKA

dakTopusauma ueneii NocTaBk1
HanpasneHue L
csoiicTBa

adt))nnoaoﬁ BoeHHoe
YHKLMN

npumeHeHmne nposepKa npumeHeHne
paspabortka

MHOXecTsa KBAHTOBbIX
anbTepHaTMB NeKapcTs N
TexHonorumi

KOMBMHATOpUKa

reHepauua
CAYHaliHbIX Hoe
KBAHTOBbIE aNrOPUTMbI Ymcen WL fs aHanus

obyueHue ¢
(@) yuutenem AaHHbIX

cyTb npobaembl

cToXacTM4ecKue.
aNnropuTMb!

duHaHcoBblE
OLeHKN

Puc. 1: NoTeHuManbHOE BAUAHUE KBAHTOBbIX BbIYMCAEHUI HA BOEHHYIO cdepy.

Puc. 1 paét rpadumyeckoe npeactaBieHNE O BOSMOXKHOM BIMSIHUM KBAHTOBBIX
BblYMC/IEHMIA Ha U3bpaHHble 061acTn BOeHHOM cdepbl. Kak MoKasaHo B 3TOM pas-
aene, KnbepbesonacHOCTb M NOTUCTUKA Lienel NOCTaBKM — HanpasieHUs, Bax-
Hble A1 BOOPYKEHHbIX CUJI, U OHU XKe, BEPOATHO, CYLLLECTBEHHO U3MeHATCA Bna-
rofiapsa PasBUTUIO KBAaHTOBbIX BbIMMCNEHUI. AHANN3 AaHHbIX — TPETbE Hanpase-
HWe, MHTepecHoe AN 06OPOHHbLIX BEAOMCTB, HaNnpuUMep, B KOHTEKCTE Mosyye-
HUA MHOOPMALMM O BOEHHOM AEeATEeNbHOCTM NPOTUBHMKA, YTO TOXKE cylle-
CTBEHHO 3aBMCWUT OT Pa3BUTMA KBAHTOBbLIX anroputMoB. PasBepbliBaTenbHble
CNYTHWKKM COBUPAIOT OrPOMHBIN OBBEM [AHHbLIX, U KBAaHTOBbIE KOMMbIOTEPSI,
Hanpumep, B KOHTEKCTe NpumeHeHusa QAI, MOryT NOMOYb C U3B/IEYEHUEM LiEH-
HOM MHbOopMaLUW.

VII. BbiBOADbI

Bo Il pasaene mbl ganm obwmin 063op HayyHo-TeXHMYECKoM 6asbl pas3paboTKm
KBAHTOBbIX KOMMNbIOTEPOB B KayecTBe dyHAAMEHTa AN 0bCyKaAeHUA B nocneay-
oL mx pasgenax. B lll pasgene KopoTKo onucaHbl byayLine BapMaHTbl KBAHTOBbIX
BbIYMCIEHUIN, B YAaCTHOCTM, MOKA3aHbl TPYLHOCTU, YCNOXKHAOWME Ntobble npo-
rHo3bl. Mpexae Yem 06CcyAUTb KOHKPETHbIE pe3y/ibTaTbl KBAHTOBOW 3pbl A1 BO-
eHHbIX B VI pasaene, Mbl caenanm HebonbLIOW SKCKYPC B TEOPUIO CNOKHOCTU Bbl-
yncneHui (pasgen V), uTobbl B LLEJIOM PACCMOTPETL CBOMCTBA KBAHTOBbIX aNro-
puTMOB. IV pasaen KacaeTtca UCKAUMTENbHO ByayLnX YHUBEPCAbHBIX KBAHTO-
BbIX KOMMNbIOTEPOB, MOCKOJ/IbKY OHWU NpPeAnoiaratoT peanmsaLmio Kogos, noaob-

108



JansHeliwee pazgumue KBAHMOBbIX 8bl4UCAEHUU U Ux 8axcHocms 0458 HATO

HbIX chopmynnposaHHbIm LLlopom 1 FpoBepom. 3To 1OrMUecKn BeAET K pacCMOT-
PEeHUIO BAUAHUA BYAYLLINX KBAHTOBbIX YCTPOMCTB Ha KMbepbesonacHocTb B V pas-
aene.

3KcnepTbl HE eAMHbl B OLEHKE CPOKOB, KOTrAa YHWBEPCA/bHbIN KBAHTOBbIN
KOMMbIOTEP CMOMXET, Hanpumep, B3nomaTb wndposaHue RSA-2048 npu no-
molwm anroputma Lopa. dTa 3agaya TpebyeT nopaeprKaHuUa 3anyTaHHOCTU
6onblero yucna g-6UTOB, YTO NPEACTABAAET OMPOMHYI TEXHWUYECKYI Npo-
6nemy. [1na co3aaHMA TaKoro YCTPOMCTBA HYXKEH CYLLEeCTBEHHbIM nporpecc GyH-
AaMeHTaNIbHOM M NPUKNAAHOW HAYKU, YTO BAEYET 3HAUMTE/IbHYIO HeonpeaenéH-
HOCTb peasibHON OLUEHKWU Pa3sBUTUA KBAHTOBbIX BblUMCAEHWUI. MpaBUTENBCTBO
CLLUA He oXnaaeT noaB/ieHMA NPeMnasbHOIro0 KBaHTOBOroO KOMMbloTepa B 6/1u-
Kalliue gecatuneTms.

Tem He meHee OXuAaemas CNOCOOHOCTb TAKOTO KOMMbIOTEPa B3/1aMblBaTb
KNHoUM WndpoBaHMA yKe ceiyac npeacraBaseT OrpoOMHbIA MHTEPEC ANsA NpaBu-
Te/IbCTBEHHbIX BeAOMCTB (CM. pasgen V). Tak, KBaHTOBble CUMYIATOPbI NPOU3-
BoacTBa D-Wave Systems MoryT peluaTb HEKOTOpbIE 33434M ONTUMM3ALUM BbICT-
pee KnacCM4ecKMx KOMMNbIOTEPOB U yXKe eCTb Ha pbliHKe. O BaXKHOCTU TaKMX KBaH-
TOBbIX ycTpoicTB ana HATO cBuaeTenbcTByeT TOT GaKT, YTo nokynartensmu D-
Wave Systems anstoTca Lockheed Martin u Jloc-Anamocckas HauMOHanbHas
nabopartopus.

MoTeHuManbHaa BbICOKaA 3PPEKTUBHOCTb KBAaHTOBbLIX CUMYNATOPOB NpU pe-
WEeHUN 33434 KOMOMHATOPHOW ONTUMM3ALUKN AEeNAeT UX NPUBAEKATEbHbIMM
AR NPUMEHEHUA He TOJIbKO B BOEHHOM MPOMBILAEHHOCTM, HO U B TbI/IOBOM
obecneyeHnn Boick. OAHAKO MoOKa ewwé He ACHO, AAOT N 3TN CUCTEMBI peasib-
Hoe KBaHToBOe npemmyllectso.’? Moatomy HATO cneayeT npucTynuTb K M3yue-
HWIO PUCKOB U BO3MOXKHOCTEM, CBA3AHHbIX C KBAaHTOBbIMM CUMYNIATOPaMM, A/1A
CBOMX OonepaLmit.

MoTeHuManbHOE BANAHME KBAHTOBbIX CUMYIATOPOB Ha ABa APYrnx Hanpas-
JIeHUs, NOKa3aHHble Ha Puc. 1, KaK BaXKHble A/19 BOEHHbIX — KnbepbesonacHoCTb
W aHanu3 AaHHbIX — meHee o4yeBuAHO. OgHaKO 3TU ABa Hanpas/ieHUA cylue-
CTBEHHO M3MEHATCA, KOr4a yHMBepcaibHble KBAHTOBblE KOMMbIOTEPbLI NOABATCA
Ha pblHKe.

KBaHTOBble KOMMbIOTEPDI, CNOCOOHbIE B3/1aMbIBaTb TPAANLUMNOHHbBIE CUCTEMDbI
WwndpoBaHMA, MOTYT NOABUTLCA LWL Yepes gecatnaeTma, Ho HATO yiKe ceituac
pekoMeHAyeTCA MHBECTUMPOBATb B KBAHTOBYH YCTOMYMBOCTb CBOMX KOMMbHOTE-
pOB M1 ceTeBOM MHPPACTPYKTYPbLI. ITO MOMKET BK/IOYATb NMPUMEHEHMNE CYYaANHbIX
4yncen C NOJIHOM SHTPONUEN, reHepPUPyeEMbIX KBAaHTOBbIMWU YCTPOMCTBAMMU, ONA
WndpoBaHMA U NPUMeHeHWe bonee ANIMHHbBIX KAOYen 418 CUMMETPUYHBIX a-
ropuTMoB, Hanogobue AES. lIMHHbIE U NOJIHOCTBIO PAHAO0MM3MPOBAHHbBIE CUM-
MEeTPUYHbIE KAKYM MOMOratoT 3aWMTUTb XPaHUMble WUAM BOCCTAHOBJ/IEHHbIE

3 Wolf et al., “Overview of the Status of Quantum Science and Technology and Recom-
mendations for the DoD.”
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KN0UK, genasn nx KBaHToBo-6e3onacHbiMKU. KpunTtorpaduyeckasa rubKocTb aamu-
HUCTPATOPOB K/loYel npeaycMmaTpuBaeT COBMECTUMOCTb ¢ 6onee OANHHBIMMU
K/H04aMU M KBAaHTOBO-CTOMKUMM afiropuTMmamu. MpruoputeTom AoKHa ObITb 3a-
MeHa npoTokona RSA, Hanpumep, KBaHTOBO-6e30MacHbIMW anbTepHaTUBAMMU,
TAaKMMM, KaK Kpuntorpadusa Ha OCHOBE KPUCTANIMYECKON pelléTkn mam SIDH.
TaKKe peKoMeHAYeTCA NPUMEHATb 3aLUULLEHHDbIE IMHUN CBA3M MEXAY Y31aMu
ynpasneHusa npu nomowy QKD u (unn) KBaHTOBO-He30MnacHble anroputmel. Pe-
WeHMA ¢ obMmeHoM Katovyamu, Hanpumep, QKD, Toxe HYXHO UccnenoBaTb Ha
npeameT NpUrogHoOCTU ANA 3almThl AanbHen ceasm.’*

MNpuMeHeHMe KBaHTOBbIX KOMMbIOTEPOB A1 0becrneyeHma TaKTUYECKUX one-
paunit B binrKailuee Bpemsa He BbIrAAUT peasnbHbiM, NMOCKO/IbKY cTpaTermye-
CKMe uUrpbl Hanogobue WwaxmaT cooTBETCTBYHOT 3aga4am PSPACE, Bbixoasalwmm 3a
pamKkn NP. OgHaKo BNeYyaTNALWMM pesynbTaT NPUMMEHEHN MaLLMHHOTO 0byye-
HuA AlphaGo Zero gns waxmat nokasbiBaeT, 4To QAl, Kak NogoTpac/ib KBaHTO-
BOrO MaLUMHHOIO 0BYYEHUs, MOXKET NPUMEHATLCA ANA MOAENUPOBAHUA CLUEHA-
pues 60A paHblUe, YEeM OXUAAM MHOTME IKCMEePTbl, XOTA HEOOX0AMMOCTb NpPo-
PbIBOB, B YaCTHOCTH, B pa3paboTke QRAM no-npexHeMy ABNSAETCA CePbe3HbIM
npenaTcTBMem gaa ncnonbsosanma QAL

MpumeyaHue

MpeacTaBaeHHble 34eCb B3rNAAbl NPUHAL/IEKAT UCKNHOYMTENBHO aBTOPaM U He
BblpaxKatoT odpu1LMaNbHYIO NO3MLMI0 KOHCOPLMYMa BOEHHbIX akagemMunid U UHCTU-
TYTOB M3yyeHus npobnem 6esonacHocTM nporpammbl «MapTHEPCTBO paau
MMpa», opraHn3aLmii-y4acTHUL, Uan nsgartenein KoHcopuuyma.

bnaropapHoCTb

Connections: The Quarterly Journal, Vol. 20, 2021, Bbilwen Npu Noaaep KKe npa-
sutensbcrea CLLA.

74 “Quantum-Safe Security,” Quintessence Labs (Canberra), 2021, https://www.quintes
sencelabs.com/quantum-safe-cyber-security.
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