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Abstract: Leakage-resilient authenticated encryption (AE) aims at privacy and 

authenticity against adversaries with an additional side channel. The first published 

“leakage resilient” AE scheme is the RCB block cipher mode. As it turns out, RCB is 

insecure, even if there is no side channel for the adversary. The current paper presents 

several attacks on RCB. 
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Introduction 

Several issues exist for the security of modern cryptosystems that can reveal useful 

information about the cryptosystem. One of these issues is the security of the 

cryptosystem against side-channel attacks when implemented physically. Therefore, 

many countermeasures have been proposed to protect those schemes against these 

kinds of attacks. [13], [18] and [9] represent different countermeasures, such as 

masking, shuffling and noise addition, to thwart these sorts of attacks. Yet, such 

countermeasures are often quite expensive for constraint devices exposed to these 

kinds of attacks. Therefore, another approach, initiated with high hopes, is to design 

“leakage-resilient” schemes. The goal is to maintain a certain level of security, even 

when the implementation leaks some information about internal secrets to the 

adversary. There have been a handful of proposals for leakage-resilient en encryption, 

such as [6],[7],[12],[16],[17],[7],[19], and [20]. Yet, few proposals using a block 

cipher-based leakage-resilient message authentication, such as [15] and [11], exist. 

To the best of our knowledge, RCB represents the first claim to be a leakage-resilient 

authenticated encryption scheme [2]. Later, Berti et al. [4] and Dobraunig et al. [5] 
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proposed DIV and ISAP, in two independent works, as a new leakage-resilient 

authenticated encryption schemes. 

The RCB Mode 

The RCB mode [2] is based on the OCB mode [8],[14], a well-known authenticated 

encryption scheme that has been proven to be secure within the black-box model (i.e. 

without leakage). Agrawal et al. [2] enhanced the OCB mode using a rekeying 

scheme g, which is assumed not to leak [10]. Using rekeying assures that the block 

cipher is never used twice under the same key, and this is where the claimed leakage 

resilience comes from. To make sure both the sender and the receiver use a single 

secret key, both parties need to maintain a shared ctr value. RCB encrypts a message 

M = (m1,…,mL), where m1,…, mL-1 are b-bit blocks, and the size of mL 

is at most b bits, into a ciphertext C = (c1,…,cL), with |ci| = |mi|, and 

authentication tag T ∈ {0, 1}τ for some tag size τ ≤ b. The value of the internal 

counter before the start of the encryption, ctr′, is also part of the output (see 

Algorithm 1). For decryption, given ctr′, C and T, RCB first computes M, then 

its own authentication tag T′, and returns M if T′ = T, else it returns ⊥. 

 

1: state long-term key K∗, counter ctr (∗K∗ is constant, ctr always increases ∗)  

2: input message M = (m1,…,mL) 

3: ctr′ ← ctr  

4: for i ∈ {1,…,L − 1} do  

5:  Ki ← gK∗ (ctr)  

6:  ctr ← ctr + 1 

7:  ci ← EKi (mi)  

8: ctr ← ctr + 1 (∗ skip one value ∗) 

9: KL ← gK∗ (ctr)  

10: ctr ← ctr + 1  

11: X ← len(mL) ⊕ ctr′  

12: Y ← EKL (X)  

13: cL ← Y ⊕ mL  

14: S ← m1 ⊕ · · · ⊕ mL−1 ⊕ (cL0bτ ) ⊕ Y (∗ checksum ∗)  

15: KL+1 ← gK∗ (ctr)  

16: ctr ← ctr + 1  

17: T ← EKL+1 (S)[first τ bits]  

 

18: return (ctr′, (c1,…,cL), T ) 

Algorithm 1 RCB Encryption 
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Our Contribution and Results 

In this paper, we analyze the security of RCB. As it turns out, even without leakage, 

RCB is neither robust against nonce-misuse nor to the release of unverified plaintexts 

(RUP) [3],[1]. RCB is inherently vulnerable to Denial-of-Service (DoS) attacks, and 

RCB is insecure when one key is used for full-duplex communication. For the worst, 

RCB is vulnerable to forgery attacks, thus missing INT-CTXT security. Thus, even 

within a black-box model (without leakage), RCB is not a secure scheme for 

authenticated encryption. 

Weaknesses of RCB 

Below we assume that Alice uses RCB to send authenticated and encrypted messages 

to Bob. Alice and Bob have shared a secret key k∗ and a synchronized counter ctr. 

Adversary A is trying to attack Alice and Bob. 

Lack of Nonce-Misuse Resistance 

[2] claimed that RCB is nonce-misuse resistant as it does not have the nonce 

requirement. But actually, the counter ctr is a nonce (“number used once”). If the 

same value for ctr is reused, security fails: 

1. A knows the current value of Alice is ctr and chooses m¹⁄₁, m²⁄₁, m²⁄₂ ∈ {0, 

1}b. 

2. Alice encrypts m1 = (m¹⁄₁, m²⁄₁) to ( tr,(c¹⁄₁, c²⁄₁), τ1). 

3. A resets Alice’s counter to ctr (nonce-reuse!). 

4. A chooses message m2=(m²⁄₁ [=m¹⁄₁ ⊕ e], m²⁄₂=m ½) (e ∈ {0, 1}b, e ≠ 0...0). 

5. Alice encrypts m2 to (ctr, (c²⁄₁, c²⁄₂), τ2) (Due to the nonce reuse, the value ctr 

is the same as the one in step 2) 

6. if c²⁄₁ = c¹⁄₁ ⊕ e, then A using RCB otherwise the random oracle $(., ., .). 

A can distinguish the two oracles RCB from $(., ., .) with probability 1-2-b. 

Vulnerability to Denial-of-Service (DoS) Attacks 

By tampering with the counter, A can deny the service such that Bob will reject a 

valid ciphertext. Our first DoS attack goes as follows: 
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1. Alice initializes her counter value to ctr. She then encrypts a message m to 

(ctr, c, τ). The value of Alice’s counter is now (ctr + a) for some a > 0. She 

chooses another message m′ to encrypt to (ctr +a, c′, τ′). The value of 

Alice’s counter is now (ctr + a + a′) for some a′ > 0. 

2. A forwards (ctr + a, c′, τ′) to Bob. If a does not exceed a pre-defined 

thresholdi, then Bob decrypts (ctr +a, c′, τ′) to m′. The value of Bob’s new 

counter is now (ctr + a + a′). 

3. A forwards (ctr, c, τ) to Bob. Since ctr < (ctr + a + a′), he will abort the 

decryption of (ctr, c, τ), and will perform a resynchronization, yet he will not 

obtain the correct m. 

Our second DoS attack does not even require Alice to encrypt two messages: 

1. Alice initializes her counter value to ctr. She chooses message m to encrypt it 

to (ctr, c, τ). The value of Alice’s new counter is now (ctr + a). 

2. A chooses c′ and τ′ and sends (ctr, c′, τ′) to Bob. 

3. Bob decrypts (ctr, c′, τ′) to ⊥. The value of Bob’s new counter is (ctr + a′)ii. 

4. A now forwards (ctr, c, τ) to Bob. Since ctr < (ctr + a′), therefore he will 

abort the decryption (ctr, c, τ) and will perform a resynchronization, yet he 

will not obtain the correct m. 

Not Suitable for Full-Duplex Communication 

Contrary to most other AE s hemes, bidirectional communication between Alice and 

Bob using a single key is insecure. If Alice sends a message to Bob using k∗, and Bob 

sends a message to Alice using k∗, then A can exploit this as follows: 

 

1. Alice and Bob share the same initial counter value ctr. 

2. A chooses m1 ≠  m2 ∈ {0, 1}b. 

3. Alice encrypts (m1, m2) to (ctr, (c1, c2), τ) but Bob does not see this message. 

4. A now chooses m1 = (m1, m1). 

5. As a next, Bob encrypts m1 to (ctr, (c′1, c′2), τ′). 

6. Since c1 = c′1 in the first case, adversary A can easily distinguish which 

oracle (RCB or a random) Bob has been used. 

 

To prevent this attack, one needs two independent keys. But a random-nonce 

                                                           
i  Else, Alice and Bob would perform an interractive resynchronisation [2], Figure 2. 
ii  Bob must increase the counter, even if the message turns out to be invalid. 

Otherwise, Bob would use the same interval key more than once, thus destroying 

the main purpose of using RCB, namely its claimed leakage-resilience. 
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instantiation of, say, OCB [14] neither requires synchronized counters nor two 

independent keys for bidirectional communication. 

No Authenticity: Vulnerable to a Forgery Attack 

The idea of the attack is to use one valid ciphertext to produce another valid 

ciphertext. For this purpose, we need to prevent Bob from receiving this ciphertext 

with the aim that his counter will not change. We present a forgery attack using only 

the encryption of a 5-block message, yet the attack can also be generalized. We 

remind that Ɛ is a block cipher, the block space of which is {0, 1}b. Bob must not see 

the message. We prove that this message will contain all the information required to 

forge a 2-block message: 

 

1. Initially, Alice and Bob share the same counter value ctr. 

2. A hooses five different arbitrary messages: (m1, m2) in {0, 1}b, m′2 ∈ {0, 1}b′ 

with b′ ≤ b, m3 = |m′2| ⊕ (ctr + 2 + 1), m4 as m4 = m1 ⊕ (m′20b), and finally 

m5 in {0, 1}b′ with b′ < b. 

3. A then asks for the encryption of all five messages (m1, ..., m5). 

4. Alice encrypts this to (ctr, (c1, ..., c5), τ). 

5. A sets c′2 to (c2 ⊕ m′2). 

6. A sends (ctr, (c1, c′2), ⌊c4⌋ τs) to Bob. 

 

In our attack, we suppose that we know the counter value ctr. This is not an issue, 

we just need to see a message sent by Alice and add the length of the message +2. 

Because of the following reasons (ctr, (c1, c′2), ⌊c4⌋ τs) is valid encryption of the 

message (m1, m′2) with initial counter ctr, which Bob will accept: 

 

1. the message block m1 is encrypted to c1. 

2. the ciphertext block c3 is the encryption of |m′2| ⊕ (ctr + 2 + 1) under the 

key gk∗ (ctr + 2), and the ciphertext block c′2 as (c3 ⊕ m′2), as required by 

lines 8-13 of Algorithm 1. 

1. The message m4 has been chosen as (m1 ⊕ m′20b), and the tag is the 

encryption of (m1 ⊕ m′20b) under the key Gk∗ (ctr + 4). 

2. If the last message block m′2 of the forged message is a b-bit block, then the 

ciphertext is valid. Otherwise, it is valid if the last b−b′ bits of y[= Ɛk4 

(|m′2|⊕ (ctr + 2 + 1))] are 0, which happens with probability 2−b+b′. So, in 

this case, the atta k succeeds with probability 2−b+b′. 

 

Since RCB does not provide any security for ciphertext integrity, it clearly cannot 

provide integrity with the release of unverified plaintext. 
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Conclusion 

What went wrong? And can one repair RCB? 

RCB has been derived from the well-established OCB mode. OCB is neither leakage-

resilient nor robust, but it provides secure authenticated encryption in the black-box 

model (without leakage). [2] lists the following modifications to turn OCB into RCB: 

1. There is no masking for the input and output of the block cipher in the 

rekeying scheme. (Instead, the keys change.) 

2. The starting counter is XORed to the input of block cipher during processing 

the last block of the message to prevent an adversary from creating a valid 

pair of a message and a tag. (Note that the starting counter is not a secret. 

OCB uses a secret mask derived from the key at this point.) 

3. One fresh key is omitted before processing the last message block to thwart a 

forgery attack by the adversary. 

The second modification clearly weakens RCB, in contrast to OCB. Apparently, [2] 

attempted to solve this with the third modification. As our forgery attack shows, the 

third modification is not sufficient. To thwart this attack, one could propose a 

modification of the original RCB, which is more in the spirit of the original OCB. For 

example, the modified RCB could use Ki = gK∗ (X + 2i) as the ephemeral keys to 

encrypt the first L − 1 message blocks and the checksum. The ephemeral key for the 

final block mL could be gK∗ (X + 2L + 1). We conjecture that this would defend 

against black-box forgery attacks such as ours. But it would not solve any of the other 

issues. 

Summary 

We described several attacks against RCB, a leakage-resilient authenticated encryp-

tion scheme. RCB is not robust, neither against nonce-misuse nor against the release 

of unverified plaintexts. RCB does not resist Denial-of-Service attacks. RCB even 

fails at providing authenticity, one of the two main goals of every authenticated 

encryption scheme. 

None of the attacks presented here assume the adversary to have access to a side 

channel. Our ongoing research also considers attack scenarios where the adversary 

has access to a side channel. 
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