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ABSTRACT:

Nowadays hackers are able to find many software vulnerabilities, which can
be exploited for malicious purposes such as to destroy the operating system,
to steal users’ private data, to demand a ransom not to affect the data and
retain their validity. The majority of attacks use an Internet connection; there-
fore, the efforts should be directed to the way in which data packets are trans-
mitted. The hardware-software complex, which is the main subject of the pre-
sented research, serves as a firewall for the devices on one subnetwork with
access to the Internet, simultaneously analysing and filtering both down-
stream and upstream traffic at packet level, resolving scumware and securing
the perimeter of each device in the subnet. The concept and the architecture
of the developed hardware-software complex are described. The imple-
mented complex will not allow malicious traffic to pass through, providing
protection of all endpoint devices in a subnetwork. The experimental results
of malware detected are presented, and the security related metrics are eval-

uated.
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Introduction

Nowadays the problem of cybersecurity is highly critical. Bad rabbit, Petya, Not
Petya have been targeting many important data sectors worldwide. Many de-
vices, which got affected by those viruses, were simply blocked and, in most
cases, it turns out that it may be very difficult to go through backing up process
after the sustained damage. Nowadays intruders are able to find many security
vulnerabilities in software implementation both application and system
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software. Using security holes in software they destabilize the operating sys-
tem, steal user’s private data, demand a ransom for remaining the data unaf-
fected and retaining their validity.

It is noteworthy that the main source of security vulnerability is Internet.
Well-known web attacks are Cross-site request forgery (CSFR), Cross-site script-
ing (XSS), Denial of service (DoS), SQL injection. The actual list of HTTP/HTTPS
threats are described in source.! Almost ten percent of URLs are infected by
malicious malware according to the statistical report.? Simulating the malware
propagation, it becomes clear how fast this process and how significant the im-
pact of factors.?

Web attacks are reasonably divided onto attacks, being targeted server soft-
ware, and attacks, being targeted web app. As a result of data gathering and
bug-track analysis, it is revealed that the majority of security vulnerabilities are
concentrated in web apps. According to the statistical investigation represented
in source, 4 in 5 vulnerabilities were located in application code, and 1 in 5 vul-
nerabilities were of high severity in 2019.

The development of the Internet of Things (loT) aimed for the increase of
human comfort by automation of daily routines. However, it also caused the
increase of cyber threat, which the user is subjected to. Since the IoT device
undertakes data collection, processing, dissemination and storage in real-time,
the personal information, personal photo- or video content can be stealing as a
result of web attack. Moreover, smart devices as a rule are connected to the
same local network as a personal computer. That is why they can be used to get
an access to the local network by malicious person.

According to the Symantec’s Internet Security Threat Report, 57533 loT at-
tacks were registered in a global honeypot in 2018, and routers were the most
infected devices accounted 75 percent of attacks (Internet Security Threat
Report).

That is why the main goal of the research is the development of hardware-
software complex serving as a firewall for the devices of one subnetwork with
the access to the Internet, simultaneously analysing and filtering as down-
stream as upstream traffic at packet level, resolving scumware and securing the
perimeter of each device in the subnet. The system developed will not let ‘bad
answer,’ or scumware, in and ‘sensitive’ data out.

Section 1 introduce to the web attacks research. The second section de-
scribes related works. The next section describes the object under investigation.
Section 4 describes the developed hardware-software complex. Experimental
results are given in the next section. The last section summaries the article and
gives the perspective of future research.

Related Works

An intrusion detection system (IDS) is a software tool being able to monitor and
identify malicious activity directed to compromise information system security.
A detailed survey of such systems is represented in work.> The author defined
the following classes of detection: anomaly detection, signature detection, and
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compound detectors. To detect an abnormal network traffic wavelet analysis
can be used as it is described in work.® In contrast to anomaly detection, signa-
ture detection is able to identify intrusion when normal behaviour of system is
undefined. Basing on the knowledge of the intrusive process, designers of the
security system should determine patterns and clues which reveal unwilling
events.

The malicious attacks that can be identified by means of deep inspection of
packets, arriving at the computer system, are discussed in work.” Network,
host, software, physical and human attacks have been described from the point
of detection by monitoring network traffic. However, the main problem of
anomaly-based detection system is a lack of real-life training datasets as the
authors of work highlighted. Because of the time-consuming process of classifi-
cation of unknown attack, a relevant dataset appears when many attempts to
attack have been successful. The comparison of available datasets and discus-
sion about their features is represented in work.?

Signature-based detection retains in modern IDS as a high accuracy method.
It allows identifying known attacks. Nowadays special sources, as source,’
gather information about signatures marked as malicious.

The adaptive anomaly-based IDS named AMODS was presented in work.° As
the authors write, this system ‘bridge the gap between adaptive detection and
web attack detection’.

Both signature and anomaly detection are defenceless against different eva-
sion techniques such as fragmentation, flooding, obfuscation, encryption, de-
scribed in book.™

In addition, hybrid IDS were developed as a combination of anomaly and sig-
nature techniques and discussed in work.? Other hybrid systems combined
host-based IDS and network-based IDS described in work.™ All hybrids aim to
reduce false positive rate and to rise the detection of unknown attacks.

Thus, researches constantly search for effective methods to identify cyberat-
tacks before they start their malicious activity inside operating system (or per-
sonal computer). In this research, the complex of hardware and software is de-
veloped for the purpose of intrusion detection using signature detection and
man in the middle (MITM) attack. This type of attack changes the original con-
nection between a user and web application on the new connection providing
by a perpetrator as described in source.* Instead of directing packet from ap-
plication to the user it will be redirected to another computer resource, where
it can be modified and after that, the message will be delivered to the user. The
message passing in opposite direction performs in the same way. An ordinary
MITM attack is used for malicious purpose however in this development it will
be used for the defence purpose.

The Object under Consideration

We consider a subnet of independent devices connected with a crosspoint
switch (router in this research). Devices generate requests which are processed
by switch. The scheme of interaction is depicted in Fig. 1.
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Packets flow
«—»

Figure 1: The interaction between the router and a particular device.

When a request is generated by any device the packet arrives to router. The
router, in turn, transmits a request to the World Wide Web and waits for an
answer. After getting the answer, the router sends it to the requesting device.
The device gathers set of packets, interprets it into a computer-friendly format
and after that displays it. The process of interpretation starts when the last
packet of the answer has arrived.

If an attack was launched, certain packets were intentionally falsified or sub-
stituted in the transfer process. In an ideal situation firewall of the operating
system would recognize the attack and would block it. If the firewall does not
identify the threat, which is included in the server answer, the device will be
infected. After that only antivirus software is available to identify the attack.

The intrusion Detection Hardware-Software Complex
The Concept of the Development

The solution is the developed hardware-software complex called Extendable
Malware Detection System (EMDS). The term hardware is used because an al-
gorithm has been implemented as a specific device, which should be connected
to the subnet of multiple devices. The user is able to activate protection for one
or all devices.

The key idea is to use man-in-the-middle attack for checking traffic. Because
the man-in-the-middle is not seen as an attacker, it cannot be evaded.

During the protection activation, the attack man-in-the-middle occurs on the
level of traffic routing. The whole traffic passes through connected device that
means the interaction of a particular device can be represented by the scheme
depicted in Fig. 2.

Now all devices, connected to the router, recognize EMDS as the router. Sim-
ultaneously the router perceives EMDS as a final device. In this case, EMDS pur-
sue the policy of assuming responsibility to send upstream packets from the
devices to the router and downstream packets from the router to the device.
Thus, while traffic passes through EMDS each of the packets is being analysed.
For the complex analysis, to store the packets and their content in the database
is needed.

EMDS is implemented on a single-board computer Raspberry Pl 4 with in-
stalled Ubuntu Core operating system on it. The following utilities provide the
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Figure 2: The interaction between the router and a particular device provided by
EMDS.

proper system functioning: Nmap 7.6 used for scanning devices in the subnet-
work, TShark 3.2 used for capturing live network data packets, arpspoof used
for MITM attack performing, and MongoDB 3.2 used to store packets data.

Intrusion detection process

The analysis of the packets consists of three phases. In the first phase, the
checking of signatures of already known attacks is performed. Evidently, the de-
tection accuracy strongly depends on the set of using signatures that should be
updated periodically to include new known web attacks. During this phase,
EMDS detects intrusion in real time. It functions as an intrusion detection sys-
tem, intrusion prevention system and network security monitoring system sim-
ultaneously. Network characteristics are analysed in real time and the alarm is
generated when a strange event, which is potentially threatful, is detected.
Such characteristics as traffic volume, bandwidth usage, and protocol usage are
under control. Network traffic analysis is based on extensive rules and signature
language. To identify complex threats Lua scripting language is used. Specific
features of this language greatly increase the ability to detect malware scripts.?®
Implementation of the complicated rule of signature detection in EMDS soft-
ware provides in case of a threat do not skip it to the end device.

The second phase is the applying of behavioural analysis. This method is
based on an analysis of a sequence of different requests. Network behaviour
analysis is able to identify normal everyday traffic. In other words, it recognizes
disturbance if the traffic has exceeded the threshold determined in advance. By
this type of analysis, a distributed denial-of-service (DDoS) attack can be recog-
nized, which is the most well-known network security violations. This kind of
attacks is a serious security threat, which can be harmful to Internet providers
and large network infrastructures.

Take for instance a sequence of requests represented in Table 1. There is a
SQL-injection attempt using manipulating the characteristics, adding the quota-
tion mark and calling the ‘sleep’ function. Separately considered, these signs do
not point to an obvious attack vector however, considering a set, it can be
clearly suggested that a criminal person tries to probe the web application. The
mathematical model summarizes signs of an attacker's behaviour over a period
of time and the decision to block an attack, based on the results, can be made.
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Actually, it allows not to miss the start of an attack without blocking normal
requests.

Table 1. Attempts of SQL-injections.

Number Request

/api/products?userId=1
/api/products?userId=3-2
/api/products?userId=-1
/api/products?userId=1"

/api/products?userId="1

A U A W N R

/api/products?userId=1 and sleep(5)

The third phase is the heuristic scanning. This method aimed to catch un-
known attacks (or zero-day attacks). Using rules and algorithms, it provides
searching suspicious samples of code. Generic detection, which is the newest
modification of heuristic analysis, provides smaller false positive ratio.®

The architecture of the complex is depicted in Fig.3. The devices EMDS use
share signatures database and each of them includes a traffic database. The di-
rection of package passing can be both from the user, as first device EDMS1
represented, and to the user, as the second device EDMS2 represented.

The current version of EMDS realizes the first and second phases however
the third phase is provided in the hardware-software complex construction. No-
tice that according to the MetaDefender Cloud statistics, multi-scanning pro-
vides the greater chance to detect malware (Miao Y., 2015). Therefore, the de-
veloped complex exploits several techniques to detect malicious activity.

Discussion

Malicious software is always trying to cover their tracks and stay invisible as long
as possible to accomplish their goals. To hide the intrusion, the malware tries to
manipulate information about registered packages. To prevent this, the block-
chain will be used in future as a database to guarantee the integrity and immun-
ity of the data stored. This approach to store EMDS data could help avoid unau-
thorized modification of stored data retroactively.

The implementation of the developed hardware-software complex provides
a solution of the following cases.

Case 1. Blocking a detected attack

A directed attack is being conducted on one of the network devices. In the
stream of packets passed through EMDS, one of the three phases of intrusion
detection revealed a threat. The packet, in which the attack has been detected,
and the following response packets are blocked. Thus, the answer will not be
fully interpreted on the end device and the attack will not be performed.
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Figure 3: The architecture of Extendable Malware Detection System (EMDS).

Case 2. Blocking an undetected attack

A directed attack is conducted on one of the network devices. In the stream of
packets, passed through the EMDS, none of three phases has been revealed the
threat. The last packet of the response will attempt to interpret the packets into
a clear answer and the attack will be replayed on the EMDS. Thus, the result of
the verification service will not be performed and EMDS will not send the re-
sponse to the end device.

Case 3. An attempt, performed by IoT devices, to ‘merge’ data onto the Inter-
net

Outgoing packets from devices are filtered using established rules and will not
skip files of certain sizes determined by the administrator of the subnetwork. It
will help prevent personal data leakage such as audio, video, photos.

Case 4. Malware attempt to hide penetration during an attack

To hide the traces of an attack, malware can attempt to manipulate existing
data on previous packages in the EMDS database. Using blockchain in EMDS
data storage could help prevents frauds with data on packages.
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Experimental results

Intrusion detection system performance is evaluated by metrics which can be
divided into performance-related metrics and security-related metrics.'’ The
performance-related metrics quantify non-functional properties of IDS such as
resource-consumption and capacity. At the same time, the security-related
metrics measure how accurate the detection of malware is. Therefore, this set
of values is preferably used in IDS researches.

The security-related metrics are grounded on the matrix of false/true and neg-
ative/positive values, which corresponds to the results of detection according to
the real situations. If an attack has been detected while it has not been in real life,
that is the false positive case (FP). If it has not been detected in the same situation,
it is the true positive case (TP). If an attack has been detected when it has been in
real situation, that is true negative case (TN). If it has not been detected in the
same situation, it is the false negative case (FN). Counting the number of cases
occurred in series of experiment, the following ratio can be calculated: false pos-
itive ratio (FPR), true positive ratio (TPR), false negative ratio (FNR), classification
ratio (CR). Corresponding formulas are (Khraisat A., 2019):

FP TP FN TP+TN
FPR = ,TPR = ,FNR = , =
FP+TN TP+FN FN+TP TP+TN+FP+FN

. (1)

An experiment has been conducted using 350 activities on web resources, 75
of which contained malicious traffic. Activities included visiting sites, video and
audio traffic, loading files on the end device and sending files to remote servers.
The test set contained DoS, DDoS, SQL-injection, XSS attacks. Total traffic band-
width was more than 3.5 Gb, 23 percent of which was upstream traffic. The
EMDS revealed 84 malicious activities, among them 26 were detected as a ma-
licious wrong. 17 out of 75 malicious activities were not detected. The values of
calculated ratios are represented in Table 2.

Table 2. Experimental results of EMDS intrusion detection research.

IDS metrics Value
False positive ratio 9.5 percent
True positive ratio 77.3 percent
False negative ratio 23 percent
Classification ratio 87.7 percent

The value of false positive ratio measures the part of false security alarms
and the value of true positive ratio measures the part of true detection of be-
nign traffic. Obviously, the first should be as small as possible, and the second -
as large as possible. However, the result of experiment strongly depends on a
test set, which is used.
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The growth of the number of detected malicious activity compared with ac-
tual number of malicious activities is represented in Fig. 4. The difference be-
tween detected and actual malicious activities is the number of false alarms.

== == Actual result == Detected result

100

Number of malicious activities

Total activities number

Figure 4: The growth of detected and actual malicious activity during the experiment.

Conclusions

The intrusion detection hardware-software complex Extendable Malware De-
tection System, that is able to isolate the subnet devices from identified threats,
is developed. The novelty of the approach proposed is the usage of the man in
the middle attack to catch and testify packages, hiding from malicious person a
device that performs detection. Several phases of detection are provided to in-
crease the percent of web attack detected and decrease a false positive number
of alarms. The security-related metrics, evaluated experimentally, show the
false positive ratio 9.5 percent and the true positive ratio 77.3 percent.

The complex can be improved by using blockchain technology to store data
on packages. The most successful consensus mechanism of blockchain can be
found by simulation proposed in work.'® Furthermore, the heuristic analysis im-
plementation will be investigated in the nearest future.
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