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A B S T R A C T : 

In the present study, the main characteristics and components of cyber 
hygiene as a subclass of cybersecurity are discussed. Based on institutional 
experience in the scope of security in the digital environment, a sequence of 
activities to keep resilient and reliable cyber hygiene in naval institutions is 
recommended. Main cyber hygiene definitions are given. Cyber hygiene 
software issues and institutional information security controls are analyzed. 
Malware infection as the main cyber hygiene concern is analyzed. Basic cyber 
hygiene instructions to ensure Internet users stay protected are defined. 
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Introduction 

Cybercrime is on the rise in the global information network. Criminal hackers 
through phishing emails, brute force attacks, and malware compromise millions 
of users’ workstations. In the last two years, the number of global ransomware 
attacks has reached above 600 million. This requires special measures that need 
to be taken by organizations, network administrators, and users to counter this 
global threat.1-10 

Cyber hygiene provides protection and security in the maintenance and 
exploitation of computer networks. Multiple points of view regarding issues 
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that arise with different cyber attackers, cyber threats and cyber-risks from that 
can be referred to cyber-hygiene of individuals and institutions.1 Effectiveness 
of the Cyber Essentials scheme and its security activities that mitigate the 
threats they were designed for, i.e., those threats exploiting vulnerabilities.2 

Malicious network users scan network devices for vulnerable devices, inves-
tigate network security mechanisms, and detect vulnerabilities in the network 
to retrieve security layer (SSL) certificates or invalid URLs. During the Cyber Kill 
Chain recognition phase, security software is evaluated and vulnerabilities are 
identified.3  

Methodology for the realization of cyber hygiene practices in Smart Grid Sys-
tems focused on smart metering systems has been proposed and tested.4 It is 
proven that implementing cyber hygiene instruments can improve smart meter 
cybersecurity and be suitable for implementing other sensitive Smart Grid 
components. 

Effective cyber hygiene is a challenging task for the entire institution and the 
responsibility of individual employees. If the role of cyber hygiene is to be sum-
marized, it is responsible for the integrity and availability of data. Cyber hygiene 
includes many rules and activities to ensure cyber security. 

A list of main activities in the scope of cyber security and cyber hygiene, in-
cluding a set of practices for managing the most common and pervasive cyber-
security risks, faced by employees and institutions, is discussed by Ead and Ab-
bassy.5 

It is compulsory that users must follow strictly a high level of cyber hygiene 
in the financial analytical area, security and military sphere, marine and air traf-
fic control, etc., bearing in mind that many employees keep not have good cyber 
hygiene. They openly exchange passwords and share private information on so-
cial networks.  

Rojas and co-authors provide an analysis of end users’ behaviors to promote 
the creation of more successful approaches in the financial analytical climate.6 
It includes recommendations that allow improving the institution’s cyber hy-
giene in access to financial solutions in the area. Bedrich and a report by RSI 
Security discuss cyber hygiene checklists to prevent attacks on computer net-
works and rules of cyber hygiene that must follow by institutions and internet 
users.7, 8 

There are different definitions of the term “cyber hygiene.” There is no con-
sensus on what constitutes cyber hygiene. Different national institutions have 
their own specific recommendations and rules, i.e., there is no single standard 
or commonly accepted mechanism for an institution to assess, evaluate or 
demonstrate cyber hygiene. A recent reprt by Tunggal focuses on the main char-
acteristic of cyber hygiene, cybersecurity ratings and measures, and common 
cyber hygiene problems and practices.9 

The rest of the article is organized as follows. Section II suggests cyber hy-
giene definitions, cyber hygiene – basic software issues, cyber hygiene - institu-
tional information security controls. Section III discloses malware infections – 
cyber hygiene’s main concerns. 
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Methods 

Methods applied in the present study are analysis and illustration. The analysis 
is provided in respect of basic personal, institutional and software issues of 
cyber hygiene as a logical chain of definitions in respect of vulnerability to cyber-
attacks, cyber threats, software instruments to ensure cyber hygiene, institu-
tional information security controls and malware infections. Illustrations are 
provided with respect to a warm (virus) attack inside the attached file, phishing 
e-mail attacks, system software and hardware up to date.   

Cyber hygiene as a part of cyber security 

Cyber hygiene definitions 

Cyber hygiene as a part of cyber security refers to the network users and insti-
tutions as a whole. It is a system of instructions and recommendations aimed at 
improving users’ activity to help them gain knowledge and skills that guarantee 
network security, and thus ensure systems’ cyber health. Cyber hygiene is a 
multilayer system of rules and activities users have to follow working in Inter-
net. It is a distinctive feature. On the other hand, cyber hygiene means abilities 
and habits that help users and organizations mitigate the networks’ potential 
vulnerability to cyber-attacks and enhance resilience against threats of cyber-
attacks. 

Cyber hygiene includes an aggregate of users’ habitual skills and activities to 
ensure secure data exchange and resilience of networks and network devices 
to cyber impacts. It is like the classical medical hygiene each person has to fol-
low. It consists of routine activities to prevent or mitigate health problems. 
Cyber hygiene practice includes the surveillance of all end devices connected to 
local networks, control of vulnerabilities, regular updates, and patching of the 
computers’ software components. 

Cyber hygiene means training to form professional habits ensuring cyber-se-
curity so that to prevent network cyber threats and internet security issues. 
Cyber hygiene aims to maintain hardware and software’s basic health and se-
curity, ensuring they are protected from threats such as malware. Applied in 
everyday life, cyber hygiene helps to keep data, hardware and software safe 
and secure. As with any habit to be gained, cyber hygiene skills require learning 
and practical education to apply specific routine and repetition activities. 

The routine in respect of cyber hygiene helps prevent cybercriminals from 
causing network intrusions, security breaches or stealing personal information. 
It helps keep software and operating systems up to date. 

Cyber Hygiene – Basic Software Issues 

Basic software issues that are in the focus of the cyber hygiene are as follows. 

 Security breaches caused by threats from hackers’ attacks such as phishing, 
malware, and viruses. 

 Data loss caused by not reserved hard drives and virtual cloud storage vul-
nerable to unauthorized penetration and corruption. 
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 Vulnerability to cyber-attacks caused by out-of-date software. 

 Cyber threats caused by obsolescence, i.e., not up-to-date antivirus secu-
rity software that is less effective at protecting to newest software attacks. 

Therefore, to ensure adequate and effective cyber hygiene, the network user 
must follow cyber hygiene periodicity of activities and apply the appropriate 
software instruments to ensure cyber hygiene. 

The cyber hygiene periodicity means regular control and test routines, draw-
ing up a schedule of different activities to be fulfilled to keep cyber hygiene on 
a certain level. For instance, scanning the computer for viruses using up-to-day 
antivirus programs, removing the old password and establishing a new one, 
keeping the user’s applications, system software, and operating systems of all 
devices up to date, and cleaning the computer’s hard drive. Once the user as-
similates the cyber hygiene rules, it becomes part of the regular personal cyber-
security routine.10 Appropriate software instruments to ensure cyber hygiene 
are as follow. 

 Firewall – prevents unauthorized access from the Internet. 

 Software for data-deleting prevents the risk of losing personal data while 
introducing new software, add on hardware, or modify system files and 
clears out not necessary data from the hard drive. 

 A password manager maintains track of multiple passwords while using 
strong, complex passwords, which are changed regularly to keep internet 
hygiene. 

 Antivirus software of high quality that schedules and performs periodic 
scanning to detect and remove malware and protects from multiple net-
work threats. 

 Freeing users from unusable electronic communication devices, such as 
laptops, smartphones, desktops, raises serious questions about cyber hy-
giene.  

 The user must not only delete their files, but also reformat the hard drive 
of the devices. This also ensures the deletion of personal information 
stored on the disk. 

The main rule of the cyber hygiene is maintaining the application and system 
software and hardware up to date. Web browsers, user and mobile applica-
tions, and network devices’ operating systems have to be updated regularly. It 
eliminates software security issues. Through regular updates, new software 
patches are delivered to correct software failures.  

For instance, the vulnerability Joomla - Core – XSS (Cross-Site Scripting) At-
tack Vector via SVG (Scalable Vector Graphics) (2021) (CVE (Common Vulnera-
bilities and Exposures)-2022-23801) is discovered in versions Joomla 4.0.0 to 
4.1.0. An XSS attack via SVG (Scalable Vector Graphics) embedding in com and 
media files is possible. In updated version Joomla 4.1.1 the problem is fixed. 
Hardware updates guarantee to prevent CPU performance issues. 
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Cyber Hygiene – Institutional Information Security Controls 

The basic controls provided by the institution are as follows 9: 

 Control usage of the hardware devices: It means to control only authorized 
devices to have access to the restricted area and sensitive data. 

 Control usage of the system and application software: It means to control 
and mitigate risk by managing network software so that only certified and 
licensed software is installed on devices. 

 Control continuous network vulnerability and risk management: It means 
to control regularly acquiring information in respect of new network vul-
nerabilities, to remove them and reduce the range of their risk impacts. 

 Control usage of administrative rights: It means to control administrative 
rights by access control and access restriction, such as two-stage authenti-
cation or multi-stage authentication, as well as to be created approaches 
and instruments to track, control, prevent and correct the use, assignment, 
and configuration of administrative rights. 

 Secure configuration of hardware and software on network devises: mobile 
sets as tablets, i-phones, laptops, stationary workstations and servers: It 
means that institutions must establish, implement and actively manage the 
security configuration of mobile devices as tablets, i-phones and laptops, 
and stationary routers, switches, servers and workstations to prevent at-
tackers from exploiting vulnerable services and settings. This should include 
the use of complex passwords. 

 Analyze audit documents: It means that institutions must collect, control 
and analyze audit logs of intrusion events to help the detection and identi-
fication of cyber-attacks. 

In addition, there are the following foundational information security controls: 

 Email and web browser protections: It is performed by minimizing the at-
tack fronts and opportunities for attackers to manipulate human behavior 
through their interaction with web browsers and email systems. 

 Malware defenses: It is performed by controlling the installation, spread, 
and execution of malicious code and to enable rapid updating of defense, 
data gathering, and corrective action. 

 Limitation and control of network ports, protocols, and services: It means 
to control and manage the ongoing functionality of ports, protocols, and 
services on networked devices in order to minimize vulnerabilities available 
to attackers and opportunities for cyber impacts. 

 Data backup and recovery capabilities: It means applying server instru-
ments and protocols to back up critical information with an effective meth-
odology for timely recovery of it.  

 Reliable and secure configuration of network devices, such as routers, 
switches, and firewalls: It means the institution and network administrators 
to establish, implement and manage the security configuration of network 
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infrastructure devices by configuration and processes of management, 
change and control to prevent cyber-attacks and exploiting vulnerabilities 
of services and settings. 

 Boundary defense: It means boundary defense controls detection, preven-
tion, and correction of the information flow transferring across networks of 
different trust levels focused on security-damaging data. 

 Data protection: Sensitive data are of different types and reside in different 
places. It means data protection through a combination of encryption, in-
tegrity protection, and data loss prevention techniques. 

 Controlled access based on the need to know: It means institutions to use 
instruments and processes to track, control, prevent and correct secure ac-
cess to critical data according to access control rights of operators to com-
puters, and applications based on a need or right previously classified. 

 Wireless access control: It means to manage wireless access, processes and 
tools to track, control, prevent and correct the secure use of wireless local 
area networks (WLANs), access points and wireless client systems. 

 Account monitoring and control: It requires controlling management across 
the life cycle of system and application accounts - their creation, use, dor-
mancy, and deletion – to reduce opportunities for cyber-attacks. 

There are four institution information security controls, namely: 

 Establish a security awareness and training program: It means the institu-
tions must build the specific knowledge, cyber security skills and abilities to 
ensure cyber defence through developing and executing a plan for identifi-
cation and evaluation of problems and remediate through planning, train-
ing and awareness programs. 

 Application software security: It means the institution must control the se-
curity of all acquired and used software over its life cycle. 

 Incident response and control: It means institution must protect their in-
formation and reputation by developing and implementing an incident 
emergency response infrastructure (e.g., plans, defined roles, training, 
communications, and management oversight) to quickly discover attacks 
and then contain the damage, eradicate the attacker’s access and restore 
the integrity of the network and systems. 

 Penetration tests and red team exercises: It means institution must test 
their overall defense (technology, processes, and employee) by simulating 
the objectives and actions of an attacker. This may include on-site and off-
site penetration testing, network security assessments, and testing the im-
plementation of information security policies. 
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Malware Infection – Cyber Hygiene Main Concern 

Definitions 

The term “malware” means malicious software that contains malicious and de-
structive code. It is intentionally designed to damage, disrupt, and steal infor-
mation, slow down and disrupt the functions of computers and servers. The 
malware is installed on network devices by system and internet users through 
downloading files or opening e-mails’ attached files. Malware can damage the 
data and software while residing in storage and memory, but it cannot harm the 
hardware parts of systems or network equipment. The term “virus” is used to 
define entire malicious/damaging software. However, the virus is just a type of 
malware. 

Malware infection vectors are a multidirectional transmission of malicious 
codes to network platforms and devices with the aim to infiltrate, infect and 
spread through the system by exploiting vulnerabilities. Malware vectors cap-
ture victims who 

 Trust social networking forums like Facebook, Skype, Viber, etc. 

 Show inquisitiveness and curiosity about any interesting event. 

 Lack of expert awareness and experience. 

It is important to know that accessing an account by cracking a user’s email 
password gives the malicious user access to the attacked user’s contact list, 
thereby gaining access to their business contacts on social networks and allow-
ing them to attack other users. The downloaded and embedded malware con-
tains documents as photo, movie, music, and more, providing criminal access to 
the entire communication system and network of the attacked user. 

Local servers or network computers can be infected with one or some mali-
cious software as a virus, worm, adware, crypto locker, spyware, toolkits, Tro-
jan, botnet, etc. It performs destructive activities according to their nature like 
stealing personal or confidential information of users or institutions, tracking 
and monitoring activities of the computer, installing backdoors and keystrokes 
loggers, making target server crash, harming the performance of online sys-
tems, usage of system resources like CPU cycles, memory and network, encrypt 
sensitive data. Spyware or adware can cause a sudden change in functionality. 
It must be aware that the infection level depends on the system defense and 
the residence of malware on it. 

Malware authors 11, 12 use social engineering techniques to distribute and in-
filtrate malware, and enforce users to download, embed, and run malicious 
code on their systems without realizing it (Fig. 1). 
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Figure 1: A worm (virus) attack inside the attached file. 

 
Once an attacker infects a system, they can have complete control and access 

to that system’s information and devices. Malware products exploit weak places 
in the cyber defense of the computer system. Malware infections find out vul-
nerabilities in security in previous versions of standard software applications 
such as picture viewers, Media Players and Windows operating systems.11 

Malicious internet users apply social engineering tactics to find out weak se-
curity places and to transfer monovalent code in a computer in order to install 
their malicious code, which is able to steal confidential information. They rely 
on the responsiveness of people as well as their mistakes and poor cyber hy-
giene. Cybercriminals find vulnerabilities in a computer network to infiltrate it 
and gain access to personal and confidential information. This damages the se-
curity not only of an individual user, but also of the institution as a whole. All 
malware tools applied by cyber criminals use social engineering techniques to 
perform their monovalent work. Several ways are applied to spread viruses us-
ing social engineering 12: 

 Straight questioning. 

 Systematic search for information. 

 After gaining physical access. 

 Reverse social engineering (reverse social engineering is a type of social 
engineering that aims to steal sensitive information and/or money 
through psychological manipulation and back contact with the victim). 

 Online social engineering (social engineering is performed online). 

Market to a device: This attack is initiated by the electronic market. The mal-
ware author uploads his malicious application to the e-marketplace site using a 
stolen/unauthorized identity. In the presence of malicious applications on the 
e-marketplace site, many users can be attacked.12 

Web browser to device: This is a virus’s distribution technique typically using 
downloading tactics, applied recently by network cyber-attacks. 
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SMS to a device: The malicious software propagates via SMS or MMS. 
Network to a device: It exploits software vulnerabilities and hardware mis-

configurations. 
Device to device: The infection disseminates from device to device in a point-

to-point manner. 
USB to Device: The infection disseminates via USB devices connecting to an 

infected computer with new variants of a virus. 
Botnet: The term “botnet” means a robotized network. Botnets are networks 

of computer devices infected with a malicious backdoor program used by a ma-
licious user to automatically carry out different cyberattacks. The attacks are 
data theft, server crashing, sending spam from zombie computers to attack gov-
ernment and military networks, DDoS (Distributed Denial of Service) attacks, 
anonymous Internet access; cyber criminals’ access to a web server using zom-
bie machines to commit cybercrimes such as hacking websites or transferring 
stolen money, selling and leasing, allows distributing malware in computer net-
works. 

Phishing by a botnet: Botnet allows changing the addresses of phishing pages 
frequently using infected computers as proxy servers (Fig. 2). 

Figure 2: Phishing attack by e-mail letter (social engineering). 

 
Virus: a type of malware attached to another software document or a legiti-

mate program. It makes multiple replicates, infects and corrupts other files 
without the user’s awareness. 

Trojan horse: a type of malicious malware hidden or embedded in an email 
attachment or in a program such as a computer game, attractive to encourage 
a user to install it. The most insidious (and ironic) types of Trojan Horses are 
programs that offer to clear user’s computer of viruses, but instead deliver vi-
ruses to victim’s computer. 
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Spyware: a type of malware installed on computers or network devices with-
out the knowledge of the user. The spyware activated on computers collects 
and transmits personal and institutional information such as passwords, and the 
numbers of credit cards. 

Ransomware: a type of malware applying an encryption code to lock and/or 
block a user’s access to a computer system or user’s files until a specific amount 
of money is paid — usually by cryptocurrency (e.g., Bitcoin), since the transac-
tion cannot be traced or refunded. In case the ransom is not paid, then the sys-
tem and the victim’s files are destroyed. 

Figure 3. Worm attack by URL (web address). 

 
Computer worm: a type of malware, a self-replicating program that copies 

itself from computer to computer. Rather than infect files, its main purpose is 
to use resources such as computer memory and network bandwidth to inflict 
damage. 

Cyber Hygiene Instructions to Ensure Maritime Internet Users Stay Protected 

The following cyber hygiene instructions Internet users are advised to apply in 
order to ensure they stay protected from cyber-attacks. 

Create safe and secure passwords that are resistant to cracking 

 For different accounts and registrations, avoid using the same password. 

 The passwords need to change on a regular basis. 

 Password’s length has to be at least 12 characters and longer. 

 The passwords have to include a mix of capital and small letters, symbols 
and numbers. 

 The passwords must avoid sequential numbers or personal information, 
such as date of birth or a pet’s name. 

 The default passwords on IoT (Internet of Things) devices need to be 
changed. 

 The passwords are not written down and shared them with other internet 
users. 

 It is recommended to use a password manager to generate, store, and man-
age all passwords in one secure online account. 

 Usage of multi-factor authentication access. 
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 The essential accounts – such as email, social media, or banking apps – are 
protected with MFA (Multi-Factor Authentication) using an app like Google 
Authenticator or Authy. 

 MFA backup codes are saved in a password manager. 

Backing up data regularly on external discs and storages 

 It is recommended to keep files secure and protected against data loss by 
backing up essential files offline, either on an external hard drive or in a 
cloud. 

While communicating ensure the privacy of information 

 Trust social networking forums like Facebook, Skype, Viber, etc. 

 It is recommended not to post private information such as a home address, 
private pictures, phone number, or credit card numbers publicly on social 
media. 

 Privacy settings in the usage of social media are to be set to a high level. 

 It is recommended to avoid quizzes, games, or surveys on social media that 
ask for sensitive personal information. 

 It is recommended the user keep a computer and phone locked with a pass-
word or PIN. 

 It is recommended not to disclose private information when using public 
Wi-Fi. 

 In the case public Wi-Fi, it is recommended to maximize privacy by using a 
VPN (Virtual Private Network). 

 Online transactions are to make via a secure website (URL starts with 
https://) with a padlock icon on the left of the address. 

 Information about online privacy is exchanged with colleagues, friends and 
family members to help keep them safe as well. 

Keep applications, system software, and firmware up to date 

 It is recommended to update applications, web browsers, operating sys-
tems, and firmware regularly to ensure using the latest versions with pos-
sible security issues eliminated or patched. 

 It to be set up a system features to ensure automatic software updates. 

 It is recommended to delete applications no longer in use, but open secu-
rity vulnerabilities and only download apps from reputable or official 
sources. 

Ensure security of routers 

 Default name of home Wi-Fi routers, router’s username and password 
need to be changed. 

 It is recommended to keep the router’s firmware up to date. 
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 It is recommended to disable remote access, Universal Plug and Play, and 
Wi-Fi Protected Set-up. 

 It is recommended to set up a separate network for guests to use. 

 It is recommended to ensure that a router offers WPA2 or WPA3 encryption 
to protect the privacy of information sent via the network. 

Protect against social engineering attacks 

 It is recommended to avoid clicking on suspicious links or links, opening 
emails that look suspicious, downloading suspicious attachments from 
emails or not expected text messages, clicking on ads that promise free 
money, prizes, or discounts. 

Using network-protected software – firewalls 

 It is recommended to use a correctly configured firewall to prevent mali-
cious software from accessing a computer or network via the internet. 

Encrypting devices 

 It is recommended to encrypt devices and media as laptops, tablets, 
smartphones, removable drives, backup tapes, and cloud storage, which 
contain sensitive data. 

Remove all information from hard drives 

 Before disposal of or selling a computer, tablet, or smartphone, make sure 
the hard drive is cleaned up to prevent any personal information from be-
ing accessed by others. 

Ensuring high-quality antivirus protection 

 It is recommended to use high-quality antivirus software that scans for and 
removes computer viruses and other malicious software. 

 It is recommended to keep the antivirus software up to date 

In conclusion, cyber hygiene means developing and following a protective 
routine to keep personal and financial information secure when using comput-
ers, laptops or other mobile devices. Using strong passwords and changing them 
regularly, keeping software and operating systems up to date, cleaning hard 
drives, and using a comprehensive antivirus software like Kaspersky Total Secu-
rity will help users stay ahead of the latest cyber threats. 

Conclusions 

The main components of the cyber hygiene in the information world are de-
fined. Cyber threats and tools used to realized them are in the focus of the pre-
sent study. Based on detailed analysis, a logical sequence of rules to meet the 
requirements of cyber hygiene is defined. It includes cyber hygiene instructions 
that ensure Internet users stay protected.  
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